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¢ Basic Network Security Concepts: This section of the exam measures the skills of a Network Defender
FEw 21 and focuses on understanding network-level protections, including firewalls, VPN, and intrusion detection

e prevention systers, providing insight into how threats are mitigated within network environments.

¢ Endpomt Security Concepts:This section of the exam measures the skills of an Endpoint Security Specialist
] and includes securing individual devices, understanding protections such as antivirus, patching, and access
bEY 72 control at the endpoint level, essential for maintaining device integrity.

¢ Vuherability Assessment and Risk Management: This section of the exam measures the skills of a Risk
FEY 23 Management Analyst and entails identifying and assessing vulnerabilities, understanding risk priorities, and
applying mitigation strategies that help manage threats proactively within an organization's systems

¢ Incident Handling: This section of the exam measures the skills of an Incident Responder and centers on
FEy 24 recognizing security incidents, responding appropriately, and containing threats—forming the essential
foundation of incident response procedures.

¢ Essential Security Principles: This section of the exam measures the skills of a Cybersecurity Technician

and covers foundational cybersecurity concepts such as the CIA triad (confidentiality, integrity, availability),
bEY 7S along with basic threat types and vulnerabilities, laying the conceptual groundwork for understanding how
to protect information systerns.
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H M #336
What is the purpose of an Access Control List (ACL) in cybersecurity?

A. To authenticate users before granting them access

B. To encrypt traffic between two networks

C. To monitor network traffic for potential security threats
D. To filter network traffic based on predefined rules

Ef#: D

A :

An Access Control List (ACL) is a list of rules that determines which network traffic is allowed and which is denied. It is used to
filter network traffic based on criteria such as source/destination IP address, port numbers, and protocols. By implementing an ACL,
organizations can control access to their networks, prevent unauthorized access, and enforce security policies.

H M #337
Which of the following updates is responsible for updating the software embedded within hardware devices?

e A. Device drivers

¢ B. Application updates
e C. Windows Update

¢ D. Firmware updates

iFf@g: D

R

Firmware updates are specific to hardware devices and mvolve updating the software that is embedded within those devices.
Firmware updates can improve the device's functionality, address security vulnerabilities, and fix bugs. It is crucial to regularly check
for and apply firmware updates to ensure devices are operating optimally and securely.

R #338
Which of'the following is an effective strategy for managing communication proactively?

A. Regularly monitoring network traffic

B. Deploying intrusion detection systems

C. Conducting regular vulnerability assessments
D. Implementing strong access controls

IEf#: D

AR :

Implementing strong access controls is an effective strategy for managing communication proactively. By implementing access
controls, organizations can restrict access to communication channels, ensuring that only authorized personnel have the necessary
privileges to communicate and access sensitive information. This helps to prevent unauthorized users from intercepting or tampering
with commumications, reducing the risk of security incidents.

M #339
‘What logging mechanism is commonly used to track and record security-related events and activities in an organization?

e A Audit logs
¢ B. Systemand application logs
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e C. Event Viewer
¢ D. Syslog

EfE: A

R -

Audit logs are specifically designed to track and record security-related events and activities in an organization. They capture
information about user actions, system changes, and resource access attempts, providing a detailed record for forensic analysis,
compliance auditing, and security investigation purposes.

I #340
What is the primary characteristic of an Advanced Persistent Threat (APT) compared to traditional attacks?

¢ A. APTs are easily detectable by conventional security measures

¢ B. APTs are random and indiscriminate in their targets

e C. APTs involve persistent and prolonged attacks on specific targets
e D. APTs are primarily aimed at causing immediate damage to systems

EfE: C

R -

The primary characteristic of an APT is its persistent and prolonged nature. Unlike traditional attacks, which may be briefand target
multiple entities, APTs specifically focus on a particular target for an extended period of time. This allows the attackers to gather
more nformation and potentially cause significant damage.
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