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B #35

Your company's Chief Information Security Officer has made a new policy where third-party apps should not have OAuth
permissions to Google Drive. You need to reconfigure current settings to adhere to this policy.

‘What should you do?

e A. Access the Security Menu> API Reference > disable all API Access.
¢ B. Access the Security Menu> API Permissions > choose Drive and Disable All Access.
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e C. Access Apps > Google Workspace > Drive and Docs > Sharing Settings and disable sharing outside of your domain
e D. Access the Security Menu > API Permissions > choose Drive and Disable High Risk Access.

IEf#: D
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Reference: https://support.google.conva/answer/60781 ?hi=en

HM #36

The compliance team at your organization is conducting a legal investigation into some concerning sales activities of an employee
eight months ago. The compliance team contacted you for assistance on the situation. You set up the default Google Vault retention
rules so all data is retained only for one year. You must assist the compliance team with the investigation. What should you do?

A. Assign the compliance team a Google Vault administrator role and change the default retention rules to three years.
B. Do nothing. The retention period has already ended and the evidence has already been purged.

C. Suspend the employee and export all data by using Google Takeout.

D. Assign the compliance teama Google Vault administrator role and create a legal hold for the employee.

EfE: D
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Your company uses a whitelisting approach to manage third-party apps and add-ons. The Senior VP of Sales

& Marketing has urgently requested access to a new Marketplace app that has not previously been vetted. The company's
Information Security policy empowers you, as a Google Workspace admin, to grant provisional access immediately if all of the
following conditions are met:

* Access to the app is restricted to specific individuals by request only.

* The app does not have the ability to read or manage emils.

* Immediate notice is given to the Infosec team, followed by the submission of a security risk analysis report within 14 days.
Which actions should you take first to ensure that you are compliant with Infosec policy?

¢ A. Move the Senior VP to a sub-OU before enabling Marketplace Settings > "Allow Users to Install Any App from Google
Workspace Marketplace."

e B. Add the Marketplace app, then review the authorized scopes in Security > Manage API client access.

e C. Search the Google Workspace support forum for feedback about the app to include in the risk analysis report.

¢ D. Confirm that the Senior VP's OU has the following Gmail setting disabled before whitelisting the app:
"Let users delegate access to their mailbox."

EfE: B
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Step by Step Comprehensive Detailed Explanation:To comply with the company's Information Security policy while granting
provisional access to a new Marketplace app, follow these steps:

* Add the Marketplace App: Start by adding the requested app to your Google Workspace Marketplace.

* Review Authorized Scopes:

* Go to the Admin console.

* Navigate to Security > API controls > Manage third-party app access.

* Add the app and review the scopes it requests. Ensure it doesn't request permission to read or manage emails.

* Compliance Steps:

* Restrict Access: Configure the app to be accessible only to the specific individuals as per the request.

* Immediate Notification: Inform the Infosec team immediately about the provisional access granted.

* Security Risk Analysis Report: Prepare and submit a security risk analysis report within 14 days, detailing the app's functionality
and security implications.

* Vertfication: Ensure that the Gmail setting "Let users delegate access to their mailbox" is disabled if the app's authorized scopes are
compliant with the policy.

References:

* Manage third-party app access to Google Workspace data

* Google Workspace Security: API Controls
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The helpdesk at your organization reports that many users in multiple locations are not able to access Gmail, but can access other
Workspace services. You must troubleshoot the issue What should you do first?

A. Check network connectivity of the affected users

B. Open a ticket with Google Support listing the affected users.

C. Check the Google Workspace release calendar to ensure there's not a Gmail upgrade scheduled

D. Check the Google Workspace status dashboard to see whether there is a disruption in Gmail service availability

Ef#: D

TR

* Access Status Dashboard: Open the Google Workspace Status Dashboard.

* Check Service Status: Look for any reported issues or outages specifically for Gmail.

* Verify Timing; Check the timing of the reported issues to see if they correlate with the time when users reported problemns.

* Additional Information: Review any additional details or updates provided by Google regarding the service disruption.

* Communicate Status: Inform the affected users about the service status and any expected resolution time.

* Open Ticket if Necessary: If no issues are reported on the status dashboard, proceed with other troubleshooting steps such as
checking network connectivity or opening a ticket with Google Support.

References:

* Google Workspace Status Dashboard

B #39
You work for an organization that is headquartered in Washington DC. You want to reliably send email announcements to all
employees in the area and update membership automatically. What should you do?

¢ A Create a Google Group and add all employees in the Washington DC work location.

¢ B. Create a Google Group and set permissions to invite employees to join the group.

e (. Create a Dynamic Group by using the location condition to keep the distribution list automatically updated based on the
employees' work locations.

¢ D. Create a Security Group and apply the Location label to allow employees to join based on the specified location.

Ef#: C

fiR .-
You can create a dynamic group to set policies for everyone at your organization who works in a specific geographic location. As
users move and change their location in their user profile, the system automatically adds or removes them from the group.

HR #40
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