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Fortinet FCP - FortiManager 7.6 Administrator Sample Questions (Q26-
Q31):

NEW QUESTION # 26
An administrator notices that CLI scripts are failing on some FortiGate devices because they use different FortiOS versions.
‘Which two actions should the administrator take to fix the failing CLI scripts? (Choose two.)

A. Create separate ADOMs for each FortiOS version.

B. Modify the CLI scripts to include conditional commands based on FortiOS version.
C. Create version-specific CLI script groups and assign them to the appropriate devices.
D. Disable CLI scripts for devices using older firmware.

Answer: B,C

Explanation:
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When FortiGate devices run different FortiOS versions, some CLI commands may be unsupported or behave differently across
versions, causing scripts to fail.

C is correct because FortiManager CLI scripts can include conditional logic (for example, checking the FortiOS version) so only
compatible commands are executed on each device.

D is correct because organizing version-specific CLI script groups ensures that each FortiGate device receives scripts that match its
FortiOS version, preventing command incompatibility.

NEW QUESTION # 27
An administrator has enabled Service Access on FortiManager. What is the purpose of Service Access on the FortiManager
mterface?

A. Tt allows third-party applications to gain read/write access to FortiManager.

B. It allows FortiManager to determine the connection status of managed devices.

C. It allows FortiManager to respond to requests for FortiGuard services from FortiGate devices.
D. It allows administrative access to FortiManager.

Answer: C

Explanation:
Select the Fortinet services that are allowed access on this interface. These include FortiGate Updates and Web Filtering. Service
access is not enabled on any port by default.

NEW QUESTION # 28
Which two itens does an FGFM keepalive message include? (Choose two.)

A. FortiGate uptime

B. FortiGate configuration checksum
C. FortiGate IPS version

D. FortiGate license information

Answer: B,C

Explanation:
Keepalive messages, including the configuration checksuns, are sent from FortiGate at configured intervals.
The messages also show the intrusion prevention system (IPS) version of the FortiGate device.

NEW QUESTION # 29
Refer to the exhibits. An administrator needed to recover all the configurations related to the user, Support. The configurations were
saved in configuration revision ID 9.



Device Revisi iff wiz E T

Device Revision Diff
Revision ID: 11 Revision ID: 9
Total 12696 Total 12704
Deleted 0 Added 8
Modified 0 Modified 0
end end
sonfig user local
&dis_“Support”
set. lype passsacd
set. emall-to _support@mall.com”
next
config user group cor\ﬂg user group
set service "ALL" set service "ALL™
SeL USers__support.
set comments “test” set comments “test
2C
Save Diff as Script m Cancel

CLI output F HI II IE I

FortiManager # diagnose dvm device list
-~ There are currently 6 devices/vdoms managed ---
-- There are currently 6 devices/vdoms count for license --

TYPE 0ID SN HA Jp- NAME ADOM IPS FIRMWARE HW_GenX
fmgfaz-managed 188 FGVMO2TM24013504 - 498 765.1.111 BR1-FGT-1 My ADOM 7.0 MR6 (3401) N/A

|- STATUS: dev-db: not modified; conf: in sync; cond: OK; dm: installed; conn: up; template:[installed]default

|- vdom:[3]root flags:® adom:My ADOM pkg:[unknown|BR1-FGT-1

The administrator reverted the configuration using the Configuration Revision History window and received the CLI output shown in
the exhibit.
‘What can you conclude from the CLI output?

A. The administrator set the flag to 0 to prevent configuration overrides.

B. The administrator installed only the device-level configuration.

C. The administrator reinstalled the policy package.

D. The administrator needs to retrieve the device to correctly detect the FortiGate firmware version.

Answer: D

Explanation:

The CLI output shows the status "dev-db: not modified; conf: in sync; cond: OK; dm: installed," but the firmware version for the
device is listed as "Tunknown]." This indicates that FortiManager has not properly detected the FortiGate firmware version, likely
because the device needs to be retrieved to update its information.

NEW QUESTION # 30

An administrator wants to configure and manage multiple objects in the FortiManager database and give access to other users who
work in the same database.

To stay in control of the changes made to firewall policies by other team members, the administrator needs a setup where all
modifications go through a central check before they can be installed.

How can the administrator create this setup?

A. Enable the prompt asking the administrator to accept firewall policies changes before saving,
B. Enable device lock and the advanced mode feature in the ADOM.

C. Enable the workspace (for all ADOMs) to control all changes made by any administrator.
D. Enable workflow mode and the ADOM lock feature.

Answer: D



Explanation:

Enabling workflow mode along with the ADOM lock feature ensures that all configuration changes go through a centralized review
and approval process before installation, allowing controlled and coordinated management of firewall policies by muiltiple
admmnistrators.

NEW QUESTION # 31
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