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H #194
A security incident occurred with the potential of impacting business services. Who perforns the attack?

A. malware author
B. threat actor

C. bug bounty hunter
D. direct competitor

Ef#: B

R :

A threat actor is a person or entity that is responsible for an incident that impacts or has the potential to impact an organization's
security. A threat actor can have various motivations, such as financial gain, espionage, sabotage, or activism. A threat actor can use
various methods, such as malware, phishing, denial-of-service, or social engineering, to performan attack. A threat actor is not the
same as a malware author, a bug bounty hunter, or a direct competitor, although they may be related or associated. A malware
author is someone who creates malicious software that can be used by threat actors. A bug bounty hunter is someone who finds and
reports vulnerabilities in software or systens for a reward. A direct competitor is someone who offers similar products or services as
the organization and may seek to gain an advantage over it. References :

= Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS) - Cisco, page 87; CNSSI 4009-

2015, page 77

Reference https//www.paubox.com/blog/what-is-threat-actor/#:~text=The%2 Oterm’e2 Othreat%s2 0actor%

20refers, CTA)%20when%620referencing®e20cybersecurity?o20issues
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No. Time |Source Destination |Protocol [Length|info

20 0.022702 10.0.2.15 192.124.249.9 TCP 56 50588--443 [ACK] Seq=1 Acks
22 0.022996 10.0.2.15%5 192.124.249.9 TCP 56 50586443 [ACK) Seq=1 Ack=
24 0.023373 10.0.2.15 192.124.249.9 TLSvl1.2 261 Cli

25 0.023445 192.124.249.9 10.0.2.15 TCP IMK

26 0.023617 192.124.249.9 10.0.2.15 TCP l.
27 0.037413 192.124.249.9 10.0.2.15 TLSvl. 2

JRO.NITAA 1N 0. 215 192 124 _249.9 TP l.lfl'l Senz=0DA Ar

L ]

b Frame 23: 261 bytes on wire (2088 bits), 261 hyn:

P Linux cooked capture

P Internet Protocol Version 4, Src: 10.0.2. , Dst: 192,124.249.9 (192.124.249.9)
P Transmission Control Protocol, Src¢ Por I. Dst Port: 443 (443), Seq: 1, Ack: 1,
P Secure Sockets Layer
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#196

‘What are two differences and benefits of packet filtering, stateful firewalling, and deep packet inspections? (Choose two.)

A. Stateful inspection is capable of TCP state tracking, and deep packet inspection checks only TCP source and destination
ports.

e B. Deep packet inspection operates up to Layer 7, and packet filtering operates on Layer 3 and 4 of OSI model.
e (. Stateful inspection is capable of packet data mspections, and deep packet ispection is not.
e D. Deep packet inspection is capable of malware blocking, and packet filtering is not.
e E. Packet filtering is capable of UDP state monitoring only, and stateful inspection can provide monitoring of TCP sessions.
IEﬁ: A\ D
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What is shown in this PCAP filc?
e A Timestamps are indicated with error.
e B. The HTTP GET is encoded.
e C. The protocol is TCP.
e D. The User-Agent is Mozlla/5.0.
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ER #198
What is the difference between inline traffic interrogation (TAPS) and traffic mirroring (SPAN)?

¢ A. SPAN ports filter out physical layer errors, making some types of analyses more difficult, and TAPS receives all packets,
including physical errors.

¢ B. SPAN results in more efficient traffic analysis, and TAPS is considerably slower due to latency caused by mirroring.

o C. TAPS replicates the traffic to preserve integrity, and SPAN modifies packets before sending them to other analysis tools

¢ D. TAPS interrogation is more complex because traffic mirroring applies additional tags to data and SPAN does not alter
integrity and provides full duplex network.

EfE: A
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