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‘What should the To DS and From DS flags be to set to in an Association Response frame?

e A ToDS=1,FromDS=1
e B. ToDS=0, FromDS =1
e C.ToDS=1, FromDS=0
e D. ToDS =0, FromDS =0
dE: D
=L

Association Response frames are management frames exchanged directly between the AP and the client within the same Basic
Service Set and are not being forwarded to or from the distribution system. Therefore, both the To DS and From DS flags are set to
0.

HAE #141
In which element of a Beacon frame would you look to identity the current HT protection mode in which an AP is operating?

A. ERP Information Element
B. HT Protection Element
C. HT Capabilities Elerment
D. HT Operations Element

HE: D

MY

The HT protection mode in which an AP is operating can be identified by looking at the HT Operations element in a Beacon frame.
The HT Operations element is a part of the Beacon frame that contains information about the High Throughput (HT) capabilities and
operation of an 802.11n BSS. The HT Operations element has a field called HT Protection, which indicates how the BSS protects
its HT transmissions from interference or collisions with non-HT devices or BSSs. The HT Protection field can have four values: No
Protection, Nonmember Protection, 20 MHz Protection, or Non-HT Mixed Mode. The other options are not correct, as they do
not contain information about the HT protection mode. The HT Protection element does not exist, the ERP Information element is
used for Extended Rate PHY (ERP) protection mode for 802.11g devices, and the HT Capabilities element is used for indicating the
supported HT features of an individual device. References: [Wireless Analysis Professional Study Guide CWAP-405], Chapter 5:
802.11 MAC Sublayer, page 125-126

AR #142
Given: The Frame Check Sequence (FCS) is a 32 CRC used for error detection.
The CRC is calculated over what?

A. Mac Header and Frame Body only

B. PHY Header, MAC Header and Frame Body
C. PHY Header and Mac Header only

D. Frame Body only

HE: A

dY:

The Frame Check Sequence is calculated over the entire MAC frame, which includes the MAC header and the frame body. It does
not include any PHY-layer fields because the FCS is part of the MAC frame and is generated before the PHY encapsulates the data
into a PPDU for transmission.

A2 #143

You are troubleshooting throughput problers for a WLAN cell. The cell is provisioned with an 802.11ac dual- band AP. Users
connected with both 5 GHz and 2.4 GHz connections are reporting performance problems.

The AP settings are properly optimized. No interface issues have been detected (either co-channel interference or non-Wi-Fi
nterference) and the number of associated users is low.

‘What should you analyze to resolve the issue?



A. The antennas used on the client devices

B. The 5 GHz radio configuration

C. the Ethernet uplink and the network infrastructure
D. The 2.4 GHz radio configuration

02
m

: C

HEE #144

You have been engaged by ABC corporation to troubleshoot a WLAN problem. Users have been reporting random
disconnections. You perform Spectrum Analysis as part of your troubleshooting process and notice a frequency hopping signal
across the entire 2.4 GHz band. The signal amplitude is -65 dBm and has a duty cycle of 5%. What do you conclude about this

frequency hopping signal?

A. Interference from frequency hopping signals always results in client disconnections.

B. The high amplitude of this signal is overpowering the Wi-Fi clients resulting in the disconnections.
C. Only clients with a lower signal strength will be disconnected.

D. The low duty cycle means this signal is very unlikely to be the cause of the disconnections.

HE: D

CEr

A duty cycle of 5% indicates the frequency hopping signal is active only a small fraction of the time. Even though the anplitude is -65
dBm, its short presence means it rarely overlaps with Wi- Fi transmissions, making it unlikely to cause the reported random
disconnections.
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