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e Manage Risks, Alerts, and Activities: This section assesses Security Operations Analysts on insider risk
management, monitoring alerts, and investigating security activities. It covers configuring risk policies,

FH 1 handling forensic evidence, and responding to alerts using Microsoft Purview and Defender tools.

Candidates must also analyze audit logs and manage security workflows.

¢ Protect Data Used by Al Services: This section evaluates Al Governance Specialists on securing data in

Al-driven environments. It includes implementing controls for Microsoft Purview, configuring Data Security
FH 2 Posture Management (DSPM) for Al, and monitoring Al-related security risks to ensure compliance and
protection.

¢ Inplement Data Loss Prevention and Retention: This section evaluates Data Protection Officers on
designing and managing data loss prevention (DLP) policies and retention strategies. It includes setting

M3 policies for data security, configuring Endpoint DLP, and managing retention labels and policies.

Candidates must understand adaptive scopes, policy precedence, and data recovery within Microsoft 365.

e Implement Information Protection: This section measures the skills of Information Security Analysts in
classifying and protecting data. It covers identifying and managing sensitive information, creating and
= 4 applying sensitivity labels, and implementing protection for Windows, file shares, and Exchange.
Candidates must also configure document fingerprinting, trainable classifiers, and encryption strategies using
Microsoft Purview.
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EE #166

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique
solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have
a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the
Teview screen.

You recently discovered that the developers at your company emailed Azure Storage Account keys in plain text to third parties.
You need to ensure that when Azure Storage Account keys are emailed, the emails are encrypted.

Solution: You create a data loss prevention (DLP) policy that has Exchange email, SharePoint sites, OneDrive accounts, and Teams
chat and channel messages selected.

Does this meet the goal?

e A No
e B. Yes

He: B

MY

Correct:

* You create a data loss prevention (DLP) policy that has only the Exchange email location selected.

To ensure Azure Storage Account keys are encrypted when sent via enmail, you need a Data Loss Prevention (DLP) policy that
detects Azure Storage Account keys using a sensitive information type and automatically encrypts emails containing these keys.

A DLP policy with Exchange emnil as the only location meets this requirement because it identifies sensitive data in email messages
and it applies protection actions, such as encryption, blocking, or alerts.

* You create a data loss prevention (DLP) policy that has Exchange email, SharePont sites, OneDrive accounts, and Teans chat
and channel messages selected. OneDrive accounts, and Teams chat and channel messages selected.

Creating a Data Loss Prevention (DLP) policy that includes Exchange emnil as a location can help detect and prevent the sharing of
sensitive information, like Azure Storage keys, in plain text.

By setting up a DLP policy with conditions to identify Azure Storage keys and enforce encryption or blocking actions for Exchange
email, the policy will ensure that any emails containing such sensitive information are either encrypted or prevented from being sent.
Incorrect:

* You configure a mail flow rule that matches a sensitive info type.

* You configure a mail flow rule that matches the text patterns.

To ensure Azure Storage Account keys are encrypted when sent via email, you need a Data Loss Prevention (DLP) policy that
detects Azure Storage Account keys using a sensitive information type and automatically encrypts emails containing these keys.
Text patterns in mail flow rules are not as reliable as sensitive information types in DLP.

Mail flow rules lack advanced content detection and machine learning-based classification, making them less effective than DLP.

* You create a data loss prevention (DLP) policy that has all locations selected.

Reference:

https/docs.microsoft.com/en-us/exchange/policy-and-compliance/mail- flow-rules/conditions-and- exceptions

EAE #167

You have a Microsoft 365 subscription.

You create a new trainable classifier.

Youneed to train the classifier.

Which source can you use to train the classifier?

A. an NFS file share

B. an on-premises Microsoft SharePoint Server site
C. an Azure Files share

D. a Microsoft SharePoint Online site

g: B

0


https://kr.fast2test.com/SC-401-premium-file.html

MH.
Reference:
https/learn.microsoft.com/en-us/purview/classifier- get-started-with

EE #168

HOTSPOT

You have a Microsoft 365 ES subscription that uses Microsoft Purview and just-in-time (JIT) protection. The subscription contains
the users shown in the following table.

The subscription contains the devices shown in the following table.
The devices contain the files shown in the following table.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

He:

MY

Explanation:

Staterment 1 - No. Userl is included in JIT protection. Filel.docx is on Devicel, which is onboarded to Microsoft Defender.
However, Filel.docx has not been evaluated for file classification, meaning JIT cannot enforce protection on it. If User2 signs in to
Device2 and attempts to attach File2.pdfto an email, JIT will block the action.

Statement 2 - No. User2 is not configured for JIT protection (JIT does not apply to them). File2.pdfhas been evaluated for
classification, but since User2 is not included in JIT protection, no blocking occurs. If User3 attempts to copy File3.xlsx to a
network share, JIT will generate an audit event.

Statement 3 - No. User3 is included in JIT protection. However, Device3 is not onboarded to Microsoft Defender, meaning JIT
protection cannot enforce actions on it. File3.xIsx has not been evaluated, so even if the device were onboarded, JIT would not have
classification data to act upon.

HEE #169

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique
solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have
a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the
TeView screen.

You have a Microsoft 365 subscription.

You have a user named Userl. Several users have full access to the mailbox of User1.

Some email messages sent to User] appear to have been read and deleted before the user viewed them.

‘When you search the audit log in the Microsoft Purview portal to identify who signed in to the mailbox of User1, the results are
blank.

You need to ensure that you can view future sign-ins to the mailbox of Userl.

Solution: You run the Set-MailboxFolderPermission -Identity "User1" -User User1(@contoso.com - AccessRights Owner command.
Does that meet the goal?

e A No
e B. Yes

HE: A

Y.
The Set-MailboxFolderPermission -Identity "User1" -User Userl@contoso.com - AccessRights Owner command is incorrect. This
assigns folder permissions but does not enable auditing, It does not track who accessed the mailbox or deleted emils.

HE #170
You have a Microsoft 365 E5 subscription that contains a data loss prevention (DLP) policy named DLP1.
DLP1 contains the DLP rules shown in the table.

Youneed to ensure that when a document matches all the rules, users will see Tip 2.



‘What should you change?

A. the priority setting of Rule3 and Rule4 to 0

B. the Ifthere's a match for this rule, stop processing additional DLP policies and rules setting for Rule3 to Enabled
C. the priority setting of Rule2 to 2

D. the priority setting of Rule2 to 0
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