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EMC Dell NIST Cybersecurity Framework 2.0 Sample Questions (Q25-Q30):
NEW QUESTION # 25 
The ___ function within the framework emphasizes the identification of cybersecurity events in a timely manner.

A. Recover
B. Identify
C. Respond
D. Detect

Answer: D

NEW QUESTION # 26 
A bank has been alerted to a breach of its reconciliation systems. The notification came from the cybercriminals claiming
responsibility in an email to the CEO. The CEO has alerted the company CSIRT. What does the Communication Plan for the IRP
specifically guide against?

A. Transfer of chain of custody
B. Initiating kill chain
C. Accelerated turn over
D. Rushed disclosure

Answer: D

NEW QUESTION # 27 
What constitutes the main objectives of the Recovery function?

A. Restore backups, analyze threats, and monitor backup integrity
B. Restore workloads, assets, and audit logs
C. Restore services, mitigate risks, and improve
D. Restore assets, workloads, and services

Answer: D

NEW QUESTION # 28 
What is the main goal of a gap analysis in the Identify function?

A. Determine security controls to improve security measures
B. Identify gaps between Cybersecurity Framework and Cyber Resilient Lifecycle pertaining to that function
C. Identify business process gaps to improve business efficiency
D. Determine actions required to get from the current profile state to the target profile state

Answer: D

NEW QUESTION # 29 
The main goal of the Recover Function in the NIST Framework is to:

A. Prevent unauthorized access to systems
B. Assess vulnerabilities and apply patches
C. Restore operations and reduce impact after an incident
D. Detect cybersecurity events promptly
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Answer: C

NEW QUESTION # 30
......
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