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(Q54-Q59):

AE #54
‘Which component or device shares device status information through ZTNA telemetry?

A. FortiClient

B. FortiGate

C. FortiGate Access Proxy
D. FortiClient EMS

Heg: A

3.
FortiClient comnumicates directly with FortiClient EMS to continuously share device status information through ZTNA telemetry.
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EE #55
Refer to the exhibit.
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Based on the Security Fabric automation settings, what action will be taken on compromised endpoints?

A. Endpoints will be banned on FortiGate

B. Endpoints will be quarantined through EMS

C. Endpoints will be quarantined through FortiSwitch

D. An email notification will be sent for compromised endpoints
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Based on the Security Fabric automation settings shown in the exhibit:

* The automation stitch is configured with a trigger for a "Compromised Host."

* The action specified for this trigger is "Quarantine FortiClient via EMS."

* This indicates that when an endpoint is detected as compromised, FortiClient EMS will quarantine the endpoint as part of the
automation process.

Therefore, the action taken on compromised endpoints will be to quarantine them through EMS.

References

* FortiGate Security 7.2 Study Guide, Automation Stitches and Actions Section

* Fortinet Documentation on Configuring Automation Stitches and Quarantine Actions

EE #56
Refer to the exhibit, which shows the Zero Trust Tagging Rule Set configuration.



Zero Trust Tagging Rule Set

Name ~ompliance

Tag EndpointAs @ Compliant X
Enabled «

Comments

O Default Logic + Add Rule

Type Value
AntiVirus Software 1 AV Software is installed and running
0OS Version 2 Windows Server 2012 R2
3 Windows 10
Rule Logic ©
(1 and 3) or 2 O Reset

=

Which two statements about the rule set are true? (Choose two.)

A. The endpoint must satisfy that onty Windows Server 2012 R2 is running.

B. The endpoint must satisfy that only Windows 10 is running.

C. The endpoint must satisfy that only AV software is installed and running,

D. The endpoint must satisfy that antivirus is installed and running and Windows 10 is running,

de: AD

Y.

Based on the Zero Trust Tagging Rule Set configuration shown in the exhibit:

* The rule set includes two conditions:

* AV Software is installed and running

* OS Version is Windows Server 2012 R2 or Windows 10

* The Rule Logic is specified as "(1 and 3) or 2," meaning;

* The endpoint must have antivirus software installed and running and must be running Windows
10.

* Alternatively, the endpoint must be running Windows Server 2012 R2.

Therefore, the endpoint must satisfy either:

* Antivirus is installed and running and Windows 10 is running.

* Windows Server 2012 R2 is running.

References

* FortiClient EMS 7.2 Study Guide, Zero Trust Tagging Rule Set Configuration Section
* Fortinet Documentation on Configuring Zero Trust Tagging Rules and Logic

HE #57
An administrator has a requirement to add user authentication to the ZTNA access for remote or off-fabric users Which FortiGate
feature is required m addition to ZTNA?

¢ A. FortiGate endpoint control



¢ B. C. FortiGate explicit proxy
e C. FortiGate FSSO
¢ D. FortiGate certificates

He: B

Y.

For adding user authentication to the ZTNA access for remote or off-fabric users, the following FortiGate feature is required in
addition to ZTNA:

* FortiGate explicit proxyallows FortiGate to intercept web traffic for authentication purposes.

* ZINA mtegrates with various FortiGate features to provide secure access and ensure that users are authenticated before
accessing resources.

* By using an explicit proxy, FortiGate can handle web traffic and enforce authentication policies for remote users who are not
directly on the corporate network (off-fabric).

Thus, the correct feature to use for this requirement is the FortiGate explicit proxy.

References

* FortiGate Security 7.2 Study Guide, ZTNA and Proxy Configuration Sections

* Fortinet Documentation on FortiGate Explicit Proxy and ZTNA Integration

EE#58
An administrator installs FortiClient EMS in the enterprise.
‘Which component is responsible for enforcing protection and checking security posture?

A. FortiClient

B. FortiClient EMS tags

C. FortiClient EMS

D. FortiClient vulnerability scan

HE: A

MH.

* Understanding FortiClient EMS Components:

* FortiClient EMS manages and configures endpoint security settings, while FortiClient installed on the endpoint enforces protection
and checks security posture.

* Evaluating Responsibilities:

* FortiClient perforns the actual enforcement of security policies and checks the security posture of the endpoint.

* Conclusion:

* The component responsible for enforcing protection and checking security posture is FortiClient (C).

References:

FortiClient EMS and endpoint security documentation from the study guides.
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