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ISA/IEC 62443 Cybersecurity Fundamentals Specialist 52 & ISA-IEC-62443
A5 (Q195-Q200):

HR #195
Which of the following is a recommended default rule for IACS firewalls?
Available Choices (select all choices that are correct)

e A Block all traffic by default.

e B. Allow traffic directly from the IACS network to the enterprise network.
e C. Allow IACS devices to access the Internet.

e D. Allow all traffic by defautt.

EfE: A

R #196
What is the purpose of ICS-CERT Alerts?
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A. To inform about hardware upgrades

B. To notify the owners of critical infrastructure

C. To advertise cybersecurity services

D. To alert of targeted global energy sector threats

IEf#: B

fEE N -

ICS-CERT (Industrial Control Systens Cyber Emergency Response Team) issues alerts to inform critical infrastructure owners and
operators about newly discovered vulnerabilities, threats, and mitigation strategies.

"[CS-CERT Alerts provide timely information to critical infrastructure owners and operators concerning current security issues,
vulnerabilities, and exploits."

- ICS-CERT Advisory Documentation (now under CISA)

Alerts may be sector-wide or vendor-specific, and are part of the U.S. Department of Homeland Security's proactive cyber defense
strategy.

Clarification of Options:

Not specific to the energy sector only (D is too narrow)

Not promotional in nature (eliminates A and B)

References:

ICS-CERT Alert Guidance (now under CISA)

ISA/IEC 62443-2-1 - External threat awareness

H #197
Which of the following is an industry sector-specific standard?
Available Choices (select all choices that are correct)

o A API1164
e B.ISO 27001

e C.NIST SP800-82

o D.ISA-62443 (EC 62443)

EfE: A

fiR .-

API 1164 is an industry sector-specific standard that provides guidance on the cybersecurity of pipeline supervisory control and
data acquisition (SCADA) systens. API stands for American Petroleum Institute, which is the largest U.S. trade association for the
oil and natural gas industry. API 1164 was first published in

2004 and revised in 2009 and 2021. The latest version of the standard aligns with the ISA/IEC 62443 series of standards and
incorporates the concepts of security levels, zones, and conduits. API 1164 covers the security lifecycle of pipeline SCADA
systems, fromrisk assessment and policy development to implementation and maintenance. The standard also defines roles and
responsibilities, security requirements, security controls, and security assessment methods for pipeline SCADA systens.
References:

API 1164: Pipeline SCADA Security, Fourth Edition, September 2021

ISA/IEC 62443 Cybersecurity Fundamentals Specialist Study Guide, Section 2.2.2, Industry Sector-Specific Standards ISA/IEC
62443 Cybersecurity Fundamentals Specialist Exam Specification, Section 2.2.2, Industry Sector- Specific Standards

M #198
Which of the following starts at a high level and includes all ANSI/ISA-95 Level 0,1,2,3,4 equipment and mformation systems?

A. Reference model

B. Asset model

C. Zone model

D. Reference architecture

EfE: A

A -
The reference model described in ISA/IEC 62443-1-1 (see Figure 2) starts at a high level and encompasses all levels of the ISA-95
model (Levels 0 to 4), which range from field devices up to business logistics systens.



This model provides a holistic, layered view of all the equipment, systemns, and information flows in industrial automation.
Reference: ISA/IEC 62443-1-1:2007, Section 4.2 ("Reference Model"); Figure 2 (Relationship to ANSI/ISA-
95 Levels).

HA #199
Which layer specifies the rules for Modbus Application Protocol
Auvailable Choices (select all choices that are correct)

A. Presentation layer
B. Session layer

C. Data link layer

D. Application layer

Ef#: D
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