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NEW QUESTION # 15 
What is the purpose of the Mutual TLS Site Authenticator?

A. Allows PingAccess to authenticate to the backend server
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B. Allows the backend server to authenticate to PingAccess
C. Allows the user to authenticate to the backend server
D. Allows PingAccess to authenticate to the token provider

Answer: A

Explanation:
Mutual TLS (mTLS) is used to establishtwo-way authenticationwhere both the client and the server present certificates to prove
their identity. In the case of PingAccess, aMutual TLS Site Authenticatoris configured when PingAccess acts as a reverse proxy
making requests to a backend (target) server.
* Exact Extract from PingAccess documentation:
"Mutual TLS site authenticators provide client certificate authentication when PingAccess connects to a backend site. This allows
PingAccess to present its certificate to the target server during the TLS handshake." This means the purpose is forPingAccess
(client) to authenticate itself to the backend server (target resource)when establishing a secure connection.
Why other options are wrong:
* A. Allows the backend server to authenticate to PingAccess
* Incorrect. That's normal server-side TLS authentication (the server presents a cert to the client), not mutual TLS initiated by
PingAccess.
* B. Allows the user to authenticate to the backend server
* Incorrect. End users do not directly use this setting; this is between PingAccess and the backend application server.
* C. Allows PingAccess to authenticate to the backend server
* Correct. This is exactly the definition of a Mutual TLS Site Authenticator in PingAccess.
* D. Allows PingAccess to authenticate to the token provider
* Incorrect. That would involve OIDC/OAuth token exchange and possibly TLS trust, but it's not the role of the Site Authenticator.
Thus, the correct answer isC. Allows PingAccess to authenticate to the backend server.
Reference:PingAccess Administration Guide-Configuring Site Authenticators (Mutual TLS).

NEW QUESTION # 16 
An administrator configures the following:
* HTTP Request Parameter Rule for"can_read=yes"
* Web Session Attribute Rule forOpt-in = yes
* Web Session Attribute Rule forgroup = customerService
* Rule SetA(ALL) # includes (HTTP Request Parameter Rule)
* Rule SetB(ANY) # includes (Opt-in yes, group customerService)
* Rule Set GroupC(ALL) # includes (Rule Set A, Rule Set B)Assigned to the web application.
Which set of conditions must be met to be able to access the application?

A. The request requires a parameter called can_read with a value of yes unless the authenticated user is in either customer
service or has the opt-in attribute set to yes.
B. The request requires a parameter called can_read with a value of yes unless the authenticated user is in customer service
and the opt-in attribute set to yes.
C. The request requires a parameter called can_read with a value of yes. The authenticated usermust be either in customer
service or have the opt-in attribute set to yes.
D. The request requires a parameter called can_read with a value of yes. Additionally, the authenticated user must be in
customer service and have the opt-in attribute set to yes.

Answer: C

Explanation:
The Rule Set GroupC(ALL) requiresboth Rule Set A and Rule Set Bto evaluate to true.
* Rule Set A (ALL)requirescan_read=yes.
* Rule Set B (ANY)requireseitherOpt-in=yesORgroup=customerService.
* Together in Rule Set Group C (ALL), both conditions must hold:
* can_read=yesmust be present in the request.
* User must have eitheropt-in=yesor be in thecustomerServicegroup.
This matchesOption Dexactly.
* Option Ais incorrect; it requires both attributes in Rule Set B, but B is ANY (either is sufficient).
* Option Bis incorrect; the "unless" wording is misleading - the parameter is always required because Rule Set A uses ALL.
* Option Cis incorrect; same reasoning as above, B is ANY not AND.
* Option Dis correct -can_read=yesAND(opt-in=yesORgroup=customerService).



Reference:PingAccess Administration Guide -Rules, Rule Sets, and Rule Set Groups

NEW QUESTION # 17 
An administrator needs to reduce the number of archive backups that are maintained in thedata/archivefolder.
Which file does the administrator need to modify to make this change?

A. log4j2.xml
B. jvm-memory.options
C. run.properties
D. log4j2.db.properties

Answer: C

Explanation:
PingAccess retains backup archives of its configuration in thedata/archivedirectory. The number of retained backups is controlled in
therun.propertiesfile.
Exact Extract:
"The number of configuration backups retained in thedata/archivedirectory is controlled by thearchive.
maxCountproperty inrun.properties."
* Option A (log4j2.db.properties)is incorrect; this file controls database logging, not archive retention.
* Option B (jvm-memory.options)is incorrect; this file sets JVM heap and memory arguments.
* Option C (run.properties)is correct - it contains system-level settings includingarchive.maxCount.
* Option D (log4j2.xml)is incorrect; this file configures log appenders and levels, not archive backups.
Reference:PingAccess Administration Guide -Configuration Backup Management

NEW QUESTION # 18 
An API is hosted onsite and is using only header-based Identity Mapping. It is exposed to all clients running on the corporate
network. How should the administrator prevent a malicious actor from bypassing PingAccess and spoofing the headers to gain
unauthorized access to the API?

A. Use ID Tokens
B. Use Target Host Header
C. Require HTTPS
D. Add Site Authenticator

Answer: A

Explanation:
When applications depend solely onheader-based identity mapping, attackers can attempt to bypass PingAccess by injecting
headers directly into requests sent to the backend. To prevent spoofing, PingAccess should be configured to passcryptographically
verifiable tokens(e.g.,ID tokens from OIDC) instead of relying on plain headers.
Exact Extract:
"Headers can be spoofed if not protected. Use signed tokens, such as ID tokens or JWTs, to provide strong identity assurance and
prevent header injection attacks."
* Option A (Use ID Tokens)is correct - ID tokens are signed and verifiable, preventing spoofing.
* Option B (Add Site Authenticator)protects PingAccess-to-site authentication, not client-to-API spoofing.
* Option C (Require HTTPS)prevents eavesdropping but does not stop header spoofing from inside the network.
* Option D (Use Target Host Header)ensures host header integrity but not user identity.
Reference:PingAccess Administration Guide -Identity Mapping and Security Considerations

NEW QUESTION # 19 
An administrator is setting up PingAccess to terminate SSL for a proxied application. What action must the administrator take to
configure an existing certificate for that application?

A. Set the secure flag to Yes in the Site configuration
B. Assign the Key Pair to the Virtual Host
C. Assign the Key Pair to the Agent Listener



D. Enable Require HTTPS in the Application configuration

Answer: B

Explanation:
PingAccess terminates SSL at theVirtual Hostlevel. To configure an existing certificate, the administrator must assign the
appropriateKey Pair(which contains the certificate and private key) to the Virtual Host.
Exact Extract:
"SSL termination occurs on the engine listener through virtual hosts. Assign the certificate's key pair to the virtual host to secure
proxied applications."
* Option Ais correct - assign the key pair to the Virtual Host for SSL termination.
* Option Bis incorrect - Require HTTPS enforces secure access but does not configure SSL termination.
* Option Cis incorrect - Agent Listener is for PingAccess Agents, not proxied apps.
* Option Dis incorrect - secure flag affects cookie settings, not SSL certificates.
Reference:PingAccess Administration Guide -Virtual Hosts and Key Pairs
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