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R #T1
‘Which of the following methods can be used to analyze a suspicious PDF document? (Choose Two)

A. Dynamic analysis through network traffic monitoring

B. Static analysis using PDF parsers

C. Running the PDF in a sandbox environment

D. Inspecting the document in a text editor without specific PDF analysis tools

Eﬁ: B\ C

H #72

You are analyzing a malware sample in a debugger and notice the use of the CALL instruction followed by the manipulation of the
EAX register. You suspect the malware is using custom functions for malicious purposes.

How would you proceed with the analysis? (Choose three)

A. Step into the CALL instruction to observe the function being executed.

B. Use static analysis tools to decompile the malware before proceeding further with dynamic analysis.

C. Set a breakpoint after the CALL to observe the returned value in the EAX register.

D. Analyze the memory and stack before and after the CALL to understand how finction arguments are passed.
E. Dump the memory to inspect the malware's unpacked payload.
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You are analyzing a malware sample that appears to inject malicious code mnto the explorer.exe process. During execution, the
malware creates a remote thread in explorer.exe and uses API calls to manipulate its memory.

How would you proceed with the analysis? (Choose three)

A. Use a tool like Procmon to observe filesystem activity.

B. Monitor the API calls used for process mjection, such as VirtualAllocEx() and CreateRemoteThread().
C. Set breakpoints at the process mnjection-related API calls in a debugger.

D. Dump the memory of the explorer.exe process and search for injected code.

E. Analyze network traffic to detect any malicious communications initiated by explorer.exe.

IEf#: B. C. D

R #74
Which Windows API most strongly indicates credential harvesting?

A. CreateRemoteThread()
B. CryptEncrypt()

C. LogonUser()

D. OpenProcess()

Ef: C
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You are performing behavioral analysis on a malware sample that makes unusual DNS queries and writes data to a specific registry
key.

Which actions should you take to further nvestigate this sample's behavior? (Choose three)

A. Debug the malware to locate its API calls

B. Isolate the system and run the malware with network access disabled
C. Reboot the system and observe if the malware starts again

D. Monitor registry changes using a tool like Procmon

E. Capture the DNS traffic using a network sniffer tool
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