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HP Aruba Certified Network Security Professional Exam HPE7-A02
Priifungsfragen mit Losungen (Q74-Q79):

74. Frage
A company is implementing HPE Aruba Networking Wireless IDS/IPS (WIDS/WIPS) on its AOS-10 APs, which are managed in
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HPE Aruba Networking Central.
What is one requirement for enabling detection of rogue APs?

A. Each VLAN in the network assigned on at least one AP's or AM's port
B. A manual radio profile that enables non-regulatory channels

C. A Foundation with Security license for each of the APs

D. One AM deployed for every one AP deployed

Antwort: C

Begrindung;

To enable the detection of rogue APs with HPE Aruba Networking Wireless IDS/IPS (WIDS/WIPS) on AOS-10 APs managed in
HPE Aruba Networking Central, each AP must have a Foundation with Security license. This license enables advanced security
features, including rogue AP detection, which is crucial for maintaining a secure wireless environment and protecting against
unauthorized access points.

75. Frage

Admins have recently turned on Wireless IDS/IPS infrastructure detection at the high level on HPE Aruba Networking APs. When
you check WIDS events, you see several RTS rate and CTS rate anomalies, which were triggered by neighboring APs.

‘What can you interpret from this event?

¢ A These neighboring APs are actually rogue APs, and you should enable wireless de-authentication containment on them

¢ B. These neighboring APs are actually rogue APs, and you should enable wireless tarpit containment on them

¢ (. These neighboring APs might be hackers trying to launch a DoS, but are more likely operating normally; you should start
by tuning the event thresholds.

¢ D. These neighboring APs are likely to be wireless clients that are mappropriately bridging their wired and wireless NICs; you
should track down and remove them

Antwort: C

Begrindung;

When Wireless IDS/IPS infrastructure detection reports RTS (Request to Send) and CTS (Clear to Send) rate anomalies triggered
by neighboring APs, it is often an indication of unusual, but not necessarily malicious, behavior. These anomalies can be caused by
neighboring APs operating normally but under specific conditions that trigger the alerts. Before assuming a security threat, it is
recommended to tune the event thresholds to better match the environment and reduce falsepositives. This approach helps to
distinguish between normal operations and potential DoS attacks.

76. Frage

As part of setting up an HPE Aruba Networking ClearPass Onboard solution for wireless clients, you created Network Settings, a
Configuration Profile, and a Provisioning Settings object in ClearPass Onboard. You also ran the ClearPass Onboard Service Only
Template on ClearPass Policy Manager (CPPM).

You now need to ensure that only domain users are authenticated and allowed to log into the ClearPass Onboard portal.

‘Which component should you edit?

A. The 802.1X services on CPPM used for wireless clients

B. The ClearPass Onboard Service Pre-Auth service on CPPM
C. The Provisioning profile on ClearPass Onboard

D. The Network Settings on ClearPass Onboard

Antwort: B

Begrindung;

Access to the Onboard portal is controlled by a dedicated Pre- Auth service in ClearPass Policy Manager:

* The "ClearPass Onboard Service Pre- Auth" service defines which authentication sources (e.g., AD domain, local DB, guest) are
used when users log into the Onboard web portal.

* To restrict access to domain users only, you edit this Pre- Auth service to use only the Active Directory auth source (and
appropriate authorization checks, such as group membership).

Examand configuration references for ClearPass Onboard clearly identify the Onboard Pre- Auth service as the place where you
control who can log into the Onboard portal.



* Network Settings and Provisioning profiles in Onboard govern SSID, profiles, and device configuration, not portal user
authentication.

* The 802.1X services for wireless control network access after onboarding, not login to the onboarding portal itself.

Therefore, to limit the portal to domain users, you should edit the ClearPass Onboard Service Pre- Auth service on CPPM # Option
B.

77. Frage

A company has HPE Aruba Networking APs running AOS-10 that connect to AOS-CX switches. The APs will:
* Authenticate as 802.1X supplicants to HPE Aruba Networking ClearPass Policy Manager (CPPM)

* Be assigned to the "APs" role on the switches

* Have their traffic forwarded locally

‘What information do you need to help you determine the VLLAN settings for the "APs" role?

A. Whether the APs have static or DHCP-assigned IP addresses.

B. Whether the switches are using local user-roles (LURs) or downloadable user-roles (DURs).
C. Whether the switches have established tunnels with an HPE Aruba Networking gateway.

D. Whether the APs bridge or tunnel traffic on their SSIDs.

Antwort: D

Begrindung;

* Traffic Forwarding for APs:

* In AOS-10, AP traffic forwarding can happen locally (bridged) or through tunnels to a gateway.

* The VLAN settings on the "APs" role depend on whether the APs bridge the SSID traffic locally or forward it through a tunnel.

* Option B: Correct. You need to know whether the traffic is bridged or tunneled to determine the VLLAN assigniments.

* Option A: Incorrect. LURs/DURs affect role assignment but not VLAN settings for traffic forwarding.

* Option C: Incorrect. Establishing tunnels with gateways is relevant to centralized traffic forwarding, not VLLANS for bridged traffic.
* Option D: Incorrect. AP IP addressing (static or DHCP) does not impact the VLAN for forwarded SSID traffic.

78. Frage

Refer to the exhibit.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am:@® RE A« EFE S QAQAQTE

M.f‘ pply a display fiter

No. Time Source Destination Pretocol Length  Info
1 0.000000 ASUSTekC_37:42:e3 ArubaaHe_e2:d7:0@ 802.11 36 Action No Ack, SN=657, FN=@, Flags=o...R...
2 -0.000325 ASUSTekC_37:42:e3 ArubaaHe_e2:d7:00 802.11 36 Action No Ack, SN=657, FN=8, Flags=0.......
3 ©.000250 ASUSTekC_37:42:e3 ArubaaHe_e2:d7:00 802.11 36 Action No Ack, SN=657, FN=@, Flags=o...R...
4 0.000851 ASUSTekC_37:42:e3 ArubaaHe_e2:d7: 0@ 802.11 36 Action No Ack, SN=657, FN=@, Flags=o...R..
5 ©.000557 ASUSTekC_37:42:e3 ArubaaHe_e2:d7:00 802.11 36 Action No Ack, SN=657, FN=@, Flags=o...R...
6 0.001158 ASUSTekC_37:42:e3 ArubaaHe e2:d7:00 802.11 36 Action No Ack, SN=657, FN=@, Flags=o...R...
7 1.442169 ASUSTekC_37:42:e3 ArubdBHdl €2:d7: 00 802.11 36 Action No Ack, SN=658, FN=@, Flags=o.......
8 1.443070 ASUSTekC_37:42:e3 ArdbgaHe_e2:d7:00 802.11 36 Action No Ack, SN=658, FN=@, Flags=o...R..
9 1.442476 ASUSTekC_37:42:e3 Asubaafie £2:47:00 802.11 36 Action No Ack, SN=658, FN=@, Flags=o...R...
10 1.442762 ASUSTekC_37:42:e3 ArubaaHe  e2:d7:00 802.11 36 Action No Ack, SN=658, FN=@, Flags=o...R...
11 1.443361 ASUSTekC_37:42:e3 ArubaaHe e2:d7:00 802.11 36 Action No Ack, SN=658, FN=@, Flags=o...R...
12 1.443653 ASUSTekC_37:42:e3 ArubaaHe_g2:d7: o0 802.11 36 Action No Ack, SN=658, FN=@, Flags=o...R.

You have downloaded a packet capture that you generated on HPE Aruba Networking Central. When you open the capture in

Wireshark, you see the output shown in the exhibit.

What should you do in Wireshark so that you can better interpret the packets?

Antwort: B

Begriindung;

A. Edit preferences for IEEE 802.11 and chose to ignore the Protection bit with IV.
B. Choose to decode UDP port 5555 packets as ARUBA ERM and set the Aruba ERM Type to 0.
C. Edit the Enabled Protocols and make sure that 802.11, GRE, and Aruba ERM are enabled.
D. Apply the following display filter: wlan.fc.type = 1.

To better interpret the packets shown in the Wireshark capture, you should choose to decode UDP port 5555 packets as

ARUBA ERM and set the Aruba ERM Type to 0. This configuration will allow Wireshark to properly decode and display the

Aruba-specific encapsulated remote mirroring (ERM) packets, providing a clearer understanding of the traffic.
1.Decoding Protocols: Selecting the correct protocol decoding in Wireshark ensures that the captured packets are interpreted



correctly, displaying the relevant information.

2.Aruba ERM: The packets in the capture are likely encapsulated remote mirroring (ERM) packets specific to Aruba, which require
proper decoding settings in Wireshark.

3.Clear Interpretation: By setting the Aruba ERM Type to 0 and decoding the packets as ARUBA ERM, you can view the
encapsulated data accurately.
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