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NEW QUESTION # 49
Refer to the exhibit, which shows the Zero Trust Tagging Rule Set configuration.
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Zero Trust Tagging Rule Set

Name Compliance
Tag EndpointAs @ Compliant

Enabled " @

Comments

Antivirus Software 1 AV Software is installed and running

0S Version 2 Windows Server 2012 R2
3 Windows 10

Rule Logic @

(1 and 3) or 2

Which two statements about the rule set are true? (Choose two.)

A. The endpoint must satisfy that onty Windows Server 2012 R2 is running.

B. The endpoint must satisfy that only AV software is installed and running.

C. The endpoint must satisfy that antivirus is installed and running and Windows 10 is running.
D. The endpoint must satisfy that onty Windows 10 is running,

Answer: A,C

Explanation:

Based on the Zero Trust Tagging Rule Set configuration shown in the exhibit:
The rule set includes two conditions:

AV Software is installed and running

OS Version is Windows Server 2012 R2 or Windows 10

The Rule Logic is specified as "(1 and 3) or 2," meaning;

The endpoint must have antivirus software installed and running and must be running Windows
10.

Alternatively, the endpoint must be running Windows Server 2012 R2.
Therefore, the endpoint must satisfy either:

Antivirus s installed and running and Windows 10 is running,

Windows Server 2012 R2 is running.

NEW QUESTION # 50
An admmnistrator must perform an initial deployment of FortiClient on domain-joined endpoints.
‘Which method is recommended for the deployment?

A. Import domain endpoints on FortiClient EMS and deploy FortiClient installers to the endpoints.
B. Send an email to all domain users including the FortiClient installer.

C. Configure domain endpoints to download mstallers directly from FortiClient cloud service.

D. Use Group Policy Object (GPO) to mstall FortiClient on domain endpoints.



Answer: A

Explanation:
The recommended method for deploying FortiClient on domain-joined endpoints is to import the endpoints into FortiClient EMS
and deploy the FortiClient installers directly from EMS. This ensures centralized management and proper policy assignment.

NEW QUESTION # 51
Which two third-party tools can an administrator use to deploy FortiClient? (Choose two.)

A. Microsoft Windows Installer

B. QR code generator

C. B. Microsoft SCCM

D. C. Microsoft Active Directory GPO

Answer: C,D

Explanation:

Administrators can use several third-party tools to deploy FortiClient:

* Microsoft SCCM (System Center Configuration Manager): SCCM is a robust tool used for deploying software across large
numbers of Windows-based systens. It supports deployment of FortiClient through its software distribution capabilities.

* Microsoft Active Directory GPO (Group Policy Object): GPOs are used to manage user and computer settings in an Active
Directory environment. Administrators can deploy FortiClient to multiple machines using GPO software installation settings.
These tools provide centralized and scalable methods for deploying FortiClient across numerous endpoints in an enterprise
environment.

References

* FortiClient EMS 7.2 Study Guide, FortiClient Deployment Section

* Fortinet Documentation on FortiClient Deployment using SCCM and GPO

NEW QUESTION # 52
An administrator has a requirement to add user authentication to the ZTNA access for remote or off-fabric users Which FortiGate
feature is required m addition to ZTNA?

A. FortiGate FSSO

B. FortiGate explicit proxy

C. FortiGate certificates

D. FortiGate endpoint control

Answer: B

Explanation:

FortiGate explicit proxy allows FortiGate to ntercept web traffic for authentication purposes.

ZTNA integrates with various FortiGate features to provide secure access and ensure that users are authenticated before accessing
resources.

By using an explicit proxy, FortiGate can handle web traffic and enforce authentication policies for remote users who are not directly
on the corporate network (off-fabric).

NEW QUESTION # 53
An administrator has a requirement to add user authentication to the ZTNA access for remote or off-fabric users Which FortiGate
feature is required m addition to ZTNA?

A. FortiGate FSSO

B. C. FortiGate explicit proxy
C. FortiGate certificates

D. FortiGate endpoint control

Answer: B

Explanation:



For adding user authentication to the ZTNA access for remote or off-fabric users, the following FortiGate feature is required in
addition to ZTNA:

* FortiGate explicit proxyallows FortiGate to intercept web traffic for authentication purposes.

* ZINA mtegrates with various FortiGate features to provide secure access and ensure that users are authenticated before
accessing resources.

* By using an explicit proxy, FortiGate can handle web traffic and enforce authentication policies for remote users who are not
directly on the corporate network (off-fabric).

Thus, the correct feature to use for this requirement is the FortiGate explicit proxy.

References

* FortiGate Security 7.2 Study Guide, ZTNA and Proxy Configuration Sections

* Fortinet Documentation on FortiGate Explicit Proxy and ZTNA Integration

NEW QUESTION # 54
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