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R #47
What is a key feature of the Sulley flizzing framework?
Response:

e A. Supporting both mutation-based and generation-based fuzzing
¢ B. Measuring the effectiveness of security controls

e C. Automatically creating test cases based on predefined templates
e D. Graphical user interface for ease of use

Ef#: A

HR #48
Which of the following techniques can be used to defeat stack canaries in a stack smashing exploit?
Response:
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A. Return-to-libc attacks
B. Canary brute-forcing
C. Heap spraying

D. Stack pivoting

F
B

: B

HM #49
What is a typical first step when writing an exploit for a stack-based buffer overflow?
Response:

A. Performa dictionary attack on the application

B. Disable DEP using system calls

C. Bypass ASLR protections

D. Identify the offset at which the return address is overwritten

Ef#E: D

HMA #50
In Linux, which type of memory is primarily used to store global and static variables?
Response:

A. Register

B. Data segment
C. Heap

D. Stack

iIFf@g: B

H #51
Which of'the following techniques is commonly used to bypass Data Execution Prevention (DEP) on Windows systems?
Response:

A. Heap spraying

B. Stack canary brute-forcing

C. Return-Oriented Programming (ROP)
D. Buffer overread

EfE: C
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