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email address will be protected well. Once the order finishes, your personal information will be concealed. Besides, CISSP Exam
Materials contain both questions and answers, and it’s convenient for you to have a check of answers. We have online and offline
chat service for CISSP exam materials, if you have any questions, you can have a conversation with them.

Preparing for the CISSP Exam requires dedication and hard work. Candidates must have a deep understanding of the ten domains
covered in the exam and must be able to apply this knowledge to real-world scenarios. There are numerous study resources
available to help candidates prepare for the exam, including study guides, practice exams, and online courses. Candidates are also
encouraged to join study groups and attend training sessions to enhance their knowledge and skills.

ISC Certified Information Systems Security Professional (CISSP) Sample
Questions (Q764-Q769):
NEW QUESTION # 764 
An organization is implementing data encryption using symmetric ciphers and the Chief Information Officer (CIO) is concerned about
the risk of using one key to protect all sensitive data, The security practitioner has been tasked with recommending a solution to
address the CIO's concerns, Which of the following is the BEST approach to achieving the objective by encrypting all sensitive
data?

A. Use Rivest-Shamir-Adleman (RSA) keys.
B. Use a Secure Hash Algorithm 256 (SHA-256).
C. Use Hash Message Authentication Code (HMAC) keys.
D. Use a hierarchy of encryption keys.

Answer: D

Explanation:
One good way is by using a key hierarchy. This is simply a way to organize encryption keys so that a root (or master) key is used to
encrypt other keys that are in turn used to encrypt the actual data you want to protect. A key hierarchy provides a powerful pattern
for storing an application's cryptographic keys. It also allows you to use different keys for different data while allowing you to focus
your protection efforts on the master key.

NEW QUESTION # 765 
A security compliance manager of a large enterprise wants to reduce the time it takes to perform network, system, and application
security compliance audits while increasing quality and effectiveness of the results.
What should be implemented to BEST achieve the desired results?

A. System performance monitoring application
B. Configuration Management Database (CMDB)
C. Configuration Management Plan (CMP)
D. Source code repository

Answer: B

Explanation:
A Configuration Management Database (CMDB) is a database that stores information about configuration items (CIs) for use in
change, release, incident, service request, problem, and configuration management processes. A CI is any component or resource
that is part of a system or a network, such as hardware, software, documentation, or personnel. A CMDB can provide some
benefits for security compliance audits, such as:
* Reducing the time it takes to perform network, system, and application security compliance audits, by providing a centralized and
updated source of information about the CIs, their attributes, their relationships, and their dependencies, which can help to identify
and locate the CIs that are subject to the audit, and to avoid duplication or omission of the audit tasks.
* Increasing the quality and effectiveness of the results of network, system, and application security compliance audits, by providing
a consistent and accurate view of the current and historical state of the CIs, their compliance status, and their changes, which can
help to verify and validate the compliance of the CIs with the policies and standards, and to detect and report any deviations or
violations.
A source code repository, a configuration management plan (CMP), and a system performance monitoring application are not the
best options to achieve the desired results of reducing the time and increasing the quality and effectiveness of network, system, and
application security compliance audits, although they may be related or useful tools or techniques. A source code repository is a
database or a system that stores and manages the source code of a software or an application, and that supports version control,
collaboration, and documentation of the code. A source code repository can provide some benefits for security compliance audits,
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such as:
* Reducing the time it takes to perform application security compliance audits, by providing a centralized and accessible source of
information about the code, its versions, its changes, and its history, which can help to identify and locate the code that is subject to
the audit, and to avoid duplication or omission of the audit tasks.
* Increasing the quality and effectiveness of the results of application security compliance audits, by providing a consistent and
accurate view of the current and historical state of the code, its compliance status, and its changes, which can help to verify and
validate the compliance of the code with the policies and standards, and to detect and report any deviations or violations.
However, a source code repository is not the best option to achieve the desired results of reducing the time and increasing the
quality and effectiveness of network, system, and application security compliance audits, as it is only applicable to the application
layer, and it does not provide information about the other CIs that are part of the system or the network, such as hardware,
documentation, or personnel. A configuration management plan (CMP) is a document or a policy that defines and describes the
objectives, scope, roles, responsibilities, processes, and procedures of configuration management, which is the process of
identifying, controlling, tracking, and auditing the changes to the CIs. A CMP can provide some benefits for security compliance
audits, such as:
* Reducing the time it takes to perform network, system, and application security compliance audits, by providing a clear and
comprehensive guidance and direction for the configuration management activities, which can help to ensure the consistency and the
efficiency of the configuration management process, and to avoid confusion or conflicts among the configuration management
stakeholders.
* Increasing the quality and effectiveness of the results of network, system, and application security compliance audits, by providing
a framework and a standard for the configuration management activities, which can help to ensure the alignment and the compliance
of the configuration management process with the policies and standards, and to support the audit and the compliance activities.
However, a CMP is not the best option to achieve the desired results of reducing the time and increasing the quality and
effectiveness of network, system, and application security compliance audits, as it is not a database or a system that stores and
provides information about the CIs, but rather a document or a policy that defines and describes the configuration management
process. A system performance monitoring application is a software or a tool that collects and analyzes data and metrics about the
performance and the behavior of a system or a network, such as availability, reliability, throughput, response time, or resource
utilization. A system performance monitoring application can provide some benefits for security compliance audits, such as:
* Reducing the time it takes to perform network and system security compliance audits, by providing a real-time and automated
source of information about the performance and the behavior of the system or the network, which can help to identify and locate the
issues or the problems that may affect the compliance of the system or the network, and to avoid manual or tedious audit tasks.
* Increasing the quality and effectiveness of the results of network and system security compliance audits, by providing a quantitative
and objective view of the performance and the behavior of the system or the network, which can help to measure and evaluate the
compliance of the system or the network with the policies and standards, and to detect and report any anomalies or deviations.
However, a system performance monitoring application is not the best option to achieve the desired results of reducing the time and
increasing the quality and effectiveness of network, system, and application security compliance audits, as it is only applicable to the
network and system layers, and it does not provide information about the other CIs that are part of the system or the network, such
as software, documentation, or personnel.

NEW QUESTION # 766 
Which of the following is NOT a property of a one-way hash function?

A. It is computationally infeasible to construct two different messages with the same digest
B. It converts a message of arbitrary length into a message digest of a fixed length
C. Given a digest value, it is computationally infeasible to find the corresponding message
D. It converts a message of a fixed length into a message digest of arbitrary length

Answer: D

NEW QUESTION # 767 
Which of the following computer design approaches is based on the fact that in earlier technologies, the instruction fetch was the
longest part of the cycle?

A. Scolar processors
B. Reduced Instruction Set Computers (RISC)
C. Pipelining
D. Complex Instruction Set Computers (CISC)

Answer: D



Explanation:
Reference: pg 255 Krutz: CISSP Prep Guide: Gold Edition

NEW QUESTION # 768 
Data which is properly secured and can be described with terms like genuine or not corrupted from the original refers to data that
has a high level of what?

A. Non-Repudiation
B. Authenticity
C. Authorization
D. Availability

Answer: B

Explanation:
Authenticity refers to the characteristic of a communication, document or any data that ensures the quality of being genuine or not
corrupted from the original.
The following answers are incorrect: Authorization is wrong because this refers to a users ability to access data based upon a set of
credentials. Availability is wrong because this refers to systems which deliver data are accessible when and where required by users.
Non-Repudiation is wrong because this is where a user cannot deny their actions on data they processed. Classic example is a legal
document you signed either manually with a pen or digitally with a signing certificate. If it is signed then you cannot proclaim you did
not send the document or do a transaction.
The following reference(s) were/was used to create this question: 2011 EC-COUNCIL Official Curriculum, Ethical Hacking and
Countermeasures, Volume 1, Module 1, Page. 11

NEW QUESTION # 769
......
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