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EC-COUNCIL EC Council Certified Incident Handler (ECIH v3) Sample
Questions (Q282-Q287):
NEW QUESTION # 282 
Which of the following risk mitigation strategies involves the execution of controls to reduce the risk factor and bring it to an
acceptable level, or accepts the potential risk and continues operating the IT system?

A. Risk assumption
B. Risk avoidance
C. Risk transference
D. Risk planning

Answer: A

NEW QUESTION # 283 
A ransomware attack recently disrupted operations at a manufacturing facility, specifically targeting its IoT- integrated conveyor
system. While attempting to recover from the incident, the incident response team discovered that the available backups were
incomplete-several critical sensor logs and control commands were missing, which caused delays in restoring device functions and
syncing with other systems. The team concludes that relying on traditional backup routines alone is insufficient for restoring full IoT
functionality after an attack. Which strategy would best prevent such issues in future recovery efforts?

A. Maintain synchronized cloud replicas of critical IoT resources.
B. Schedule periodic external hard drive backups for operator terminals.
C. Store historical sensor logs in compressed ZIP archives on shared drives.
D. Use long-term tape archival for all IoT firmware images.

Answer: A

Explanation:
This scenario highlights recovery challenges specific to IoT environments, which are addressed in the ECIH Endpoint and IoT
Incident Handling modules. IoT systems generate continuous streams of operational data, configuration states, and control
commands that are essential for accurate recovery after disruption.
Option D is correct because maintaining synchronized cloud replicas of critical IoT resources ensures near- real-time availability of
sensor data, device configurations, and control logic. ECIH emphasizes that traditional periodic backups are often insufficient for IoT
and OT systems due to their dynamic and state- dependent nature. Cloud replication supports faster, more complete restoration and
reduces data gaps.
Options A, B, and C rely on static or delayed backup mechanisms that cannot capture the operational state required to restore IoT
systems accurately. Tape archives and external drives introduce latency and risk data loss, while ZIP archives lack synchronization.
ECIH recovery guidance stresses resilience and continuity, particularly for operational technology.
Continuous replication is therefore the most effective strategy.

NEW QUESTION # 284 
Rinni is an incident handler and she is performing memory dump analysis.
Which of following tools she can use in order to perform memory dump analysis?

A. iNetSim
B. Scylla and OllyDumpEx
C. Procmon and ProcessExplorer
D. OllyDbg and IDA Pro

Answer: D

Explanation:
For memory dump analysis, tools like Scylla and OllyDumpEx are more suited. These tools are designed to analyze and extract
information from memory dumps, which can be crucial for understanding the state of a system at the time of an incident. Scylla is
used for reconstructing imports in dumped binaries, while OllyDumpEx is an OllyDbg plugin used for dumping process memory.
Both tools are valuable for incident handlers like Rinni who are performing memory dump analysis to uncover evidence or
understand the behavior of malicious software.



NEW QUESTION # 285 
In which of the following types of fuzz testing strategies the new data will be generated from scratch and the amount of data to be
generated are predefined based on the testing model?

A. Generation-based fuzz testing
B. Mutation-based fuzz testing
C. Log-based fuzz testing
D. Protocol-based fuzz testing

Answer: C

Explanation:
Generation-based fuzz testing is a strategy where new test data is generated from scratch based on a predefined model that specifies
the structure, type, and format of the input data. This approach is systematic and relies on a deep understanding of the format and
protocol of the input data to create test cases that are both valid and potentially revealing of vulnerabilities. This contrasts with
mutation-based fuzz testing, where existing data samples are modified (mutated) to produce new test cases, and log-based and
protocol-based fuzz testing, which use different approaches to test software robustness and security.
References:ECIH v3 certification materials often cover software testing techniques, including fuzz testing, to identify vulnerabilities in
applications by inputting unexpected or random data.

NEW QUESTION # 286 
Installing a password cracking tool, downloading pornography material, sending emails to colleagues which
irritates them and hosting unauthorized websites on the company's computer are considered:

A. Inappropriate usage incidents
B. Unauthorized access attacks
C. Malware attacks
D. Network based attacks

Answer: A

NEW QUESTION # 287
......
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