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R #27
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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R #28
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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B #29

Select the answer that correctly completes the sentence.
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Explanation:

access and application control

In Microsoft Defender for Cloud, the capabilities grouped as access and application control are designed to harden Azure virtual
machines by limiting both what can access a VM and what can run on it. Microsoft's documentation explains that Adaptive
application controls "help you control which applications can run on your VMs by allowing only known-safe applications," which
directly helps block malware and other unwanted applications. In the same family, Just-in-time (JIT) VM access "reduces exposure
to attacks by locking down mbound traffic to your VMs and opening only the required ports, for approved users, for a limited time,"
thereby reducing the network attack surface. These capabilities are surfaced in Defender for Cloud recommendations and policies to
enforce least privilege at the network edge and on the endpoint execution layer.

By contrast, Cloud Security Posture Management (CSPM) provides continuous assessment and secure-score- driven
recommendations but isn't the control that actively blocks applications or time-bounds inbound access.

Container security targets container images and runtimes, and vulnerability assessment identifies software vulnerabilities but doesn't
enforce allow-listing or time-bound access. Therefore, the correct completion is access and application control, which encompasses
Adaptive application controls and JIT VM access to protect VMs from unwanted apps and minimize exposed network surface.

HR #30

Select the answer that correctly completes the sentence.
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Explanation:

In Microsoft Sentinel, playbooks are the feature that integrates with Azure Logic Apps to automate response.

Microsoft's documentation describes them as "collections of procedures that can be run from Microsoft Sentinel in response to an
alert" and clarifies that "playbooks are built on Azure Logic Apps" providing a workflow engine and a gallery of connectors to other
Microsoft and third-party services. Playbooks can be triggered automatically from analytics rules or manually from incidents and
alerts, enabling orchestration such as assigning owners, creating tickets, disabling accounts, blocking IPs, or posting to collaboration
channels.



The platform emphasizes that the Logic Apps foundation gives security teans a visual designer, managed connectors, and run history
to track execution and outcomes. In short, Sentinel uses playbooks to "autormate and orchestrate responses to alerts and incidents",
reducing mean-time-to-respond and standardizing actions across your SOC. Other Sentinel components serve different purposes:
analytic rules detect threats, hunting queries aid proactive investigation, and workbooks provide dashboards and visualizations.
Therefore, the correct completion is: Microsoft Sentinel playbooks use Azure Logic Apps to automate and orchestrate responses to
alerts.

R #31
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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