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Statement Yes No

Cloud solution providers can bill customers for Microsoft
365 licenses on an annual basis

Cloud solution providers can.provide 30-daytnal icenses
to customers

Cloud solution providers can only charge customers for
licenses that the customers use
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GIAC GRID Exam Syllabus Topics:

Section ’ Objectives

- Recovery and Restoration Procedures

- Incident Response Planning and Procedures

- ICS Forensic Analysis

- Evidence Collection and Preservation

- Configuration Management and Compliance

- Vulnerability Assessment in ICS

- Network Topology Mapping

- Asset Inventory and Management

- Security Information and Event Management (SIEM) for ICS
ICS Detection and Monitoring - ICS-Specific Threat Intelligence

- Endpoint Detection and Response (EDR) in ICS
- ICS Network Traffic Analysis

- Threat Hunting Tools and Techniques

- Proactive Threat Hunting Methodologies

- Indicators of Compromise (IoCs) n ICS

- Behavioral Analysis and Anomaly Detection
- Intrusion Detection and Prevention Systems
- Deception Technologies in ICS

- Active Defense Strategies

- Network Segmentation and Segregation

ICS Incident Response

ICS Asset Visibility

ICS Threat Hunting

ICS Active Defense
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R #62

Your security team has received a high-priority alert from a network intrusion detection system (NIDS) monitoring an ICS
environment. The alert indicates unusual outbound commumnication froman ICS device to an external IP address.

What steps should you take to investigate and mitigate this potential security threat?

e A Increase the network bandwidth to handle more traffic

¢ B. Investigate the outbound communication by reviewing the logs, isolate the affected device from the network, and escalate
the issue to the incident response team

e C. Ignore the alert, as it may be a false positive

¢ D. Immediately shut down all ICS devices

EX: B

=8 #63
Which of the following should be a priority when conducting threat hunting in an ICS environment?

A. Tgnoring known threats and focusing solely on new ones
B. Disabling all security tools to reduce false positives

C. Investigating all anomalies, even if they seem benign

D. Investigating only internal threats
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What is the primary objective of incident response i an ICS environment?

A. To reduce system performance

B. To mitigate the impact of an incident and restore normal operations as quickly as possible
C. To monitor billing usage

D. To perform system backups

EX: B

P& #65
What is one challenge of applying threat intelligence in ICS environments?

A. Automated system recovery
B. Lack of power in ICS systens
C. The unique nature of ICS systenms can make it difficult to adapt traditional IT threat intelligence

D. High system processing speeds
ER: C

P& #66
What is one of the benefits of using a centralized asset management system in an ICS environment?

A. It decreases system performance

B. It provides a single source of truth for tracking and managing all devices in the network
C. It increases system downtime

D. It improves social media monitoring
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