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Fortinet FCSS_EFW_AD-7.6 Exam Syllabus Topics:

Topic Details

o Security Profiles: This section of the exam measures the skills of a Threat Prevention Specialist and covers
the configuration and management of comprehensive security profiling systems. It includes implementing
SSL

Topic 1 ¢ SSH inspection, combining web filtering and application control mechanisims, integrating intrusion

prevention systens, and utilizing the Internet Service Database to create layered security protections for

organizational networks.

¢ System Configuration: This section of the exam measures the skills of a Network Security Architect and
covers the implementation and integration of core Fortinet infrastructure components. It includes deploying
the Security Fabric, enabling hardware acceleration, configuring high availability operational modes, and

Topic 2
ope designing enterprise networks utilizing VLANs and VDOM technologies to meet specific organizational
requirerments.
¢ Central Management: This section of the exammeasures the skills of a Security Operations Manager and
Topic 3 covers the implementation of centralized management systens for coordinated control and oversight of

distributed Fortinet security infrastructures across enterprise environments.

e Routing; This section of the exam measures the skills of a Network Infrastructure Engineer and covers the
implementation of dynamic routing protocols for enterprise network traffic management. It includes

Topic 4 configuring both OSPF and BGP routing protocols to ensure efficient and reliable data transmission across

complex organizational networks.

¢ VPN: This section of the exam measures the skills of a VPN Solutions Engineer and covers the

implementation of various virtual private network technologies. It includes configuring IPsec VPN using
Topic 5 IKE version 2 protocols and implementing Automatic Discovery VPN solutions to establish on-demand
secure tunnels between multiple sites within an enterprise network infrastructure.

Fortinet FCSS - Enterprise Firewall 7.6 Administrator Sample Questions
(Q35-Q40):

NEW QUESTION # 35
Refer to the exhibit, which shows a LAN interface connected from FortiGate to two FortiSwitch devices.
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What two conclusions can you draw from the corresponding LAN interface? (Choose two.)

A. The LAN interface must use a 802.3ad type interface.

B. You nust enable STP or RSTP on FortiGate and FortiSwitch to avoid layer 2 loopbacks.

C. FortiGate is using an SD-WAN-type interface to connect to a FortiSwitch device with MCLAG.
D. This connection is using a FortiLInk to manage VLANSs on FortiGate.

Answer: A,D

Explanation:

The diagram shows a FortiGate connected to two FortiSwitches, which suggests the use of FortiLink, Fortinet's protocol for
managing switches directly froma FortiGate. Since multiple connections are being used, the LAN interface must be set to 802.3ad
(LAG) mode to aggregate the links for redundancy and load balancing,

This setup allows FortiGate to handle VLAN assignments dynamically, as seen with VLAN 10 (192.168.15.1

/24). FortiLink ensures seamless integration between FortiGate and FortiSwitches, making STP unnecessary because Fortinet's
MCLAG prevents loops at Layer 2. SD-WAN, on the other hand, is used for WAN interfaces and does not apply to switch
connectivity in this scenario.

NEW QUESTION # 36

A wulnerability scan report has revealed that a user has generated traffic to the website example.com (10.10.10.10) using a weak
SSL/TLS version supported by the HTTPS web server.

What can the firewall administrator do to block all outdated SSL/TLS versions on any HTTPS web server to prevent possible
attacks on user traffic?

e A. Use the latest certificate, Fortinet SSI. ECDSA256, and replace the CA certificate in the SSL/SSH inspection profile.

e B. Enable auto-detection of outdated SSL/TLS versions in the SSL/SSH inspection profile to block vulnerable websites.

e (. Configure the unsupported SSL version and set the minimum allowed SSL version in the HTTPS settings of the SSL/SSH
nspection profile.

e D. Install the required certificate in the client's browser or use Active Directory policies to block specific websites as defined
in the SSI/SSH inspection profile.

Answer: C



Explanation:

The best way to block outdated SSL/TLS versions is to configure the SSL/SSH inspection profile to enforce a minimum SSL/TLS
version and disable weak SSL versions.

By setting the minimum allowed SSL version in the HTTPS settings of the SSL/SSH inspection profile, FortiGate will:

# Block any connection using outdated SSL/TLS versions (such as SSLv3, TLS 1.0, or TLS 1.1).

# Enforce secure commumication using only strong SSL/TLS versions (such as TLS 1.2 or TLS 1.3).

# Protect users from man-in-the-middle (MITM) and downgrade attacks that exploit weak encryption.

NEW QUESTION # 37

An administrator is designing an ADVPN network for a large enterprise with spokes that have varying numbers of internet links.
They want to avoid a high number of routes and peer connections at the hub.

‘Which method should be used to simplify routing and peer management?

A. Inplerment static routing over [Psec interfaces for each spoke.

B. Use a dynamic routing protocol using loopback interfaces to streamline peers and routes.
C. Establish a traditional hub-and-spoke VPN topology with policy routes.

D. Deploy a full-mesh VPN topology to elimnate hub dependency.

Answer: B

Explanation:

‘When designing an ADVPN (Auto-Discovery VPN) network for a large enterprise with spokes that have varying numbers of
mternet finks, the main challenge is to minimize the number of peer connections and routes at the hub while maintaining scalability and
efficiency.

Using a dynamic routing protocol (such as BGP or OSPF) with loopback interfaces helps in several ways:

# Reduces the number of peer connections at the hub by using a single loopback address per spoke instead of individual physical
mterfaces.

# Enables simplified route advertisement by dynamically learning and propagating routes instead of manually configuring static routes.
# Supports multiple internet links per spoke efficiently, as dynamic routing can automatically adjust to the best available path.

# Allows seamless failover if a spoke's internet link fails, ensuring continuous connectivity.

NEW QUESTION # 38

A user reports that their computer was infected with malware after accessing a secured HTTPS website.

However, when the administrator checks the FortiGate logs, they do not see that the website was detected as nsecure despite
having an SSL certificate and correct profiles applied on the policy.

How can an administrator ensure that FortiGate can analyze encrypted HTTPS traffic on a website?

¢ A. The administrator must enable full SSL inspection in the SSL/SSH Inspection Profile to decrypt packets and ensure they
are analyzed as expected.

¢ B. The admmnistrator must enable reputable websites to allow only SSI/TLS websites rated by FortiGuard web filter.

e (. The admnistrator must enable DNS over TLS to protect against fake Server Name Indication (SNI) that cannot be
analyzed in common DNS requests on HTTPS websites.

e D. The administrator must enable URL extraction from SNI on the SSL certificate inspection to ensure the TLS three-way
handshake is correctly analyzed by FortiGate.

Answer: A

Explanation:

FortiGate, like other security appliances, cannot analyze encrypted HTTPS traffic unless it decrypts it first. If only certificate
mnspection is enabled, FortiGate can see the certificate details (such as the domain and issuer) but cannot inspect the actual web
content.

To fully analyze the traffic and detect potential malware threats:

# Full SSL inspection (Deep Packet Inspection) must be enabled in the SSL/SSH Inspection Profile.

# This allows FortiGate to decrypt the HTTPS traffic, inspect the content, and then re-encrypt it before forwarding it to the user.
# Without full SSL inspection, threats embedded in encrypted traffic may go undetected.

NEW QUESTION # 39



Refer to the exhibit, which shows an ADVPN network.
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The client behind Spoke-1 generates traffic to the device located behind Spoke-2.
What is the first message that the hub sends to Spoke-1 to bring up the dynamic tunnel?

A. Shortcut offer

B. Shortcut query
C. Shortcut reply
D. Shortcut forward

Answer: A

Explanation:

In an ADVPN (Auto-Discovery VPN) network, a dynamic VPN tunnel is established on-demand between spokes to optimize
traffic flow and reduce latency.

Process:

1. Traffic Initiation:

A client behind Spoke-1 sends traffic to a device behind Spoke-2.



The traffic mitially flows through the hub, following the pre-established overlay tunnel.

2. Hub Detection:
The hub detects that Spoke-1 is communicating with Spoke-2 and determines that a direct shortcut tunnel between the spokes can
optimize the connection.



3. Shortcut Offer:
The hub sends a "Shortcut Offer" message to Spoke-1, informing it that a direct dynamic tunnel to Spoke-
2 is possible.

4. Tunnel Establishiment:
Spoke-1 and Spoke-2 then negotiate and establish a direct [Psec tunnel for communication.
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