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HA #435

A systerms administrator is tasked with configuring desktop systens to use a new proxy server that the organization has added to
provide content filtering. Which of the following Windows utilities is the best choice for accessing the necessary configuration to
conplete this goal?

A. Network and Sharing Center
B. Internet Options

C. Windows Defender Firewall
D. Security and Maintenance

Ef#: B
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The correct answer is D. Internet Options. The Internet Options utility in Windows allows you to configure various settings related to
your internet connection, including the proxy server settings. To access the Internet Options utility, you can either open the Control
Panel and click on Internet Options, or open any web browser and click on the Tools menu and then on Internet Options. In the
Internet Options window, go to the Connections tab and click on the LAN settings button. Here, you can enable or disable the use
of a proxy server, as well as enter the address and port number of the proxy server you want to use12.

Security and Maintenance is a utility in Windows that allows you to view and manage the security and maintenance status of your
computer, such as firewall, antivirus, backup, troubleshooting, and recovery settings. It does not have any option to configure proxy
server settings.

Network and Sharing Center is a utility in Windows that allows you to view and manage your network connections, such as Wi-Fj,
Ethernet, VPN, or dial-up. It also allows you to change network settings, such as network discovery, file and printer sharing,
homegroup, and adapter settings. It does not have any option to configure proxy server settings.

Windows Defender Firewall is a utility in Windows that allows you to enable or disable the firewall protection for your computer, as
well as configure firewall rules for inbound and outbound traffic. It does not have any option to configure proxy server settings.

R #436
A technician sees a file that is requesting payment to a cryptocurrency address. Which of the following should the technician do first?

¢ A. Boot to safe mode.

¢ B. Disable System Restore.

¢ C. Update the antivirus software definitions.
e D. Quarantine the computer.

1IEf&: D
e e«
Explanation

Quarantining the computer means isolating it from the network and other devices to prevent the spread of malware or ransonware.
Ransonmware is a type of malware that encrypts the files on a computer and demands payment (usually in cryptocurrency) to restore
them. Ifa technician sees a file that is requesting payment to a cryptocurrency address, it is likely that the computer has been infected
by ransonware. Quarantining the computer should be the first step to contain the infection and prevent further damage. Disabling
System Restore, updating the antivirus software definitions, and booting to safe mode are not steps that should be done before

quarantining the computer.

B #437

‘Which of the following ensures proprietary information on a lost or stolen mobile device cannot be accessed while the device is
offline?



A. Remote wipe

B. Mandatory screen locks
C. Device data encryption
D. Location applications

Ef: C

R

Device data encryption (Option D) ensures that even if the device is lost or stolen, its data cannot be accessed without proper
credentials, even while offline. Encryption protects the data at rest, making it unreadable without the decryption key.

* Remote wipe (Option A) requires the device to be online to receive the wipe command.

* Mandatory screen locks (Option B) provide a layer of security but can be bypassed with physical access in some cases.

* Location applications (Option C) help track the device but don't protect data.

CompTIA A+ Core 2 References:

* 2.7 - Explain methods for securing mobile devices, including encryption

B #438
An organization is creating guidelines for the incorporation of generative Al solutions. In which of the following would these guidelines

be published?

e A. Security protocols

¢ B. Acceptable use policy

e C. Data flow diagram

e D. Standard operating procedure

Ef#: B
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An acceptable use policy (AUP) is a document that defines the rules and expectations for the users of a system, network, or service.
It typically covers topics such as the purpose, scope, responsibilities, and restrictions of using the system, network, or servicel. An
AUP is a suitable place to publish the guidelines for the incorporation of generative Al solutions, as it can inform the users of the
benefits, risks, and ethical implications of using such tools. It can also specify the conditions and limitations for using generative Al
solutions, such as the types of data, content, and applications that are allowed or prohibited, the security and privacy requirements,
the legal and regulatory compliance, and the accountability and reporting mechaniss23.

References: 1 What is an Acceptable Use Policy (AUP)? - Definition from
Techopedia(https://security.stackexchange.com/questions/84 168/the-difference-of-security-policy-and-acceptabl on the use of
Generative Al - Canada.ca(https//www.canada.ca/en/government/systenydigital- government/digital- government-innovations/res
Considerations for Developing Organizational Generative Al Policies - ISACA(https//www.isaca.org/resources/news-and-
trends/newsletters/atisaca/2023/volume-44/key-consideration

H R #439
A remote user contacts the help desk about an email that appears to be distorted. The technician is unsure what the user means and
needs to view the email to assist with troubleshooting, Which of the following should the technician use to assist the user?

A VNC
B. VPN
C. SSH
D. RMM

IEf@E: D
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Explanation

The best tool to use to assist the user with viewing the email is RMM, which stands for remote monitoring and management. This is a
software that allows the technician to remotely access, monitor, and manage the user's computer and applications. The technician
canuse RMM to view the user's screen, control the mouse and keyboard, and troubleshoot the email issue. The other tools are not
suitable for this task. VNC is a software that allows remote desktop sharing, but it requires the user to install and configure it on their
computer, which may not be feasible or convenient. SSH is a protocol that allows secure remote access to a command-line
interface, but it is not useful for viewing graphical applications such as email. VPN is a technology that creates a secure and



encrypted connection over a public network, but it does not provide remote access or control of the user's computer.
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