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ECCouncil Certified Ethical Hacker Exam (CEHv13) Sample Questions
(Q120-Q125):
NEW QUESTION # 120 
Chandler works as a pen-tester in an IT-firm in New York. As a part of detecting viruses in the systems, he uses a detection method
where the anti-virus executes the malicious codes on a virtual machine to simulate CPU and memory activities. Which type of virus
detection method did Chandler use in this context?

A. Integrity checking
B. Scanning
C. Heuristic Analysis
D. Code Emulation

Answer: D

NEW QUESTION # 121 
During a security assessment at Apex Technologies in Austin, Texas, the cybersecurity team identifies a high risk of social
engineering attacks, including phishing, vishing, and baiting, targeting employees across departments. To strengthen defenses, the
team plans to implement a countermeasure to reduce the likelihood of employees disclosing sensitive information. Which of the
following countermeasures should Apex Technologies prioritize to mitigate the risk of social engineering attacks?

A. Employees must verify the identity of individuals requesting information
B. Establish policies and procedures for handling sensitive information
C. Use two-factor authentication
D. Conduct security awareness and training programs

Answer: D

Explanation:
Security awareness and training is the most effective primary countermeasure against social engineering because these attacks exploit
human trust, curiosity, urgency, and lack of familiarity with deception tactics rather than purely technical weaknesses. In CEH
guidance, phishing, vishing, and baiting succeed when users fail to recognize red flags such as unexpected requests, pressure to act
quickly, suspicious links or attachments, caller spoofing, or offers that seem too good to be true. A structured awareness program
directly reduces the chance of disclosure by teaching employees how to identify common pretexts, verify unusual requests, and
follow safe reporting procedures.
While identity verification (option B) is an important practice, employees typically perform it correctly only when they have been
trained on verification steps, escalation paths, and what "good verification" looks like under pressure. Two-factor authentication
(option C) helps protect accounts even if credentials are stolen, but it does not prevent employees from sharing sensitive information
such as customer data, internal documents, OTP codes, or approving fraudulent requests-many social engineering campaigns aim
beyond passwords.
Policies and procedures (option D) are necessary, but policies alone are often ignored or misunderstood without ongoing training,
reinforcement, and real-world simulations.
CEH-aligned best practice is a layered approach: start with awareness training, reinforce it with clear handling policies, require
verification for sensitive requests, conduct phishing simulations, and ensure employees know how to report suspicious emails/calls
immediately. This combination reduces both successful compromise and the impact of attempts, but training is the foundational
priority because it directly targets the human element being attacked.

NEW QUESTION # 122 
While examining audit logs, you discover that people are able to telnet into the SMTP server on port 25. You would like to block
this, though you do not see any evidence of an attack or other wrong doing. However, you are concerned about affecting the normal
functionality of the email server. From the following options choose how best you can achieve this objective?

A. Force all connections to use a username and password.
B. Shut off the SMTP service on the server.
C. None of the above.



D. Switch from Windows Exchange to UNIX Sendmail.
E. Block port 25 at the firewall.

Answer: C

NEW QUESTION # 123 
Based on the following extract from the log of a compromised machine, what is the hacker really trying to steal?
[Note: Since the log extract is not shown in your message, we must rely on common indicators in similar scenarios.] If the log shows
paths such as:
Then the correct answer is:

A. C:\WINNT\system32\config\SAM
B. or related command lines accessing registry hives
C. or access to Repair\SAM or Repair\system

Answer: C

Explanation:
The Security Account Manager (SAM) file on Windows contains user account information, including password hashes. Hackers
target this file to extract credentials for offline cracking using tools like L0phtCrack or Cain & Abel.
From CEH v13 Official Courseware:
* Module 6: Malware Threats
* Module 4: Enumeration
CEH v13 Study Guide states:
"The SAM file stores hashed user credentials. If attackers gain access to it, they can extract password hashes and perform brute-
force or dictionary attacks offline." Common locations:
* C:\Windows\System32\config\SAM
* C:\Windows\Repair\SAM
Reference:CEH v13 Study Guide - Module 4: Enumeration # SAM and Registry Hive Attacks

NEW QUESTION # 124 
Kevin, an encryption specialist, implemented a technique that enhances the security of keys used for encryption and authentication.
Using this technique, Kevin input an initial key to an algorithm that generated an enhanced key that is resistant to brute-force attacks.
What is the technique employed by Kevin to improve the security of encryption keys?

A. Key reinstallation
B. Key derivation function
C. Key stretching
D. A Public key infrastructure

Answer: C

NEW QUESTION # 125
......
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