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ER #56

Universal Containers want users to be able to log in to the Salesforce mobile app with their Active Directory password. Employees
are unable to use mobile VPN.

‘Which two options should an identity architect recommend to meet the requirement?

Choose 2 answers

A. Active Directory Password Sync Plugin

B. Configure Cloud Provider Load Balancer

C. Salesforce Trigger & Field on Contact Object
D. Salesforce Identity Connect

IE%: A\ D

TR

Explanation

Active Directory Password Sync Plugin allows users to log in to Salesforce with their Active Directory password without using a
VPN. Salesforce Identity Connect synchronizes users and groups between Active Directory and Salesforce and enables single sign-
on. References: Active Directory Password Sync Plugin, Salesforce Identity Connect

B #57

An architect needs to advise the team that manages the identity provider how to differentiate salesforce from other service providers.
‘What SAML SSO setting in salesforce provides this capability?

e A Identity provider login URL
e B. Issuer

e C. SAML identity location

e D. Entity id

Ef#: D
fEE L -
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Explanation

The Entity ID is the SAML SSO setting in Salesforce that provides the capability to differentiate Salesforce from other service
providers. The Entity ID is a unique identifier for the service provider that is sent in the SAML request and response messages 1. The
identity provider uses the Entity ID to determine which service provider is requesting or receiving authentication information2. You
can customize the Entity ID for your Salesforce org or Experience Cloud site in the SAML Single Sign-On Settings page3.
References: 1: SAML SSO Flows 2: Federated Authentication Using SAML to Log in to Salesforce Org 3: Step 2: Create a
SAML Single Sign-On Setting in Salesforce

HM #58

Universal Containers (UC) is planning to deploy a custom mobile app that will allow users to get e-signatures from its customers on
their mobile devices. The mobile app connects to Salesforce to upload the e-signature as a file attachment and uses OAuth protocol
for both authentication and authorization. What is the most recommended and secure OAuth scope setting that an Architect should
recommend?

A. Web

B. Api

C.1d

D. Custom permissions

Ef#: D
fEEHL -

The most recommended and secure OAuth scope setting for UC's custom mobile app is custom permissions.

Custom permissions are settings that can be used in Apex code or validationrules to check whether a user has access to a custom
feature or functionality. Custom permissions can also be used as OAuth scopes to limit the access of an external application, such as
UC's mobile app, to certain custom features or functionalities in Salesforce. By configuring custom permissions as OAuth scopes in
the connectedapp settings, UC can restrict the mobile app access to only the e-signature feature and protect against unauthorized or
eXcessive access.

The other options are not recommended or secure O Auth scope settings for UC's custom mobile app. Id is an OAuth scopethat
allows the mobile app to access basic information about the user and their org, such as name, email, profile picture, and instance
URL. This scope does not provide any access to Salesforce data or features, such as uploading e-signatures. Web is an OAuth
scope that allows the mobile app to access Salesforce data and features through a browser or web-view. This scope provides full
access to Salesforce data and features, which could expose sensitive information or allow unwanted actions. Api is an OAuthscope
that allows the mobile app to make REST or SOAP API calls to Salesforce using the access token. This scope also provides full
access to Salesforce data and features, which could compromise security and compliance.

References: [OAuth Scopes], [Connected Apps], [Custom Permissions]

R #59

Universal Containers (UC) has a Desktop application to collect leads for marketing campaigns. UC wants to extend this application
to integrate with Salesforce to create leads. Integration between thedesktop application and salesforce should be seamless. What
Authorization flow should the Architect recommend?

A. JWT Bearer Token flow

B. Web Server Authentication Flow
C. User Agent Flow

D. Username and Password Flow

IEf#E: A

AR :

The JWT Bearer Token flowis an OAuth flow in which an external app (also called client or consumer app) sends a signed JSON
string to Salesforce called JWT to obtain an access token. The access token canthen be used by the external app to read and write
data in Salesforcel. This flow is suitable for UC's scenario because it allows seamless integration between the desktop application
and Salesforce without requiring user interaction or login credentials2. The other options are not valid authorization flows for this
scenario. The Web Server Authentication Flow and the User Agent Flow both require user interaction and redirection to the
Salesforce OAuthauthorization endpoint, which is not seamless3. The Username and Password Flow requires the external app to
store the user's login credentials, which is not secure or recommended3.

References: OAuth 2.0 JWT Bearer Flow for Server-to-Server Integration, O Auth Authorization Flows, Salesforce OAuth :
JWTBearer Flow



I #60

An identity architect is setting up an integration between Salesforce and a third-party system. The third-party system needs to
authenticate to Salesforce and then make API calls against the REST APL

One of the requirements is that the solution needs to ensure the third party service providers connected app in Salesforce mini need

for end user interaction and maximizes security.
‘Which OAuth flow should be used to fulfill the requirement?

A. JWT Bearer Flow

B. Username-Password Flow
C. User Agent Flow

D. Web Server Flow

Ef#: A
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