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Cisco Designing Cisco Security Infrastructure Sample Questions (Q52-Q57):
NEW QUESTION # 52 
A security engineer on an application design team must choose a framework of attack patterns to evaluate during threat modeling.
Which framework provides the common set of attacks?

A. GDPR
B. MITRE CAPEC
C. Cisco SAFE
D. SOC2

Answer: B

Explanation:
MITRE CAPEC (Common Attack Pattern Enumeration and Classification) provides a standardized catalog of attack patterns. It is
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specifically designed for use in threat modeling and application design, allowing security engineers to anticipate and evaluate common
attacks.

NEW QUESTION # 53 
A bank experienced challenges with compromised endpoints gaining access to the internal network. To enhance security, the bank
wants to ensure that all endpoints are scanned for compliance check before being allowed to access the network. Which action
achieves the level of security and control?

A. Use MFA using Cisco DUO.
B. Implement Posture validation using Cisco ISE.
C. Configure TrustSec using Cisco ISE.
D. Set up data loss prevention policy.

Answer: B

Explanation:
Posture validation with Cisco ISE checks endpoint compliance (such as antivirus status, patches, and security configurations) before
granting network access. This ensures compromised or non- compliant endpoints are denied access, directly addressing the bank's
security concern.

NEW QUESTION # 54 
What is a use for AI in securing network infrastructure?

A. traffic shaping
B. load balancing
C. quality of service
D. known day zero attack detection

Answer: D

Explanation:
AI enhances network security by detecting zero-day attacks through behavior analysis, anomaly detection, and pattern recognition.
This allows threats to be identified and mitigated even before traditional signatures are available.

NEW QUESTION # 55 
A manufacturing company implemented IoT devices throughout their smart factory and needs a security solution that meets these
requirements:
- Protect IoT devices from network-based attacks.
- Visibility into communication patterns.
- Anomaly detection for IoT traffic.
Which firewall technology or feature should be recommended?

A. transparent firewall
B. IPS/IDS
C. traditional firewall
D. zone-based firewall

Answer: B

Explanation:
An Intrusion Prevention/Detection System (IPS/IDS) provides visibility into IoT communication patterns, protects against network-
based attacks, and uses anomaly detection to identify abnormal IoT traffic behaviors. This makes it the most effective solution for
securing IoT devices in a smart factory.

NEW QUESTION # 56 
Considering recent cybersecurity threats, a company wants to improve the process for identifying, assessing, and managing risks with



a comprehensive and holistic approach. Which framework must be used to meet these requirements?

A. GDPR
B. MITRE CAPEC
C. NIST SP 800-37
D. HIPPA

Answer: C

Explanation:
NIST SP 800-37 provides the Risk Management Framework (RMF), which establishes a structured process for identifying,
assessing, and managing cybersecurity risks. It offers a comprehensive and holistic approach, integrating security and risk
management activities into the system development life cycle, making it the appropriate framework for this requirement.

NEW QUESTION # 57
......
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