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A 274
¢ Endpoint Security Concepts:This section of the exam measures the skills of an Endpoint Security Specialist
=x 1 and includes securing individual devices, understanding protections such as antivirus, patching, and access

control at the endpoint level, essential for maintaining device integrity.

¢ Vulnerability Assessment and Risk Management: This section of the exam measures the skills of a Risk
=x 2 Management Analyst and entails identifying and assessing vulnerabilities, understanding risk priorities, and
applying mitigation strategies that help manage threats proactively within an organization's systems

¢ Incident Handling; This section of the exam measures the skills of an Incident Responder and centers on
=3 recognizing security incidents, responding appropriately, and containing threats—forming the essential
foundation of incident response procedures.
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¢ Basic Network Security Concepts: This section of the exam measures the skills of a Network Defender
and focuses on understanding network-level protections, including firewalls, VPN, and intrusion detection
FHl 4 ¢ prevention systers, providing insight into how threats are mitigated within network environments.

¢ Essential Security Principles: This section of the exam measures the skills of a Cybersecurity Technician

and covers foundational cybersecurity concepts such as the CIA triad (confidentiality, integrity, availability),
FH 5 along with basic threat types and vulnerabilities, laying the conceptual groundwork for understanding how
to protect information systerns.

Z| 4l Cisco CCST 100-160 F 2 M ZE A (Q29-Q34):

HEE #29
Which of'the following scanning techniques is considered non-intrusive?

A. Network mapping

B. Vulnerability scanning
C. Penetration testing

D. Port scanning

Heg: A

MY

Network mapping is a non-intrusive scanning technique used to discover and gather information about network devices, their [P
addresses, and their interconnections. It focuses on identifying the network topology and does not involve actively examining the
vulnerabilities or attempting to exploit them Network mapping is primarily used for network documentation, planning, and
troubleshooting purposes.

EE #30
Which of the following is a key element of management in cybersecurity?

A. Firewall configuration

B. Network vulnerability scanning

C. Intrusion detection system deployment
D. Incident response planning

He. D

ME:

Incident response planning is a critical component of management in cybersecurity. It involves developing a detailed plan to identify,
respond to, and recover from security incidents. This ensures that any security breaches or attacks are handled effectively, mmnimizing
the impact on the organization's systems and data.

AE #31
Which of the following is an important step during the containment phase of incident handling?

A. Notifying law enforcement agencies

B. Implementing temporary workarounds to mitigate the impact
C. Identifying the root cause of the incident

D. Preserving evidence for forensic investigation

.l

o
il

: B

Y.

Implementing temporary workarounds to mitigate the impact is an important step during the containment phase of incident handling,
This step aims to limit the further spread or damage caused by the incident while the root cause is being nvestigated and fully
addressed. While notifying law enforcement, preserving evidence, and identifying the root cause are all important, the immediate



focus should be on minimizing the impact of the incident.

EE #32
What is the primary finction of a server in a network infrastructure?

A. Detect and prevent intrusions

B. Filter ncoming and outgoing traffic
C. Store and manage files

D. Monitor network traffic

¥e: C
CF

A server is a computer or system that is dedicated to serving the needs of other computers (clients) on a network. A primary
function of a server is to store and manage files, applications, and other resources that can be accessed by clients over the network.

HEE #33
What is the primary characteristic of an Advanced Persistent Threat (APT) compared to traditional attacks?

A. APTs are primarily aimed at causing immediate damage to systenms
B. APTs are random and indiscriminate in their targets

C. APTs involve persistent and prolonged attacks on specific targets
D. APTs are easily detectable by conventional security measures

Y. C
MH.
The primary characteristic of an APT is its persistent and prolonged nature. Unlike traditional attacks, which may be briefand target

multiple entities, APTs specifically focus on a particular target for an extended period of time. This allows the attackers to gather
more information and potentially cause significant damage.
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