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Fortinet FCP - FortiAnalyzer 7.6 Analyst Sample Questions (Q38-Q43):
NEW QUESTION # 38 
Exhibit.
Laptop1 is used by several administrators to manage FotiAnalyzer. You want to configure a generic text filter that matches all login
attempts to the web interface generated by any user other than admin'', and coming from Laptop1.
Which filter will achieve the desired result?
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A. Operation-login and performed_on==''GUI(10.1.1.100)' and user!=admin
B. Operation-login and dstip==10.1.1.210 and user!-admin
C. Operation-login and srcip== 10.1.1.100 and dstip==10.1.1.1.210 and user==admin
D. Operation-login and performed_on==''GU (10.1.1.120)' and user!=admin

Answer: A

Explanation:
The objective is to create a filter that identifies all login attempts to the FortiAnalyzer web interface (GUI) coming from Laptop1 (IP
10.1.1.100) and excludes the admin user. This filter should match any user other than admin.
* Filter Components Analysis:
* Operation-login: This portion of the filter will target login actions specifically, which is correct for filtering login attempts.
* performed_on==''GUI(10.1.1.100)': This indicates that the login attempt must occur on the GUI interface and originate from the
specified IP, which matches Laptop1's IP address (10.1.1.100). This ensures that the filter only matches GUI logins from this
specific device.
* user!=admin: This part excludes logins by the admin user, meeting the requirement to capture only non-admin users.
* Option Analysis:
* Option A: Correctly specifies the Operation-login, performed_on==''GUI(10.1.1.100)', and user!=admin. This setup effectively
filters login attempts to the GUI from Laptop1, excluding the admin user.
* Option B: Uses the incorrect IP 10.1.1.120 in the performed_on filter, which does not match Laptop1's IP (10.1.1.100).
* Option C: This option includes srcip==10.1.1.100 and dstip==10.1.1.210 but incorrectly specifies user==admin instead of
user!=admin, which does not match the requirement to exclude admin users.
* Option D: This option does not specify the performed_on field to restrict it to the GUI and only includes dstip (destination IP)
without srcip. It also incorrectly uses user!-admin instead of the correct syntax user!=admin.
Conclusion:
* Correct Answer: A. Operation-login and performed_on==''GUI(10.1.1.100)' and user!=admin
* This filter precisely captures the required conditions: login attempts from Laptop1 to the GUI interface by any user except admin.
References:
FortiAnalyzer 7.4.1 documentation on log filters, syntax for login operations, and GUI login tracking.

NEW QUESTION # 39 
(Which two statements about FortiAnalyzer Fabric deployments are true? (Choose two answers))

A. Fabric members do not forward their logs to the supervisor.
B. Fabric members can operate in analyzer mode only.
C. Supervisors can be in high availability (HA) for redundancy purposes only.
D. Supervisors and members must be in the same time zone.

Answer: A,B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract of knowledge of FortiAnalyzer 7.6 Study guide documents:
B is true (members operate in analyzer mode, not collector mode): The study guide defines Fabric members as FortiAnalyzer
devices that "retain access to the features described in the FortiAnalyzer Administration Guide" and that "each member can create or
raise incidents and events." In contrast, it states that a FortiAnalyzer operating in collector mode "does not provide capabilities for
event management or reporting," and also notes that "in collector mode, the GUI doesn't include FortiView, Reports, or Incidents &
Events." Since Fabric members must be able to generate/manage incidents and events, they must be operating with analyzer
capabilities rather than collector-only functionality.
C is true (members do not forward their logs to the supervisor): The supervisor provides centralized visibility, but the study guide
describes the supervisor's log access as viewing logs collected on members, not receiving/storing forwarded log files. It states: "In the
FortiAnalyzer Fabric supervisor, Log View displays logs collected on all FortiAnalyzer Fabric members," and clarifies "the logs
contain the same information as displayed in the host FortiAnalyzer device they were collected on." This indicates the logs remain on
the member (host) and are made visible to the supervisor for centralized monitoring rather than being forwarded and stored on the
supervisor.
For completeness, the study guide also explicitly states "HA is not available on the supervisor" (so A is false) and members do not
need the same time zone as the supervisor (so D is false).

NEW QUESTION # 40 
When managing incidents on FortiAnlyzer, what must an analyst be aware of?



A. Incidents must be acknowledged before they can be analyzed.
B. The status of the incident is always linked to the status of the attach event.
C. Severity incidents rated with the level High have an initial service-level agreement (SLA) response time of 1 hour.
D. You can manually attach generated reports to incidents.

Answer: D

Explanation:
In FortiAnalyzer's incident management system, analysts have the option to manually manage incidents, which includes attaching
relevant reports to an incident for further investigation and documentation. This feature allows analysts to consolidate information,
such as detailed reports on suspicious activity, into an incident record, providing a comprehensive view for incident response.

NEW QUESTION # 41 
(When there are no matching parsers for a device log, what does FortiAnalyzer do? (Choose one answer))

A. Applies the generic SYSLOG parser
B. Stores the log but doesn't normalize it
C. Archives the log for future analysis
D. Drops the log

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract of knowledge of FortiAnalyzer 7.6 Study guide documents:
FortiAnalyzer's ingestion pipeline does not "drop" logs simply because a parser is unavailable. The study guide states that when
devices send logs, "Logs received are decompressed and saved in a log file on the FortiAnalyzer disk" (with a .log extension). This
establishes that the raw log is still accepted and stored on disk as part of the normal workflow.
Normalization, however, depends on having a suitable parser. The study guide explains that "FortiAnalyzer uses predefined parsers
to extract key fields from ingested logs and maps them to a consistent, standardized set of field names." It further emphasizes that
"Log parsers ... are central to log normalization" because they convert unstructured/native logs into a standardized schema.
Therefore, if no matching parser exists for a given device log, FortiAnalyzer can still store the incoming log (it is received,
decompressed, and written to disk), but it cannot perform the "extract key fields" and "map to standardized field names" steps
required for normalization. In practical terms, the log remains in its native
/unstructured form (not normalized), which aligns exactly with option C.

NEW QUESTION # 42 
When managing incidents on FortiAnlyzer, what must an analyst be aware of?

A. Incidents must be acknowledged before they can be analyzed.
B. The status of the incident is always linked to the status of the attach event.
C. Severity incidents rated with the level High have an initial service-level agreement (SLA) response time of 1 hour.
D. You can manually attach generated reports to incidents.

Answer: D

Explanation:
In FortiAnalyzer's incident management system, analysts have the option to manually manage incidents, which includes attaching
relevant reports to an incident for further investigation and documentation. This feature allows analysts to consolidate information,
such as detailed reports on suspicious activity, into an incident record, providing a comprehensive view for incident response.
Let's review the other options to clarify why they are incorrect:
* Option A: You can manually attach generated reports to incidents
* This is correct. FortiAnalyzer allows analysts to manually attach reports to incidents, which is beneficial for providing additional
context, evidence, or analysis related to the incident. This functionality is part of the incident management process and helps
streamline information for tracking and resolution.
* Option B: The status of the incident is always linked to the status of the attached event
* This is incorrect. The status of an incident on FortiAnalyzer is managed independently of the status of any attached events. An
incident can contain multiple events, each with different statuses, but the incident itself is tracked separately.
* Option C: Severity incidents rated with the level High have an initial service-level agreement (SLA) response time of 1 hour



* This is incorrect. While incidents have severity levels, specific SLA response times are typically set according to the organization's
incident response policy, and FortiAnalyzer does not impose a default SLA response time of 1 hour for high-severity incidents.
* Option D: Incidents must be acknowledged before they can be analyzed
* This is incorrect. Incidents on FortiAnalyzer can be analyzed even if they are not yet acknowledged. Acknowledging an incident is
often part of the workflow to mark it as being actively addressed, but it is not a prerequisite for analysis.
* According to FortiAnalyzer documentation, analysts can attach reports to incidents manually, making option A correct. This
feature enables better tracking and documentation within the incident management system on FortiAnalyzer.

NEW QUESTION # 43
......
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