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Amazon AWS Certified Solutions Architect - Professional (SAP-C02) Sample
Questions (Q348-Q353):
NEW QUESTION # 348 
A company has an internal application running on AWS that is used to track and process shipments in the company's warehouse.
Currently, after the system receives an order, it emails the staff the information needed to ship a package. Once the package is
shipped, the staff replies to the email and the order is marked as shipped.
The company wants to stop using email in the application and move to a serverless application model.
Which architecture solution meets these requirements?

A. Store new order information in Amazon EFS. Have instances pull the new information from the NFS and send that
information to printers in the warehouse. Once the label has been scanned, as it leaves the warehouse, have Amazon API
Gateway call the instances to remove the order information from Amazon EFS.
B. When a new order is created, store the order information in Amazon SQS. Have AWS Lambda check the queue every 5
minutes and process any needed work. When an order needs to be shipped, have Lambda print the label in the warehouse.
Once the label has been scanned, as it leaves the warehouse, have an Amazon EC2 instance update Amazon SOS.
C. Update the application to store new order information in Amazon DynamoDB. When a new order is created, trigger an
AWS Step Functions workflow, mark the orders as "in progress," and print a package label to the warehouse. Once the label
has been scanned and fulfilled, the application will trigger an AWS Lambda function that will mark the order as shipped and
complete the workflow.
D. Use AWS Batch to configure the different tasks required lo ship a package. Have AWS Batch trigger an AWS Lambda
function that creates and prints a shipping label. Once that label is scanned. as it leaves the warehouse, have another Lambda
function move the process to the next step in the AWS Batch job.B.

Answer: C

NEW QUESTION # 349 
A company wants to run a custom network analysis software package to inspect traffic as traffic leaves and enters a VPC. The
company has deployed the solution by using AWS Cloud Formation on three Amazon EC2 instances in an Auto Scaling group. All
network routing has been established to direct traffic to the EC2 instances.
Whenever the analysis software stops working, the Auto Scaling group replaces an instance. The network routes are not updated
when the instance replacement occurs.
Which combination of steps will resolve this issue? {Select THREE.)

A. Create an AWS Lambda function that responds to the Amazon Simple Notification Service (Amazon SNS) message to
take the instance out of service. Update the network routes to point to the replacement instance.
B. Update the Cloud Formation template to install AWS Systems Manager Agent on the EC2 instances.
Configure Systems Manager Agent to send process metrics for the application.
C. In the Cloud Formation template, write a condition that updates the network routes when a replacement instance is
launched.
D. Create alarms based on EC2 status check metrics that will cause the Auto Scaling group to replace the failed instance.
E. Create an alarm for the custom metric in Amazon CloudWatch for the failure scenarios. Configure the alarm to publish a
message to an Amazon Simple Notification Service {Amazon SNS) topic.
F. Update the Cloud Formation template to install the Amazon CloudWatch agent on the EC2 instances.
Configure the CloudWatch agent to send process metrics for the application.

Answer: A,E,F

NEW QUESTION # 350 
A company wants to deploy an AWS WAF solution to manage AWS WAF rules across multiple AWS accounts. The accounts are
managed under different OUs in AWS Organizations.
Administrators must be able to add or remove accounts or OUs from managed AWS WAF rule sets as needed. Administrators also
must have the ability to automatically update and remediate noncompliant AWS WAF rules in all accounts.
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Which solution meets these requirements with the LEAST amount of operational overhead?

A. Deploy an organization-wide AWS Conng rule that requires all resources in the selected OUs to associate the AWS WAF
rules. Deploy automated remediation actions by using AWS Lambda to fix noncompliant resources. Deploy AWS WAF rules
by using an AWS CloudFormation stack set to target the same OUs where the AWS Config rule is applied.
B. Create AWS WAF rules in the management account of the organization. Use AWS Lambda environment variables to
store account numbers and OUs to manage Update environment variables as needed to add or remove accounts or OUs.
Create cross-account IAM roles in member accounts. Assume the roles by using AWS Security Token Service (AWS STS)
in the Lambda function to create and update AWS WAF rules in the member accounts
C. Use AWS Firewall Manager to manage AWS WAF rules across accounts in the organization. Use an AWS Systems
Manager Parameter Store parameter to store account numbers and OUs to manage. Update the parameter as needed to add
or remove accounts or OUs. Use an Amazon EventBridge (Amazon CloudWatch Events) rule to identify any changes to the
parameter and to invoke an AWS Lambda function to update the security policy in the Firewall Manager administrative
account.
D. Use AWS Control Tower to manage AWS WAF rules across accounts in the organization. Use AWS Key Management
Service (AWS KMS) to store account numbers and OUs to manage.
Update AWS KMS as needed to add or remove accounts or OUs. Create IAM users in member accounts. Allow AWS
Control Tower in the management account to use the access key and secret access key to create and update AWS WAF
rules in the member accounts.

Answer: C

Explanation:
In this solution, AWS Firewall Manager is used to manage AWS WAF rules across accounts in the organization. An AWS Systems
Manager Parameter Store parameter is used to store account numbers and OUs to manage. This parameter can be updated as
needed to add or remove accounts or OUs. An Amazon EventBridge rule is used to identify any changes to the parameter and to
invoke an AWS Lambda function to update the security policy in the Firewall Manager administrative account. This solution allows
for easy management of AWS WAF rules across multiple accounts with minimal operational overhead.
https://aws.amazon.com/solutions/implementations/automations-for-aws-firewall-manager/

NEW QUESTION # 351 
Question:
How can a company patch EC2 instanceswithout internet access, using apatch source in another account, while accessing Systems
Manager and S3?

A. Network ACLs + Transit Gateway
B. Custom VPN servers
C. VPC endpoints+VPC peeringwith patch source
D. Transit Gateway + private VIFs

Answer: C

Explanation:
The most secure and manageable solution is to useVPC interface endpointsforS3andSystems Manager, and establishVPC peeringto
privately access the patch repo in the core account.
#Systems Manager VPC setup

NEW QUESTION # 352 
A company runs a customer service center that accepts calls and automatically sends all customers a managed, interactive, two-way
experience survey by text message. The applications that support the customer service center run on machines that the company
hosts in an on- premises data center. The hardware that the company uses is old, and the company is experiencing downtime with
the system. The company wants to migrate the system to AWS to improve reliability.
Which solution will meet these requirements with the LEAST ongoing operational overhead?

A. Use Amazon Connect to replace the old call center hardware. Use Amazon Simple Notification Service (Amazon SNS) to
send text message surveys to customers.
B. Use Amazon Connect to replace the old call center hardware. Use Amazon Pinpoint to send text message surveys to
customers.
C. Use Amazon Pinpoint to replace the old call center hardware and to send text message surveys to customers.



D. Migrate the call center software to Amazon EC2 instances that are in an Auto Scaling group. Use the EC2 instances to
send text message surveys to customers.

Answer: B

Explanation:
The solution that will meet the company's requirements with the LEAST ongoing operational overhead and send two-way
experience survey is to use Amazon Connect to replace the old call center hardware and use Amazon Pinpoint to send text message
surveys to customers. Amazon Connect is a fully managed, cloud-based contact center service that is easy to set up and configure,
while Amazon Pinpoint can be used to send text message surveys and gather responses. By using these services, the company can
offload the operational overhead of running and maintaining the call center hardware and survey system to AWS.
https://docs.aws.amazon.com/pinpoint/latest/userguide/channels-sms-two-way.html

NEW QUESTION # 353
......
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