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EMC Dell NIST Cybersecurity Framework 2.0 Sample Questions (Q211-
Q216):

NEW QUESTION # 211
‘What process is used to identify an organization's physical, digital, and human resource, as required in their Business Impact
Analysis?

A. Risk Assessment

B. Asset Inventory

C. Risk Management Strategy
D. Risk Treatment

Answer: B

NEW QUESTION # 212
What method identifies the "delta’ in projected time for RTO and actual time to complete?

A. Business Impact Analysis
B. Risk Management Strategy
C. Gap Analysis

D. Recovery Planning

Answer: C

NEW QUESTION # 213
The  function of the NIST Cybersecurity Framework ensures timely identification of cybersecurity events.

A. Respond
B. Recover
C. Detect

D. Identify
Answer: C

NEW QUESTION # 214
is a critical component of the Detect Function, focusing on observing network traffic in real-time to identify potential
security incidents.
A. Data Classification
B. Access Control

C. Continuous Monitoring
D. Awareness Training

Answer: C

NEW QUESTION # 215
Which of the following is essential for ensuring "timely recovery to normal operations" as defined in the Recover Function?

e A. Continuous monitoring
e B. A Business Continuity Plan (BCP)
e (. Regular training sessions
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e D. Security access controls

Answer: B

NEW QUESTION # 216
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