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EE #393

Bob, a network administrator at BigUniversity, realized that some students are connecting their notebooks in the wired network to
have Internet access. In the university campus, there are many Ethernet ports available for professors and authorized visitors but not
for students.

He identified this when the IDS alerted for malware activities in the network. What should Bob do to avoid this problem?

A. Use the 802.1x protocol

B. Ask students to use the wireless network
C. Separate students in a different VLAN
D. Disable unused ports in the switches

HE:. A

Y.

The best security practice in this scenario is to implement IEEE 802.1X. This is a port-based Network Access Control (NAC)
protocol that provides authentication for devices before they are allowed to transmit traffic on the network. It ensures that only
authorized users/devices can access the network through physical (wired) or wireless connections.

CEH v13 Official Courseware states:

"802.1X provides a framework for authenticating and authorizing devices attached to a LAN port, enforcing port-based network
access control. It helps prevent unauthorized users from connecting to an internal network, particularly in environments where
physical access to network jacks cannot be fully controlled." Incorrect Options:

A). Disabling unused ports is a good practice, but students may still use open ports intended for authorized personnel. It does not
scale or provide identity-based access control.

B). Separating users in VLANS helps in segmentation, but it does not prevent unauthorized physical access to ports.

D). Asking students to use wireless is administrative, not a technical enforcement measure.

Reference - CEH v13 Guide:

Module 04: Enumeration

Topic: Network Access Control (802.1X) and Switch Port Security

AE #39%

At a power distribution facility in Phoenix, Arizona, ethical hacker Sameer Das is performing an OT security assessment. He
demonstrates that a programmable controller accepts modifications delivered over the network without checking the origin or
cryptographic validity of the package. By uploading altered instructions, he changes how the controller processes commands during
operations. Which IoT/OT threat best represents this technique?

A. Firmware update attack

B. Remote access using backdoor
C. Exploit kits

D. Forged malicious device

HE: A

MY

The correct answer is A. Firmware update attack because the scenario describes an attacker delivering an unauthenticated, non-
cryptographically verified update/package to a controller and successfully altering its operational logic. In IoT/OT environments,
controllers (PLCs, RTUs, PACs, and embedded industrial devices) often support updating firmware or logic over the network for
maintenance. Ifthe device does not verify the source, integrity, and authenticity of update packages-typically through signed
firmware, certificates, and secure update channels-an attacker can replace legitimate code with a maliciously modified version.
Sameer's demonstration maps directly to a firmware/logic update compromise: he uploads "altered instructions” and changes how the
controller processes commands during operations. This is exactly the type of risk highlighted in OT security: unauthorized
modification of controller logic can cause unsafe states, disrupt production, damage equipment, or create stealthy manipulation that is
difficult to detect. The explicit mention of "without checking the origin or cryptographic validity" indicates missing controls like digital
signatures, hash verification, and trusted update mechanisirs, which are central to firmware update security.

Why the other options are less accurate: Forged malicious device usually refers to introducing a rogue or cloned device into the



environment to impersonate legitimate equipment. Remote access using backdoor implies an existing hidden access mechanism
rather than abuse of the update mechanism itself. Exploit kits are typically collections of exploits used to compromise systens,
commonly discussed more in endpoint/web contexts; they don't specifically describe the act of pushing an altered firmware/logic
package that the controller accepts due to missing validation.

Therefore, the technique is best categorized as a firmware update attack, leveraging weak or absent authenticity/integrity checks on
update packages to modify OT controller behavior.

EAE #395
You discover a Web API integrated with webhooks and an existing administrative web shell. Your objective is to compromise the
system while leaving minimal traces. Which technique is most effective?

A. Manipulate the webhook for unintended data transfer
B. IDOR exploitation

C. SSRF to perform unauthorized API calls

D. Upload malicious scripts via the web shell

HE: C

MY

Server-Side Request Forgery (SSRF) is emphasized in CEH v13 Web Application Hacking as a stealthy and powerful attack.
SSREF allows attackers to make requests from the trusted server itself, bypassing firewalls, authentication, and logging controls.
Compared to web shells or webhook abuse, SSRF leaves fewer forensic artifacts and enables internal API access, metadata
exposure, and lateral moverent.

EE #39
A penetration tester discovers that a web application is vulnerable to Local File Inclusion (LFT) due to improper nput validation in a
URL parameter. Which approach should the tester take to exploit this vulnerability?

A. Use directory traversal to access sensitive files on the server, such as /etc/passwd

B. Performa Cross-Site Scripting (XSS) attack by injecting malicious scripts into the URL
C. Conduct a brute-force attack on the admin login page to gain access

D. Inject SQL commands into the URL parameter to test for database vulnerabilities

2
m

S : A

ME:

Local File Inclusion vulnerabilities arise when a web application incorporates user-supplied input into file- handling fimctions without
proper sanitization. CEH courseware emphasizes that attackers can leverage directory traversal sequences (such as ../../) to escape
the intended directory structure and access sensitive local files. An LFI payload commonly targets system files like /etc/passwd on
Linux to extract user information or escalate the attack further.

EAE #397
You receive an email prompting you to download "Antivirus 2010" software using a suspicious link. The software clains to provide
protection but redirects you to an unknown site.

How will you determine if this is a Real or Fake Antivirus website?

e A. Download and install Antivirus software from this suspicious looking site, your Windows 7 will prompt you and stop the
mstallation if the downloaded file is a malware

B. Search using the URL and Antivirus product name into Google and look out for suspicious warnings against this site

C. Connect to the site using SSL, if you are successful then the website is genuine

D. Samre as D (duplicated)

E. Look at the website design, if it looks professional then it is a Real Antivirus website

He: B

Y.
Comprehensive and Detailed Explanation:
Fake antivirus (also known as scareware) tricks users into downloading malware disguised as legitimate antivirus software.



The best approach:

Google the product name and URL.

Check reputable forums, antivirus vendors, or security advisories.

Look for phishing warnings or reports of malware.

From CEH v13 Courseware:

Module 7: Social Engineering and Phishing Scams

Module 6: Malware Threats # Rogue Software

Reference:CEH v13 Study Guide - Module 6: Fake Antivirus and ScarewareUS-CERT Alert TA13-112A - Detecting Fake
Antivirus Software

EE #398
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