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Fortinet FCP - FortiAnalyzer 7.6 Analyst Sample Questions (Q18-Q23):
NEW QUESTION # 18 
After generating a report, you notice the information you where expecting to see is not included in it.
However, you confirm that the logs are there.

A. Test the dataset
B. Increase the report utilization quota.
C. Check the time frame covered by the report.
D. Disable auto-cache.

Answer: A,C

Explanation:
When a generated report does not contain the expected information even though the logs are confirmed to be present, it typically
indicates an issue with the report's configuration. There are a few common reasons this might happen:
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* Option A - Check the Time Frame Covered by the Report:
* Reports are generated based on a specific time frame. If the report's time frame does not cover the period when the relevant logs
were collected, those logs won't appear in the report output.
Verifying and adjusting the time frame is essential to ensure the report includes all relevant data.
* Conclusion: Correct.
* Option B - Disable Auto-Cache:
* Auto-cache is designed to improve report generation speed by using cached data. Disabling auto- cache would typically only be
relevant if the report is pulling outdated data from cache, but it doesn't directly affect whether specific logs are included in a report.
* Conclusion: Incorrect.
* Option C - Increase the Report Utilization Quota:
* The report utilization quota is related to the resource limits for generating reports. It does not directly influence whether certain data
appears in a report. Increasing this quota would help only if there are resource issues preventing the report from completing, not if
specific logs are missing from the report.
* Conclusion: Incorrect.
* Option D - Test the Dataset:
* Datasets determine which logs and data fields are pulled into the report. If a dataset is configured incorrectly or does not include
the required log fields, it could lead to missing information.
Testing the dataset allows you to verify that it's correctly configured and pulling the expected data.
* Conclusion: Correct.
Conclusion:
* Correct Answer: A. Check the time frame covered by the report and D. Test the dataset.
* These steps directly address the issues that could lead to missing information in a report when logs are available but not displayed.
References:
FortiAnalyzer 7.4.1 documentation on report generation settings, time frames, and dataset configuration for accurate report results.

NEW QUESTION # 19 
What is the purpose of playbook trigger variables?

A. To display statistics about the playbook runtime
B. To store the start the times of playbooks with On_Schedule triggers
C. To use information from the trigger to filter the action in a task
D. To provide the trigger information to make the playbook start running

Answer: A

NEW QUESTION # 20 
What should you always do after erasing the FortiAnalyzer configuration on flash?

A. Perform a system backup
B. Run the execute format disk command
C. Run the execute reset all-settings command
D. Run the execute reboot command

Answer: B

NEW QUESTION # 21 
Exhibit.



Assume these are all the events that exist on the FortiAnalyzer device.
How many events will be added to the incident created after running this playbook?

A. No events will be added.
B. Four events will be added.
C. Eleven events will be added.
D. Seven events will be added

Answer: B

Explanation:
In the exhibit, we see a playbook in FortiAnalyzer designed to retrieve events based on specific criteria, create an incident, and
attach relevant data to that incident. The "Get Event" task configuration specifies filters to match any of the following conditions:
* Severity = High
* Event Type = Web Filter
* Tag = Malware
Analysis of Events:
In the FortiAnalyzer Event Monitor list:
* We need to identify events that meet any one of the specified conditions (since the filter is set to "Match Any Condition").
Events Matching Criteria:
* Severity = High:



* There are two events with "High" severity, both with the "Event Type" IPS.
* Event Type = Web Filter:
* There are two events with the "Event Type" Web Filter. One has a "Medium" severity, and the other has a "Low" severity.
* Tag = Malware:
* There are two events tagged with "Malware," both with the "Event Type" Antivirus and
"Medium" severity.
After filtering based on these criteria, there are four distinct events:
* Two from the "Severity = High" filter.
* One from the "Event Type = Web Filter" filter.
* One from the "Tag = Malware" filter.
Conclusion:
* Correct Answer: D. Four events will be added.
* This answer matches the conditions set in the playbook filter configuration and the events listed in the Event Monitor.
References:
FortiAnalyzer 7.4.1 documentation on event filtering, playbook configuration, and incident management criteria.

NEW QUESTION # 22 
You are tasked with finding logs corresponding to a suspected attack on your network.
You need to use an interface where all identified threats within timeframe are listed and organized. You also need to be able to
quickly export the information to a PDF file.
Where can you go to accomplish this task?

A. FortiView
B. Log View
C. Fabric View
D. Log Browse

Answer: B

NEW QUESTION # 23
......
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