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NEW QUESTION # 23
Refer to the exhibit, which shows a partial enterprise network.

Area D000 Area 00001

ForkGate A

An administrator would like the area 0.0.0.0 to detect the external network.
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‘What must the administrator configure?

A. Configure a virtual link between FortiGate A and B.

B. Enable RIP redistribution on FortiGate B.

C. Set the area 0.0.0.1 type to stub on FortiGate A and B.
D. Configure a distribute-route-map-in on FortiGate B.

Answer: B

Explanation:

The diagram shows a muilti-area OSPF network where:

# FortiGate A is in OSPF Area 0 (Backbone area).

# FortiGate B is in OSPF Area 0.0.0.1 and is connected to an RIP network.

To ensure that OSPF Area 0 (0.0.0.0) learns routes from the external RIP network, FortiGate B must redistribute RIP routes into
OSPF.

Steps to achieve this:

1. Enable route redistribution on FortiGate B to iject RIP-learned routes into OSPF.

2. This allows OSPF Area 0.0.0.1 to forward RIP routes to OSPF Area 0 (0.0.0.0), making the external network visible.

NEW QUESTION # 24
Refer to the exhibit, which shows a network diagram.
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An admmistrator would like to modify the MED value advertised from FortiGate 1 to a BGP neighbor in the autonomous system
30.
‘What must the administrator configure on FortiGate 1 to implement this?

A. prefix-list-out

B. distribute-list-out

C. network-import-check
D. route-map-out

Answer: D

Explanation:

The Multi-Exit Discrimmator (MED) is a BGP attribute used to influence the preferred path for incoming traffic from an external
autonomous system (AS). The diagram shows that FortiGate 1 advertises MED 200, while FortiGate 2 advertises MED 300,
meaning the ISP will prefer the route through FortiGate 1 because a lower MED is preferred in BGP.

To modify the MED value on FortiGate 1 for routes advertised to AS 30, the administrator must configure a route-map-out. A
route map can match specific routes and set the MED value before sending them to the BGP neighbor.

NEW QUESTION # 25

During the maintenance window, an administrator must sniff all the traffic going through a specific firewall policy, which is handled by
NP6 interfaces. The output of the sniffer trace provides just a few packets.

Why is the output of sniffer trace limited?

¢ A. The option npudbg is not added in the diagnose sniff packet command.
¢ B. The traffic corresponding to the firewall policy is encrypted.



¢ C. inspection-mode is set to proxy in the firewall policy.
¢ D. auto-asic-off load is set to enable in the firewall policy,

Answer: D

Explanation:

FortiGate devices with NP6 (Network Processor 6) acceleration offload traffic directly to hardware, bypassing the CPU for
improved performance. When auto-asic-offload is enabled in a firewall policy, most of the traffic does not reach the CPU, which
means it won't be captured by the standard sniffer trace command.

Since NP6-accelerated traffic is handled entirely in hardware, only a small portion of initial packets (such as session setup packets or
exceptions) might be seen in the sniffer output. To capture all packets, the administrator must disable hardware offloading using:
config firewall policy

edit <policy 1D>

set auto-asic-offload disable

end

Disabling ASIC offload forces traffic to be processed by the CPU, allowing the sniffer tool to capture all packets.

NEW QUESTION # 26

A company's guest internet policy, operating in proxy mode, blocks access to Artificial Intelligence Technology sites using
FortiGuard. However, a guest user accessed a page in this category using port 8443.

‘Which configuration changes are required for FortiGate to analyze HTTPS traffic on nonstandard ports like

8443 when full SSL inspection is active in the guest policy?

A. Add a URL wildcard domain to the website CA certificate and use it in the SSL/SSH Inspection Profile.

B. To analyze nonstandard ports in web filter profiles, use TLSv1.3 in the SSL/SSH Inspection Profile.

C. Administrators can block traffic on nonstandard ports by enabling the SNI check in the SSIL/SSH Inspection Profile.

D. In the Protocol Port Mapping section of the SSIL/SSH Inspection Profile, enter 443, 8443 to analyze both standard (443)
and non-standard (8443) HTTPS ports.

Answer: D

Explanation:

When FortiGate is operating in proxy mode with full SSL inspection enabled, it inspects encrypted HTTPS traffic by default on port
443, However, some websites may use non-standard HTTPS ports (such as 8443), which FortiGate does not inspect unless
explicitly configured.

To ensure that FortiGate nspects HTTPS traffic on port 8443, administrators must manually add port 8443 in the Protocol Port
Mapping section of the SSL/SSH Inspection Profile. This allows FortiGate to treat HTTPS traffic on port 8443 the same as traffic
on port 443, enabling proper inspection and enforcement of FortiGuard category-based web filtering,

NEW QUESTION # 27
Refer to the exhibit.
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A FortiGate segmented into VDOM s is shown. You nmust ensure effective and accelerated internet access for all of the VDOMs in
this enterprise network. How can you achieve this? (Choose one answer)

A. Configure network processing unit (NPU) vlinks.

B. Create VDOM links.

C. Create VLANSs over network processing unit (NPU) vlinks.

D. Connect a physical interface from each VDOM to the root VDOM.

Answer: A

Explanation:

Comprehensive and Detailed 150 to 200 words of Explanation From Exact Extract of Enterprise Firewall 7.6 Administrator
docurments:

According to the FortiOS 7.6 Administration Guide and the FortiGate Infrastructure study materials, inter- VDOM communication
can be achieved using either software-based VDOM links or hardware- accelerated NPU VDOM links (vlinks).

While standard VDOM links (Option B) allow traffic to pass between VDOM, they are processed by the system CPU, which can
become a bottleneck in high-throughput environments. To ensure accelerated internet access as specified in the requirements, NPU
vlinks (Option C) must be used. NPU vlinks are virtual interfaces created in pairs that allow traffic to be offloaded to the FortiGate's
Network Processor (NP6, NP7, etc.), significantly reducing latency and CPU overhead.

In the provided exhibit, the root VDOM has direct internet access, while VDOMI1 and VDOMn do not. By configuring NPU vlinks
between the non-root VDOMSs and the root VDOM, you create a hardware- accelerated path. Traffic from the internal VDOMs is
sent through the vlink to the root VDOM, which then forwards it to the Internet. This "hub-and-spoke" VDOM architecture,
powered by NPU acceleration, ensures that all VDOM s share the internet connection without sacrificing performance.

NEW QUESTION # 28
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