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396. Frage

A SysOps administrator is using Amazon EC2 instances to host an application. The SysOps admnistrator needs to grant
permissions for the application to access an Amazon DynamoDB table.

‘Which solution will meet this requirement?

A. Create an EC2 key pair to access the DynamoDB table. Assign the key pair to the EC2 instance profile.
B. Create an IAM user to access the DynamoDB table. Assign the TAM user to the EC2 instance profile.
C. Create an IAM role to access the DynamoDB table. Assign the [AM role to the EC2 instance profile.
D. Create access keys to access the DynamoDB table. Assign the access keys to the EC2 instance profile.

Antwort: C

397. Frage

A SysOps administrator is responsible for a company's security groups. The company wants to maintain a documented trail of any
changes that are made to the security groups. The SysOps administrator must receive notification whenever the security groups
change.

‘Which solution will meet these requirements?

e A Setup AWS Config to record security group changes.
Specify an Amazon S3 bucket as the location for configuration snapshots and history files.
Create an Amazon Simple Notification Service (Amazon SNS) topic for notifications about configuration changes.
Subscribe the SysOps administrator's email address to the SN topic.

e B. Set up Amazon Detective to record security group changes.
Specify an Amazon S3 bucket as the location for configuration snapshots and history files.
Create an Amazon Simple Notification Service (Amazon SNS) topic for notifications about configuration changes.
Subscribe the SysOps administrator's email address to the SNS topic.

e C. Setup AWS Systens Manager Change Manager to record security group changes.
Specify an Amazon CloudWatch Logs log group to store configuration history logs.
Create an Amazon Simple Notification Service (Amazon SNS) topic for notifications about configuration changes.
Subscribe the SysOps administrator's email address to the SNS topic.

¢ D. Set up Amazon Detective to record security group changes.
Specify an Amazon CloudWatch Logs log group to store configuration history logs.
Create an Amazon Simple Queue Service (Amazon SOS) queue for notifications about configuration changes.
Subscribe the SysOps administrator's email address to the SQS queue.

Antwort: A

Begriindung;
https/aws.amazon.com/blogs/security/how- to-monitor-aws-account-configuration-changes-and- api-calls-to-amazon-ec2-security-
groups/

398. Frage

A company has multiple Amazon EC2 instances that run a resource-intensive application in a development environment. A SysOps
administrator is implementing a solution to stop these EC2 instances when they are not in use.

‘Which solution will meet this requirement?

e A Create an Amazon CloudWatch metric to stop the EC2 instances when the VolumeReadBytes metric is lower than 500
for a 30-minute period.

e B. Assess AWS CloudTrail logs to verify that there is no EC2 API activity. Invoke an AWS Lambda finction to stop the
EC2 instances.

e C. Create an Amazon CloudWatch alarmto stop the EC2 instances when the average CPU utilization is lower than 5% for a
30-mmnute period.

e D. Use AWS Config to invoke an AWS Lambda finction to stop the EC2 instances based on resource configuration
changes.

Antwort: A

Begriindung;
To stop EC2 instances in a development environment when they are not in use, you can create a CloudWatch alarm based on CPU



utilization.

Create CloudWatch Alarm

Navigate to the CloudWatch console.

Select "Alarns" and click on "Create Alarm".

Choose the EC2 mstance metric for CPU utilization.

Set the condition to trigger the alarm when the average CPU utilization is less than 5% for a continuous 30-minute period.
Reference:

Configure Alarm Actions:

In the actions section of the alarm creation, specify the action to stop the instance.

This can be done by creating an alarm action that uses an AWS Lambda function or directly through EC2 actions.
Example using Lambda:

deflambda_handler(event, context):

ec2 = boto3.client('ec2')

response = ec2.stop_instances(

Instancelds=[

"mstance-id'

]

)

return response
By setting up this CloudWatch alarm, the EC2 instances will automatically stop when they are not being utilized, reducing costs in the
development environment.

399. Frage

A SysOps administrator has used AWS Cloud Formation to deploy a sereness application into a production VPC. The application
consists of an AWS Lambda finction, an Amazon DynamoOB table, and an Amazon API Gateway API. The SysOps admmistrator
nust delete the AWS Cloud Formation stack without deleting the DynamoOB table.

Which action should the SysOps administrator take before deleting the AWS Cloud Formation stack?

A. Add a Retain deletion policy to the DynamoOB resource in the AWS CloudFormation stack.

B. Add a Snapshot deletion policy to the DynamoOB resource In the AWS CloudFormation stack.
C. Enable termnation protection on the AWS Cloud Formation stack.

D. Update the application's JAM policy with a Deny statement for the dynamodb:Delete Tabie action.

Antwort: A

400. Frage

A SysOps admnistrator needs to develop a solution that provides email notification and inserts a record into a database every time a
file is put into an Amazon S3 bucket.

What is the MOST operationally efficient solution that meets these requirements?

¢ A. Set up an Amazon CloudWatch alarm that enters ALARM state whenever an object is created in the S3 bucket.
Configure the alarm to invoke an AWS Lambda finction that sends the email notification and inserts the record into the
database

e B. Create an AWS Lambda finction to send the email notification and insert the record into the database whenever a new
object is detected in the S3 bucket invoke the finction every minute with an Amazon EventBridge (Amazon CloudWatch
Events) scheduled rule

e C. Setup an S3 event notification that targets an Amazon Simple Notification Service (Amazon SNS) topic.
Create two subscriptions for the SN topic.
Use one subscription to send the email notification.
Use the other subscription to invoke an AWS Lambda function that inserts the record into the database.

e D. Setup two S3 event notifications Target a separate AWS Lambda function with each notification. Configure one fimction
to send the email notification. Configure the other function to msert the record into the database.

Antwort: C

Begrindung;
https//aws.amazon.com/pt/premiumsupport/knowledge- center/lambda- subscribe-sns-topic-same- account/
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