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1) Il the rule for a numerical pattem is: n + 3 and the input is 12, then the oufput is ...
a) 15 B 1 <) 38 dy 4

%) To find the value of the numerical expeession: (1.3+ 3,43) x 8 ~ 2,02, we must stan with
........... operation
a) mulliplication b)) division ¢) Brackets expanding  d) subtraction
Second: Answer the follgwing questinns

3) Wi the numerical cxpecssion that represents the following proeblem and then find its
walue: Subiraet 3.1 from 467, then muliiply the resull by 2 2

4} As pant of his fimess training, Munir cyeles 3 distance of 38.7 km in one hous, how many
mieters does he cover in a minute?

5y Kamal says that the rule of the pattern: 4 8, 16, 32,64 . ... i n+d
Do you agree with him or not? And why?
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Firsk: Chovse the enrrect angwgr from those glven; m

1 70+07~ i
a1 b} 10 € 100 d) 1000
I (G-5)%T+2= . ..
8 9 by 10 ) 27 d)} 33
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2} Fied the valug of the ownerical expression: &4+ 032 + 01 = 3.2
4) Find the value of the mumerical expression: (20 + 33.25) = 10- 61

5) Hanas has a botle of mineral water with a capacity of 4.8 liters that she wants to distribute
[neo cups, each with & capacity of 0.6 liters, How many cups can she fill?

|CI2]) ek Thicteen - Weekiy Assessment m
First: Choose the corrcct answer from thise piven:

1) 1472 em=....... mefer
n) 1472 by 1472 ) 1472 d) 1472
1) 2458+ uiene. ™ 2458
Y] b) 10 e 0 dj .01
T win i H

3} Find the result of: 5899 + 30
4)  Find the result of: 38,327 + 0.1
5} A car covers 36,25 km daily, what is the covered distance by this car in 10 days
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ECCouncil Certified Cybersecurity Technician Sample Questions (Q41-Q46):

NEW QUESTION # 41

Karter, a security professional, deployed a honeypot on the organization's network for luring attackers who attempt to breach the
network. For this purpose, he configured a type of honeypot that simulates a real OS as well as the applications and services of a
target network. Furthermore, the honeypot deployed by Karter only responds to pre-configured commands.

Identify the type of Honeypot deployed by Karter in the above scenario.

A. Medium-interaction honeypot
B. High-interaction honeypot

C. Low-interaction honeypot

D. Pure honeypot

Answer: C

Explanation:

A low-interaction honeypot is a type of honeypot that simulates a real OS as well as the applications and services of a target
network, but only responds to pre-configured commands. It is designed to capture basic information about the attacker, such as
their [P address, tools, and techniques. A low-interaction honeypot is easier to deploy and maintain than a high-interaction honeypot,
which fully emulates a real system and allows the attacker to interact with it. A pure honeypot is a real system that is intentionally
vulnerable and exposed to attackers. A medium+interaction honeypot is a type of honeypot that offers more finctionality and
nteractivity than a low-interaction honeypot, but less than a high-interaction honeypot.

NEW QUESTION # 42

As the director of cybersecurity for a prominent financial Institution, you oversee the security protocols for a vast array of digital
operations. The institution recently transitioned to a new core banking platform that integrates an artificial intelligence (Al)-based
fraud detection system. This system monitors real-time transactions, leveraging pattern recognition and behavioral analytics.

A week post-transition, you are alerted to abnormal behavior patterns in the Al system. On closer examination, the system is
mistakenly flagging genuine transactions as fraudulent, causing a surge in false positives. This not only disrupts the customers' banking
experience but also strains the manual review team. Preliminary investigations suggest subtle data poisoning attacks aiming to
compromise the Al's training data, skewing its decision-making ability. To safeguard the Al-based fraud detection system and
maintain the integrity of your financial data, which of the following steps should be your primary focus?

¢ A Liaise with third-party cybersecurity firms to conduct an exhaustive penetration test on the entire core banking platform,
focusing on potential data breach points.

¢ B. Collaborate with the Al development team to retrain the model using only verified transaction data and implement real time
monitoring to detect data poisoning attempts.

¢ (. Migrate back to the legacy banking platform until the new systemis thoroughly vetted and all potential vulnerabilities are
addressed.

¢ D. Engage in extensive customer outreach programs, urging themto report any discrepancies in their transaction records, and
manually verifying flagged transactions.

Answer: B

Explanation:

To address the issue of the Al-based fraud detection system flagging genuine transactions as fraudulent due to data poisoning, the
primary focus should be on:

* Retraining the Al Model:

* Verified Data: Use only verified, clean transaction data to retrain the model. This helps to eliminate any compromised data that
might be skewing the Al's decision-making process.

* Model Integrity: Ensure the integrity of the training data to prevent future data poisoning attempts.

* Real-Time Monitoring;

* Detection Systens: Implement real-time monitoring to detect any attenpts at data poisoning as they happen. This nvolves setting
up alerts for abnormal patterns that could indicate malicious

* activity.

* Continuous Learning; Integrate continuous learning systems that can adapt and respond to new threats in real-time, ensuring the Al
system remains robust against evolving attack vectors.

References:



* NIST guidelines on Al and data integrity:NIST Al
* Research on data poisoning and mitigation techniques:IEEE Xplore

NEW QUESTION # 43

Johnson, an attacker, performed online research for the contact details of reputed cybersecurity firms. He found the contact number
of sibertech.org and dialed the number, claiming hinself to represent a technical support team froma vendor. He warned that a
specific server is about to be compromised and requested sibertech.org to follow the provided instructions. Consequently, he
prompted the victimto execute unusual commands and install malicious files, which were then used to collect and pass critical
Information to Johnson's machine. What is the social engineering technique Steve employed in the above scenario?

A. Phishing

B. Elicitation

C. Diversion theft
D. Quid pro quo

Answer: D

Explanation:

Quid pro quo is the social engineering technique that Johnson employed in the above scenario. Quid pro quo is a social engineering
method that nvolves offering a service or a benefit in exchange for information or access. Quid pro quo can be used to trick victims
into believing that they are receiving help or assistance from a legitimate source, while in fact they are compromising their security or
privacy. In the scenario, Johnson performed quid pro quo by claiming himself to represent a technical support team from a vendor
and offering to help sibertech.org with a server issue, while in fact he prompted the victim to execute unusual commands and nstall
malicious files, which were then used to collect and pass critical information to Johnson's machine.

If you want to learn more about social engineering techniques, you can check out these resources:

*[1] A guide to different types of social engineering attacks and how to prevent them:
[httpss//www.csoonline.convarticle/2124681/what-is-social-engineering html]

* [2] A video that explains how quid pro quo works and how to avoid falling for it:

[httpss//www.youtube.com/watch?v=3 Yy0gZ9xw8g]

* [3] A quiz that tests your knowledge of social engineering techniques and scenarios:
[httpss//www.proprofs.conmv/quiz-school/story.php?title=social-engineering-quiz]

NEW QUESTION # 44

Nicolas, a computer science student, decided to create a guest OS on his laptop for different lab operations. He adopted a
virtualization approach in which the guest OS will not be aware that it is running in a virtualized environment. The virtual machine
manager (VMM) will directly interact with the computer hardware, translate commands to binary instructions, and forward themto
the host OS.

Which of the following virtualization approaches has Nicolas adopted in the above scenario?

A. Full virtualization

B. Hybrid virtualization

C. Hardware-assisted virtualization
D. OS-assisted virtualization

Answer: C

Explanation:

Hardware-assisted virtualization is a virtualization approach in which the guest OS will not be aware that it is running in a virtualized
environment. The virtual machine manager (VMM) will directly interact with the computer hardware, translate commands to binary
mstructions, and forward themto the host OS. Hardware-assisted virtualization relies on special hardware features in the CPU and
chipset to create and manage virtual machines efficiently and securely34. Full virtualization is a virtualization approach in which the
guest OS will not be aware that it is running in a virtualized environment, but the VMM will run in software and enulate all the
hardware resources for each virtual machineS. Hybrid virtualization is a virtualization approach that combines hardware-assisted and
full virtualization techniques to optimize performance and compatibility6. OS-assisted virtualization is a virtualization approach in
which the guest OS will be modified to run in a virtualized environment and cooperate with the VMM to access the hardware
resources



NEW QUESTION # 45

Nicolas, a computer science student, decided to create a guest OS on his laptop for different lab operations. He adopted a
virtualization approach in which the guest OS will not be aware that it is running in a virtualized environment. The virtual machine
manager (VMM) will directly interact with the computer hardware, translate commands to binary instructions, and forward them to
the host OS.

Which of the following virtualization approaches has Nicolas adopted in the above scenario?

A. Full virtualization

B. Hybrid virtualization

C. Hardware-assisted virtualization
D. OS-assisted virtualization

Answer: C

Explanation:

Hardware-assisted virtualization is a virtualization approach in which the guest OS will not be aware that it is running in a virtualized
environment. The virtual machine manager (VMM) will directly interact with the computer hardware, translate commands to binary
instructions, and forward them to the host OS. Hardware-assisted virtualization relies on special hardware features in the CPU and
chipset to create and manage virtual machines efficiently and securely. Full virtualization is a virtualization approach in which the guest
OS will not be aware that it is running in a virtualized environment, but the VMM will run in software and emulate all the hardware
resources for each virtual machine. Hybrid virtualization is a virtualization approach that combines hardware-assisted and full
virtualization techniques to optimize performance and compatibility.

OS-assisted virtualization is a virtualization approach in which the guest OS will be modified to run in a virtualized environment and
cooperate with the VMM to access the hardware resources.

NEW QUESTION # 46

The Certified Cybersecurity Technician (212-82) certification exam is one of the hottest and most industrial-recognized credentials
that has been inspiring beginners and experienced professionals since its beginning. With the 212-82 certification exam successful
candidates can gain a range of benefits which include career advancement, higher earning potential, industrial recognition of skills and
job security, and more career personal and professional growth.
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