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CompTIA Linux+ Certification Exam Sample Questions (Q33-Q38):
NEW QUESTION # 33 
A systems administrator changed the file permissions on the myfile file:
$ sudo chmod g+w myfile
$ ls -l myfile
-rwxrwxr-x 1 admin editors C 2022-10-13 10:45 myfile
Then the administrator added an existing user test to the editors group:
$ sudo usermod -aG editors test
However, the user test is still unable to edit the file. Which of the following solutions will fix this issue?
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A. In order to edit the file, additional permissions are required that the user test does not have.
B. The group for the user test needs to be reloaded by running sudo source /etc/group.
C. The user test needs to log out and log back in before editing the myfile file.
D. The file is only writable by the root user, and the user test needs root permissions.

Answer: C

Explanation:
Group membership is only applied at login time. Having added "test" to the editors group, they must log out and log back in before
the new group permissions take effect.

NEW QUESTION # 34 
Which of the following utilities supports the automation of security compliance and vulnerability management?

A. Nmap
B. SELinux
C. AIDE
D. OpenSCAP

Answer: D

Explanation:
OpenSCAP is a framework that automates security compliance checking and vulnerability management by using standardized
security content (SCAP). It helps administrators enforce policies and detect vulnerabilities.

NEW QUESTION # 35 
A DevOps engineer made some changes to files on a local repository. The engineer realizes that the changes broke the application
and the changes need to be reverted back. Which of the following commands is the best way to accomplish this task?

A. git rebase
B. git reset
C. git pull
D. git stash

Answer: B

Explanation:
The git reset command reverts changes in the local repository to a previous commit, effectively discarding the problematic
modifications and restoring the application to a working state.

NEW QUESTION # 36 
Which of the following is a reason multiple password changes on the same day are not allowed?

A. To enforce using multifactor authentication with stronger encryption algorithms instead of passwords
B. To avoid brute-forced password attacks by making them too long to perform
C. To stop users from circulating through the password history to return to the originally used password
D. To increase password complexity and the system's security

Answer: C

Explanation:
Restricting multiple password changes in one day prevents users from cycling through password changes just to reuse an old
password, thereby enforcing stronger security practices.

NEW QUESTION # 37 
A systems administrator needs to open the DNS TCP port on a Linux system from network
10.0.0.0/24. Which of the following commands should the administrator use for this task?



A. ufw allow dns/tcp to 10.0.0.0/24
B. ufw allow 53/tcp from 10.0.0.0/24
C. ufw enable 53/tcp from 10.0.0.0/24
D. ufw disable from 10.0.0.0/24

Answer: B

Explanation:
The ufw allow 53/tcp from 10.0.0.0/24 command explicitly opens TCP port 53 (DNS) for connections coming from the
10.0.0.0/24 network, which is the correct way to configure this firewall rule.

NEW QUESTION # 38
......
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