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Google Cloud Certified - Professional Cloud Security Engineer Exam Sample
Questions (Q41-Q46):

NEW QUESTION # 41

A website design company recently migrated all custorrer sites to App Engine. Some sites are still in progress and should only be
visible to customers and company employees from any location.

Which solution will restrict access to the in-progress sites?

¢ A Create an App Engine firewall rule that allows access from the customer and employee networks and denies all other
traffic.

e B. Enable Cloud Identity- Aware Proxy (IAP), and allow access to a Google Group that contains the customer and employee
user accounts.

¢ C. Upload an .htaccess file containing the customer and employee user accounts to App Engine.

e D. Use Cloud VPN to create a VPN connection between the relevant on-premises networks and the company's GCP Virtual
Private Cloud (VPC) network.

Answer: B

Explanation:
https://cloud.google.conviap/docs/concepts-overview#when to use iap

NEW QUESTION # 42
Your company is storing sensitive data in Cloud Storage. You want a key generated on-premises to be used in the encryption

process.
‘What should you do?

A. Use the Cloud Key Management Service to manage a data encryption key (DEK).
B. Use customer-supplied encryption keys to manage the data encryption key (DEK).
C. Use the Cloud Key Management Service to manage a key encryption key (KEK).
D. Use customer-supplied encryption keys to manage the key encryption key (KEK).

Answer: B

Explanation:

This is a Customer-supplied encryption keys (CSEK). We generate our own encryption key and manage it on- premises. A KEK
never leaves Cloud KMS. There is no KEK or KMS on-premises. Encryption at rest by default, with various key management
options httpsz//cloud.google.comysecurity/encryption-at-rest Reference: https//cloud.google.convsecurity/encryption-at-rest/default-
encryption/

NEW QUESTION # 43

You will create a new Service Account that should be able to list the Compute Engine instances in the project. You want to follow
Google-recommended practices.

‘What should you do?

A. Give the Service Account the role of Compute Viewer, and use the new Service Account for all instances.

B. Give the Service Account the role of Project Viewer, and use the new Service Account for all instances.

C. Create a custom role with the permission compute. instances.list and grant the Service Account this role.

D. Create an Instance Template, and allow the Service Account Read Only access for the Compute Engine Access Scope.

Answer: D

NEW QUESTION # 44

Your company's new CEO recently sold two of the company's divisions. Your Director asks you to help migrate the Google Cloud
projects associated with those divisions to a new organization node. Which preparation steps are necessary before this migration
occurs? (Choose two.)

¢ A. Remove all project-level custom Identity and Access Management (1AM) roles.



B. Identify nherited Identity and Access Management (1 AM) roles on projects to be migrated.

C. Create a new folder for all projects to be migrated.

D. Disallow inheritance of organization policies.

E. Remove the specific migration projects fromany VPC Service Controls perimeters and bridges.

Answer: B,C

Explanation:

Explanation

https/cloud.google.com/resource-manager/docs/project-migration#plan_policy When you migrate your project, it will no longer
nhertt the policies fromits current place in the resource hierarchy, and will be subject to the effective policy evaluation at its
destination. We recommend making sure that the effective policies at the project's destination match as much as possible the policies
that the project had in its source location.
https/cloud.google.com/resource-manager/docs/project-migratior#import_export folders Policy inheritance can cause unintended
effects when you are migrating a project, both in the source and destination organization resources. You can mitigate this risk by
creating specific folders to hold only projects for export and import, and ensuring that the same policies are inherited by the folders in
both organization resources. You can also set permissions on these folders that will be inherited to the projects moved within them,
helping to accelerate the project migration process.

NEW QUESTION # 45

Your organization enforces a custom organization policy that disables the use of Compute Engne VM instances with external [P
addresses.1 However, a regulated business unit requires an exception to temporarily use external IPs for a third-party audit process.
The regulated business workload must comply with least privilege principles and mmimize policy drift. You need to ensure secure
policy management and proper handling. What should you do?

e A. Apply the custom organization policy at the organization level to restrict external IPs. Move the regulated business
workload to a separate folder. Override the policy at that folder level.

¢ B. Create a folder. Apply the restrictive organization policy for non-regulated business workloads i the folder. Place the
regulated business workload in that folder.

e C. Apply the restrictive organization policy at the organization level. Create an IAM custom role with permissions to bypass
organization policies. Assign the customrole to the regulated business team for the specific project.

¢ D. Modify the custom organization policy at the organization level to allow external IPs for all projects.
Configure VPC firewall rules to restrict egress traffic except for the regulated business workload.

Answer: A

Explanation:

The Google Cloud Resource Hierarchy is designed to allow inheritance with the ability to override policies at lower levels (Folders
or Projects).2 This is the standard way to handle exceptions for specific business units without weakening the security posture of the
entire organization.

According to Google Cloud Documentation (Understanding Hierarchy Evaluation):

"By default, organization policies are inherited by the descendants of the resource on which the policy is enforced. However, you can
explicitly override a policy on a child resource (Folder or Project) by setting a new policy that either adds to or replaces the inherited
values.3 This allows for granular control and exception handling," Why this is the correct approach:

* Isolation: By moving the workload to a specific folder, you isolate the exception.

* Least Privilege: Only the resources within that folder gain the exception; the rest of the organization remains protected by the
constraints/compute. vimExternallpAccess constraint.

* No "Bypass" Role: There is no standard IAM role that allows a user to "bypass" an Org Policy (Option A). Policies are enforced
at the API level regardless of user roles.

* Auditability: Having a specific folder with an override makes it easy for auditors to see exactly where and why an exception exists.
Reference:

Google Cloud Documentation: "Creating and managing organization policies” (https/cloud.google.com
/resource-manager/docs/organization-policy/creating-managing-policies).

Google Cloud Security Engineer Study Guide: Chapter 2 - Resource Management.

NEW QUESTION # 46
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