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¢ Dissemination and Reporting of Intelligence: In this section, the exam emphasizes commumication skills for
candidates who will recognize the qualities of effective commumnication in reporting threat intelligence to their
organizations.

¢ Data Collection and Processing: Targeted at Threat Analysis Managers, this section covers various aspects
of threat mtelligence data collection. Candidates will learn about managing threat mtelligence collection

FH 2 processes, identifying sources and feeds, and acquiring data effectively. They will also explore bulk data

collection techniques, data processing methods, and how to enrich threat data in cloud environments.
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¢ Requirements, Planning, Direction, and Review: This section is aimed at Threat Intelligence Managers and

emphasizes analyzing the organization's current threat landscape. Candidates will engage in requirements
FH 3 analysis to plan an effective threat intelligence program They will learn how to establish management
support and build a competent threat intelligence team to enhance organizational security.

¢ Data Analysis: This topic focuses on enhancing analytical skills for Threat Analysts related to data analysis
= 4 techniques relevant to threat analysis. They will understand the threat analysis process and how to fine-tune
their analysis to improve accuracy and effectiveness in identifying potential threats.

¢ Threat Hunting and Detection: This section measures the skills of Threat Intelligence Managers and covers
=x5 concepts related to proactive threat hunting. Candidates will learn about automation in threat hunting to
enhance detection capabilities within their organizations.

¢ Introduction to Threat Intelligence: This section of the exam measures the skills of Threat Analysts and
Managers and covers findamental concepts of cyber threat ntelligence. Candidates will learn about the
threat intelligence lifecycle and various frameworks that guide the collection and analysis of threat data.
FH 6 They will also explore threat intelligence platforms (TIPs) and how these platforms fimction in cloud
environments. Additionally, candidates will examine future trends in threat intelligence and the importance
of continuous learning in this rapidly evolving field.
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H&P, Inc. is a small-scale organization that has decided to outsource the network security monitoring due to lack of resources in the
organization. They are looking for the options where they can directly incorporate threat intelligence into their existing network
defense solutions.

Which of'the following is the most cost-effective methods the organization can employ?

A. Recruit data management solution provider

B. Look for an individual within the organization

C. Recruit the right talent

D. Recruit managed security service providers (MSSP)

He:. D

Y.

For H&P, Inc., a small-scale organization looking to outsource network security monitoring and incorporate threat intelligence into
their network defenses cost-effectively, recruiting a Managed Security Service Provider (MSSP) would be the most suitable option.
MSSPs offer a range of services including network security monitoring, threat ntelligence, incident response, and compliance
management, often at a lower cost than maintaining an in-house security team. This allows organizations to benefit from expert
services and advanced security technologies without the need for significant resource nvestment.

References:

"The Benefits of Managed Security Services," by Gartner

"How to Choose a Managed Security Service Provider (MSSP)," by CSO Online

HEE#79
Karry, a threat analyst at an XYZ organization, is performing threat intelligence analysis. During the data collection phase, he used a
data collection method that involves no participants and is purely based on analysis and observation of activities and processes going
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on within the local boundaries of the organization.
Identify the type data collection method used by the Karry.

A. Active data collection
B. Exploited data collection
C. Raw data collection

D. Passive data collection
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EE #80

Walter and Sons Company has faced major cyber attacks and lost confidential dat a. The company has decided to concentrate
more on the security rather than other resources. Therefore, they hired Alice, a threat analyst, to perform data analysis. Alice was
asked to perform qualitative data analysis to extract useful information from collected bulk data.

Which of'the following techniques will help Alice to perform qualitative data analysis?

A. Finding links between data and discover threat-related information

B. Regression analysis, variance analysis, and so on

C. Brainstorming, interviewing, SWOT analysis, Delphi technique, and so on

D. Numerical calculations, statistical modeling, measurement, research, and so on.
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HE #81

Jian is a member of the security team at Trinity, Inc. He was conducting a real-time assessment of system activities in order to
acquire threat mtelligence feeds. He acquired feeds from sources like honeynets, P2P monitoring, infrastructure, and application logs.
Which of the following categories of threat intelligence feed was acquired by Jian?

A. External intelligence feeds
B. CSV data feeds

C. Proactive surveillance feeds
D. Internal intelligence feeds

HEe. D
EE#82

What is the correct sequence of steps involved in scheduling a threat intelligence program?
1. Review the project charter

2. Identify all deliverables

3. Identify the sequence of activities

4. Identify task dependencies

5. Develop the final schedule

6. Estimate duration of each activity

7. Identify and estimate resources for all activities

8. Define all activities

9. Build a work breakdown structure (WBS)

A 1-->2-->3-->4-->5-->6-->9-->8-->7
B. 1-->0-->2-->8-->3-->7-->4-->6-->5
C. 1--32-->3-->4-->5->6-->7-->8-->9
D. 3-->4-->5-->2-->]-->0-->8-->7-->6

He:. B
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The correct sequence for scheduling a threat intelligence program involves starting with the foundational steps of defining the project
scope and objectives, followed by detailed planning and scheduling of tasks. The sequence starts with reviewing the project charter
(1) to understand the project's scope, objectives, and constraints. Next, building a Work Breakdown Structure (WBS) (9) helps in



organizing the team's work into manageable sections. Identifying all deliverables (2) clarifies the project's outcomes. Defining all
activities (8) nvolves listing the tasks required to produce the deliverables. Identifying the sequence of activities (3) and estimating
resources (7) and task dependencies (4) sets the groundwork for scheduling. Estimating the duration of each activity (6) is critical
before developing the final schedule (5), which combines all these elements into a comprehensive plan. This approach ensures a
structured and methodical progression from project initiation to execution.References:

*"A Guide to the Project Management Body of Knowledge (PMBOK Guide)," Project Management Institute

* "Cyber Intelligence-Driven Risk," by Intel471
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