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¢ Real Time Response (RTR): This domain covers RTR technical capabilities, administrative settings,
T | connecting to hosts, using RTR commands for remediation, utilizing custom scripts, setting up workflows,

and reviewing audit logs.

¢ Detection Analysis: This domain covers analyzing and triaging detections in Falcon, including interpreting
EN 0 dashboards, endpoint detections, contextual data, process views, prevalence, IOCs, and implementing
hash management actions like blocking, allowlisting, and exclusions.
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¢ Event Search: This domain focuses on performing advanced event searches from detections, refining
FRE3 searches using event actions, and distinguishing between commonly used event types.

B ¥ ] CrowdStrike CCFR CCFR-201b % & % 3 H & (Q67-Q72):

R #67
Administrators can define their own criteria for alerts. Which of'the following is an example of a custom detection within the Falcon
platform?

A. Overwatch Managed Detections
B. Sensor-based Malware Detections
C. Blacklisted Hashes

D. Behavioral IOA Detections

ZER: C

P& #68
Host Search is a powerful investigation tool. From which of the following sources is a responder most likely to pivot directly to a

Host Search?

A. The help documentation in the Support portal.

B. A global intelligence report about a new adversary.

C. A specific detection that occurred on a particular host.
D. The main settings menu of the Falcon console.

ER: C

P E #69
Which of the following statements about the 'Detection Activity' report is FALSE?

A. Tt can be filtered by host name or severity.

B. Clicking on a ProcessID value within the report pivots to a pre-populated Event Search.
C. It provides a summary of all alerts over a selected time period.

D. The report can be exported to a CSV file.

EX: B

=8 #70
During the configuration of a new IOA rule, the admmistrator must decide what action the sensor should take.
Which of'the following is NOT a valid IOA rule action?

A. No Action
B. Monitor

C. Kill Process
D. Block

ER: A

PR #71
A responder needs to find a specific sequence of network connections that did not trigger a detection. Which search tool allows

them to search for anything within the raw telemetry?

e A Hash Search
e B. Event Search



C. Host Search
D. User Search
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