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Microsoft Security Operations Analyst Sample Questions (Q294-Q299):

NEW QUESTION # 294

You have two Azure subscriptions that use Microsoft Defender for Cloud.

You need to ensure that specific Defender for Cloud security alerts are suppressed at the root management group level. The solution
must minimize administrative effort.

What should you do in the Azure portal?

A. Create an Azure Policy assignment.

B. Modify the Workload protections settings in Defender for Cloud.
C. Create an alert rule in Azure Monitor.

D. Modify the alert settings in Defender for Cloud.

Answer: D

Explanation:

You can use alerts suppression rules to suppress false positives or other unwanted security alerts from Defender for Cloud.
Note: To create a rule directly in the Azure portal:

1. From Defender for Cloud's security alerts page:

Select the specific alert you don't want to see anymore, and from the details pane, select Take action.
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Or, select the suppression rules link at the top of the page, and from the suppression rules page select Create new suppression rule:
2. In the new suppression rule pane, enter the details of your new rule.

Your rule can dismiss the alert on all resources so you don't get any alerts like this one in the future.

Your rule can dismiss the alert on specific criteria - when it relates to a specific [P address, process name, user account, Azure
resource, or location.

3. Enter details of the rule.

4. Save the rule.

NEW QUESTION # 295

You have an Azure subscription named Subl and a Microsoft 365 subscription. Subl is linked to an Azure Active Directory (Azure
AD) tenant named contoso.com

You create an Azure Sentinel workspace named workspacel. In workspacel, you activate an Azure AD connector for
contoso.comand an Office 365 connector for the Microsoft 365 subscription.

You need to use the Fusion rule to detect multi-staged attacks that include suspicious sign-ins to contoso.com followed by
anomalous Microsoft Office 365 activity.

‘Which two actions should you perform? Each correct answer present part of the solution. create a KQL query that will i create a
KQL query that will i NOTE: Each correct selection is worth one point.

A. Create a Microsoft Cloud App Security connector.

B. Create a Microsoft incident creation rule based on Azure Security Center.
C. Create an Azure AD Identity Protection connector.

D. Create customrule based on the Office 365 connector templates.

Answer: C,D

Explanation:

Explanation

To use the Fusion rule to detect multi-staged attacks that include suspicious sign-ins to contoso.com followed by anomalous
Microsoft Office 365 activity, you should perform the following two actions:

Create an Azure AD Identity Protection connector. This will allow you to monitor suspicious activities in your Azure AD tenant and
detect malicious sign-ins.

Create a customrule based on the Office 365 connector templates. This will allow you to monitor and detect anomalous activities in
the Microsoft 365 subscription.

Reference: https:/docs.microsoft.com/en-us/azure/sentinel/fusion-rules

NEW QUESTION # 296

You plan to connect an external solution that will send Common Event Format (CEF) messages to Azure Sentinel.

You need to deploy the log forwarder.

Which three actions should you perform in sequence? To answer, move the appropriate actions form the list of actions to the answer
area and arrange themin the correct order.

Actions Answer Area

Deploy an OMS Gateway on the network.

Set the syslog daemon to forward the events
directly to Azure Sentinel.

Configure the syslog daemon. Restart the syslog

daemon and the Log Analytics agent. @

Download and install the Log Analvtics agent.

Set the Log Analytics agent to listen on por25226
and forward the CER/messages ta Azute Senlinel.




Explanation:

Answer Area

Doypload and;install the Log Analytics agent.

Set the Log Analylics agent...

Configure the syslon deamon...

1 - Download and install the Log Analytics agent.
2 - Set the Log Analytics agent...

3 - Configure the syslon deamon...

Reference:

httpsz/docs.microsoft.conven-us/azure/sentinel/connect-cef-agent?tabs=rsyslog

NEW QUESTION # 297

You are mvestigating an incident by using Microsoft 365 Defender.

You need to create an advanced hunting query to detect failed sign-in authentications on three devices named CFOLaptop,

CEOLaptop, and COOLaptop.

How should you conplete the query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Values

AnEWer

Mlcrosoft

| project LogonFailures=count ()

| summarize LogonFailures=count ()
by DeviceName, LogonType

| where ActionType ==
FailureReason

| where DeviceName in (“CFOLaptop,
“CEOLaptop”, “COOLaptop™)

ActionType == “LogonFailed”

Answer:

Explanation:

and



Values Answer Area

| project LogonFailures=count () | summarize LogonFailures=count ()
1by DeviceName, LogonType

| summarize LogonFailures=count ()|| || where De&viceName in (“CFOLaptop,

by DeviceName, LogonType “CEOLaptop”, “COOLaptop”)

| where ARctionType == | where ActionType == and
FailureReason FailureReason

| where DeviceName in (“CFOLaptop,

ActionType == “LogonFailed”
“CEOLaptop”, “COOLapteb™)

ActionType == “LogonFailed” |

ahdicreeadd

NEW QUESTION # 298

You have on-premises servers that run Windows Server.

You have a Microsoft Sentinel workspace named SW1. SW1 is configured to collect Windows Security log entries from the servers
by using the Azure Monitor Agent data connector.

You plan to limit the scope of collected events to events 4624 and 462S only.

Youneed to use a PowerShell script to validate the syntax of the filter applied to the connector.

How should you conplete the script? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Angwer Area
sevents = ' [ Secunityl®[System|{EventiD=4624 or Event/Di=4625]]] -]
B[Log="%ecunty" Event Type="Syitem" bventiD="4624" EventiD="4625"
4624 EveniiD> < EventiD> 4625 « /EventiD» «
Get-HWinEvent -LogWame ‘“Security’ [ FtarXPath 'Ill'-'ﬂ'“
FilterHashtatle
'Microsoft
Answer:
Explanation:
Answer Area
sevents = ' | Security!*[System|(EventiD=4624 or Event!D=4625)]] v |
@|Log="Security";EventType="System";Event|D="4624";EventiD="4625"
<Security > <System > <EventiD>4624 </EventiD> <EventlD > 4625 < /EventlD > < /System > < /Security>
Security!*|System{(EventiD =462 4 0nEventiD=4625)]|
Get-WinEvent -LogName 'Security’ | EilterXPath "’l fevents
. . -filterHashtable
Microsoft . Ogkxemay
[] L rieooun ]
Explanation:
Answer Area X W F Microsoft
fevents = ' Security!*[System[(EventiD= 4624‘&"'@‘1*" JGZS}]I -
Get-WinEvent -LogName 5:~cur1q ‘gfﬁw ¥  Sevents
NEW QUESTION # 299
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