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FNEy 23 o This section addresses managing FortiSwitch via FortiManager over FortiLink, implementing zero-touch

provisioning, configuring VLANSs, ports, and trunks, and setting up FortiExtender and FortiAP devices.

e This section covers configuring quarantine mechanisis, managing FortiAlOps, troubleshooting FortiGate
ey 7 4 communication with FortiSwitch and FortiAP, and using monitoring tools for wireless connectivity.

FEw 26 o Central Management:
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B #94
Refer to the exhibit.

LDAP Server configuration

Name Training-Lab
Server IP/Name 10.0.1.10
Server Port 389

Common Name Identifer sAMAccountName

Distinguished Name CN=Users, DC*training. DC =lab Browse

Exchange server >»

Bind Type Simple Anonymous

Username CN¥Administrator, CN=Users,DC=train

Password ssnsncse Change

Secure Connection » "

Connection status ® Successful CN=Administrator CN=Users DC=trainingAD.DC=training. DC=lab

Test Conneclivity

T R Gr Ot

The exhibit shows an LDAP server configuration with the Username setting has been expanded to display its full content.

The administrator has configured the LDAP settings on FortiGate and is troubleshooting for authentication issues.

As part of the troubleshooting steps, the administrator runs the command dsquery user -samid student on the Windows Active
Directory (AD) server with an [P address 10.0.1.10 and received the output CN=student, CN=Users, DC=traningAD,
DC=training, DC=lab.

Based on the dsquery output, which LDAP setting on FortiGate is misconfigured?

A. The Bind Type is incorrectly configured, preventing FortiGate from connecting to the LDAP server.
B. Sever IP/Name is misconfigured so FortiGate can't reach the LDAP server.

C. The Distinguished N setting is incorrectly configured, causing issues with user authentication.

D. The Common Name Identifier is incorrectly set, causing authentication failures.

IEf: C

fEEH s

The Distinguished Name (DN) is misconfigured. In the FortiGate LDAP settings, it is set as CN=Users,DC=trainng, DC=lab, but
the dsquery output shows the correct DN path should include DC=trainingAD (CN=Users, DC=trainingAD,DC=training, DC=lab).
Because of this mismatch, FortiGate cannot properly search for or authenticate AD users.
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Why is it critical to maintain NTP synchronization between FortiGate and FortiSwitch when FortiLink is configured?

¢ A To ensure accurate time for logs, authentication, and event correlation

® B. To allow FortiSwitch to finction in standalone mode if FortiGate becomes unavailable
¢ C. To facilitate synchronization of firmware updates across devices

e D. To allow FortiSwitch to communicate with other FortiSwitche devices in the network.

EfE: A

fiE L.

FortiGate and FortiSwitchimust share synchronized timewhen operating in FortiLink mode.
Documented reasons in FortiOS:

Accurate time synchronization is required for logs, authentication events, and fabric correlations.
Why it's critical:

802.1X EAP and RADIUS timestamp validation

NAC policy enforcement timestamps

Certificate validation

Log correlation in Security Fabric / FortiAnalyzer

B #96
Refer to the exhibits.

SSID Profiles

O CompanyPrinters Guest-01 Tunnel WPA2 Personal
O Employees-Red Student01 Local Bridge WPA2 Enterprise
O Guest-CorpPort fortinet Tunnel WPA2 Personal
O PSK fortinet Tunnel WPA2 Personal




AP Profile

Platform FAP231F -
Dedicated Scan @ >

s Ot @ ] o s

Country / Region United States -
FortAP Configuration Profile »

U— s | TR 5 erov

Admanstrative Access [ HTTPS [ snmp [ ssH

Client Load Balancing [ Frequency Handoff ) AP Handoff

Bluetooth Profile >

802.1X Authentication >

s=:RTINET)

Radio 1 a
WIDS Profile >
Radio Resource Provision >
Band 24CHZ | Click to select
Channel Width
Transmit Power Mode Percent
@TthmbdﬂMbyMﬂyi?mmmpﬁmm
available power determined by region and FortiAP device.
dBm
omuquad&nvu
Auto
O&(;rmdﬂtnvd\ma\dhmbmmﬁuh.
Transmit Power 100 %
SSID!° Tulnd-w
Monitor Channel Utilization L =}

A set of SSID profiles has been configured on FortiManager, and an AP profile has been assigned to a group of AP managed by
FortiGate. However, none of the designated SSIDs are being broadcast by these APs.
‘Which configuration change is required to make the APs broadcast these SSIDs as ntended?

e A. Set the Transmit Power Mode to Auto.

¢ B. Choose Manual in the SSIDs setting and select the SSIDs to broadcast.

e C. Change the AP profile to use a platform that supports the configured mix of SSIDs.

e D. Adjust the AP profile to ensure all SSIDs are configured in a supported mode, either bridge or tunnel, but not a mix of
both.

IEf#: B

fEEL:

The AP profile is currently set to broadcast SSIDs based on mode selection rather than explicit SSID assignment. To make the
mntended SSIDs available on the APs, you must switch the SSIDs setting to Manual and then select the specific SSID profiles that
should be advertised by that AP profile.

B #97
Refer to the exhibits.



FortiGate Security Fabric widget

@

Fortidnadyser Lingging

100.1.210

Security Fabric Automation Stitch

L% Actrenation 1918

Examine the FortiGate configuration, FortiAnalyzer logs, and FortiGate widget shown in the exhibits.

Security Fabhc quarantine automation has been configured to isolate compromised devices automatically. FortiAnalyzer has been
added to the Security Fabric, and an autormation stitch has been configured to quarantine compromised devices.

To test the setup, a device with the IP address 10.0.2.1 that is connected through a managed FortiSwitch attenpts to access a
malicious website. The logs on FortiAnalyzer confirm that the event was recorded, but the device does not appear in the FortiGate
quarantine widget.

Which two reasons could explain why FortiGate is not quarantining the device? (Choose two.)

A. The I0C action should include only the FortiSwitch in the quarantine.

B. The threat detection services license is missing or invalid under FortiAnalyzer.

C. The malicious website is not recognized as an indicator of compromise (IOC) by FortiAnalyzer.
D. The SSL inspection should be set to deep-Inspection

Ef#: B. C
fiE L

In this scenario:

FortiGate + FortiAnalyzer are part of theSecurity Fabric

AnAutomation Stitchis configured:

Trigger:Compromised Host - High(IOC from FortiAnalyzer)

Action:Quarantine on FortiSwitch + FortiAP

A test device10.0.2. 1visits a malicious website.

FortiAnalyzer logs show the event, butFortiGate does NOT quarantine the device.

This means theautomation did not receive an IOC trigger, OR theFabric did not classify it as a compromise.
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In a Windows environment using AD machine authentication, how does FortiAuthenticator ensure that a previously authenticated
device is maintaining its network access once the device resumes operating after sleep or hibernation?

A. It uses machine authentication based on the device IP address.

B. It caches the MAC address of authenticated devices for a configurable period of time.
C. It temporarily assigns the device to a guest VLAN until full reauthentication is completed.
D. It sends a wake-on-LAN packet to trigger reauthentication.

Ef#: B

TR

WithAD machine authenticationvia FortiAuthenticator:

* When a machine successfully authenticates, FortiAuthenticator records:

* Machine account / identity

* MAC addressof'the device

* Associated IP and session info

To handle sleep/hibernation:

* FortiAuthenticator keeps acache of authenticated MAC addressesfor a configured timeout.
* When the device wakes up and sends traffic again, FortiAuthenticator/FSSO can still treat it as authenticated as long as its MAC
is in cache, so access is maintained without forcing a full machine re- auth immediately.

This matches optionD.

* A(guest VLAN) is not the standard behavior here.

* B(WoL) is unrelated.

* C(IP-based) would break as IPs can change; MAC-based caching is what's used.
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