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HP Aruba Certified Network Security Professional Exam Sample Questions
(Q120-Q125):
NEW QUESTION # 120 
A company already uses HPE Aruba Networking ClearPass Policy Manager (CPPM) as the RADIUS server for authenticating
wireless clients with 802.1X. Now you are setting up 802.1X on AOS-CX switches to authenticate many of those same clients on
wired connections. You decide to copy CPPM's wireless 802.1X service and then edit it with a new name and enforcement policy.
What else must you change for authentication to work properly?

A. Authentication methods
B. Service rules
C. Role mapping policy
D. Authentication source

Answer: B

Explanation:
* 802.1X Service Rules:
* Service rules define the criteria for when a specific service applies (e.g., wireless vs. wired authentication).
* For wired 802.1X authentication to work properly, the service rules need to differentiate between wireless and wired connections.
* If you copy the wireless service, the rules likely still match wireless-specific criteria. These must be updated to include wired-
specific conditions (e.g., NAS IP or port types).
* Option Analysis:
* Option A (Role mapping policy): Role mapping policies determine user roles based on attributes but are not critical for
differentiating wired vs. wireless.
* Option B (Authentication methods): Authentication methods (e.g., EAP) remain the same for both wireless and wired 802.1X.
* Option C (Authentication source): Authentication sources (like AD or internal database) do not need to change.
* Option D (Service rules): Correct. Updating the service rules ensures the new 802.1X service applies specifically to wired
connections.

NEW QUESTION # 121 
A company needs you to integrate HPE Aruba Networking ClearPass Policy Manager (CPPM) with HPE Aruba Networking
ClearPass Device Insight (CPDI).
What is one task you should do to prepare?

A. Configure WMI, SSH, and SNMP external accounts for device scanning on CPPM.
B. Install the root CA for CPPM's HTTPS certificate as trusted in the CPDI application.
C. Collect a Data Collector token from HPE Aruba Networking Central.
D. Enable Insight in the CPPM server configuration settings.

Answer: D

Explanation:
To integrate HPE Aruba Networking ClearPass Policy Manager (CPPM) with HPE Aruba Networking ClearPass Device Insight
(CPDI), one of the necessary tasks is to enable Insight in the CPPM server configuration settings. This configuration allows CPPM
to communicate and share data with CPDI, facilitating the integration and enabling enhanced device profiling and policy enforcement
capabilities.
1.Insight Enablement: Enabling Insight on the CPPM server allows it to leverage the data and capabilities of CPDI, integrating device
profiling information into policy decisions.
2.Data Sharing: This integration ensures that CPPM can receive and use detailed device information from CPDI to make more
informed policy enforcement decisions.
3.Configuration: Properly configuring the server settings to enable Insight ensures seamless communication and data flow between
CPPM and CPDI.

NEW QUESTION # 122 
A company has HPE Aruba Networking gateways that implement gateway IDS/IPS. Admins sometimes check the Security
Dashboard, but they want a faster way to discover if a gateway starts detecting threats in traffic.
What should they do?



A. Set up email notifications using HPE Aruba Networking Central's global alert settings.
B. Set up Webhooks that are attached to the HPE Aruba Networking Central Threat Dashboard.
C. Integrate HPE Aruba Networking ClearPass Device Insight (CPDI) with Central and schedule hourly reports.
D. Use Syslog to integrate the gateways with HPE Aruba Networking ClearPass Policy Manager (CPPM) event processing.

Answer: A

Explanation:
For a faster way to discover if a gateway starts detecting threats in traffic, admins should set up email notifications using HPE Aruba
Networking Central's global alert settings. This setup ensures that the security team is promptly informed via email whenever the
IDS/IPS on the gateways detects any threats, allowing for immediate investigation and response.
1.Email Notifications: By configuring email notifications, admins can receive real-time alerts directly to their inbox, reducing the time
to discover and react to security incidents.
2.Global Alert Settings: HPE Aruba Networking Central's global alert settings allow for customization of alerts based on specific
security events and thresholds, providing flexibility in monitoring and response.
3.Proactive Monitoring: This proactive approach ensures that the security team is always aware of potential threats without the need
to constantly check the Security Dashboard manually.

NEW QUESTION # 123 
You are setting up HPE Aruba Networking SSE to prohibit users from uploading and downloading files from Dropbox. What is part
of the process?

A. Adding a web category that includes Dropbox
B. Deploying a connector that can reach the remote users
C. Installing the HPE Aruba Networking SSE root certificate on clients
D. Deploying a connector that can reach Dropbox

Answer: A

Explanation:
Comprehensive Detailed Explanation
To prohibit users from uploading and downloading files from Dropbox using HPE Aruba Networking SSE (Secure Service Edge),
you need to configure web access policies. This typically involves:
* Adding a web category to the SSE configuration that includes Dropbox.
* The SSE solution uses category-based filtering to block access to specific applications or services, such as Dropbox, based on
their classification.
Other Options:
* B. Installing the SSE root certificate is required for enabling SSL inspection, but this does not directly control access to Dropbox.
* C and D. Deploying a connector is not necessary for this purpose as the enforcement is done via SSE policies, not by directly
interfacing with Dropbox or remote users.
References
* Aruba Networking SSE documentation on web filtering policies.
* HPE Aruba SSE Application Control Best Practices Guide.

NEW QUESTION # 124 
You are setting up user-based tunneling (UBT) between access layer AOS-CX switches and AOS-10 gateways. You have selected
reserved (local) VLAN mode.
Tunneled devices include IoT devices, which should be assigned to:
* Roles: iot on the switches and iot-wired on the gateways
* VLAN: 64, for which the gateways route traffic.
IoT devices connect to the access layer switches' edge ports, and the access layer switches reach the gateways on their uplinks.
Where must you configure VLAN 64?

A. In the iot-wired role and on no physical interfaces
B. In the iot role and the iot-wired role and on no physical interfaces
C. In the iot role and the access switch uplinks
D. In the iot-wired role and the access switch uplinks

Answer: A



Explanation:
Comprehensive Detailed Explanation
In a user-based tunneling (UBT) setup with reserved VLAN mode, VLAN 64 is used for routing traffic at the gateways. Since the
IoT traffic is tunneled to the AOS-10 gateway:
* On the gateways:
* VLAN 64 must be configured in the iot-wired role for routing purposes.
* On the switches:
* VLAN 64 does not need to be configured on the access switch physical uplinks because the IoT traffic is tunneled directly to the
gateway and does not rely on VLAN configurations at the access layer switches.
* Reserved VLAN mode:
* Ensures that traffic is encapsulated within the UBT tunnel, and VLANs like 64 are only relevant at the gateway for routing and
enforcement.
Therefore, the correct configuration is to define VLAN 64 in the iot-wired role on the AOS-10 gateways and not on any physical
interfaces.
References
* Aruba AOS-CX UBT configuration guide.
* Aruba AOS-10 Gateway Role and VLAN Management documentation.

NEW QUESTION # 125
......
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