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18. Frage
What process is required by PCI DSS for protecting card-reading devices at the point-of-sale?

A. Devices are physically destroyed if there is suspicion of compromise.

B. The serial number of each device is periodically verified with the device manufacturer.
C. Device identifiers and security labels are periodically replaced.

D. Devices are periodically inspected to detect unauthorized card skimmers.

Antwort: D

Begriindung;

Requirement9.9.20f PCI DSS v4.0.1 mandates that entitiesregularly inspect POS devicesto detect signs of tampering or skimming,
This includes physical inspections to identify unexpected additions, unauthorized stickers, broken seals, etc.

* Option A:Correct. Regular inspection for skimming/tampering is required.

* Option Bincorrect. There is no mandate for manufacturer serial number verification.

* Option C:ncorrect. PCI DSS does not require routine replacement of device identifiers or labels.

* Option Dincorrect. Devices may be investigated if compromised, but not necessarily destroyed.

19. Frage
Which of the following parties is responsible for completion of the Controls Matrix for the Customized Approach?

A. Only a Qualified Security Assessor (QSA).
B. Card brands or acquirer.

C. Entity being assessed.

D. Either a QSA, AQSA, or PCIP.

Antwort: C

Begrindung;

UnderAppendix D - Customized Approach, it is clearly stated that theentity is responsiblefor completing theControls Matrixand
theTargeted Risk Analysis (TRA). The assessor may assist in completion, but accountability for content lies with the entity.

* Option Adncorrect. QSAs may assist but are not solely responsible.

* Option Bincorrect. This overstates who is responsible; only the entity is ultimately accountable.

* Option C:Correct. The entity being assessed is responsible for completing the Controls Matrix and TRA.

* Option DiIncorrect. Card brands or acquirers are not involved in document creation.

Reference:PCI DSS v4.0.1 - Appendix D: Customized Approach (D.2, D.4).

20. Frage
Viewing of audit log files should be limited to?

A. Individuals with read/write access.

B. Individuals who performed the logged activity.
C. Individuals with a job-related need.

D. Individuals with administrator privileges.

Antwort: C

Begrindung;

Audit Log Access Control:

* PCI DSS Requirement 10.7 restricts access to audit logs to individuals with a job-related need to protect the ntegrity and
confidentiality of the logs.

Rationale for Job-Related Need:

* Limiting access reduces the risk of tampering, accidental modification, or exposure of sensitive nformation.

Invalid Options:

* A:ndividuals who performed the activity should not necessarily view logs unless required.

* B/C:Read/write access or administrator privileges are not prerequisites for log viewing,



21. Frage
What does the PCI PTS standard cover?

A. Development of strong cryptographic algorithims.

B. Point-of-interaction devices used to protect account data.

C. End-to-end encryption solutions for transmission of account data.
D. Secure coding practices for commercial payment applications.

Antwort: B

Begriindung;

ThePCI PIN Transaction Security (PTS)standard applies topoint-of-interaction (POI) hardware devices, such as PIN entry devices
and POS terminals. It ensures these devicessecurely capture and process account data, particularly for PIN-based transactions.

* Option A#Correct. PCI PTS focuses onhardware devicesthat process PIN or card data.

* Option B#Incorrect. This is covered under theSecure Software Standard(part of the Software Security Framework).

* Option C#lIncorrect. Algorithm development is outside PCI SSC's scope.

* Option D#Incorrect. End-to-end encryption is covered in other guidance (e.g., P2PE), not PTS.

References:

PCI SSC Website - PTS Overview

PCIDSS v4.0.1 - Section 3 references PTS when discussing secure devices.

22. Frage
An LDAP server providing authentication services to the cardholder data environment is?

A. Inscope for PCI DSS.

B. In scope only ifit stores, processes or transmits cardholder data.

C. In scope only if it provides authentication services to systems in the DMZ.
D. Not in scope for PCI DSS.

Antwort: A

Begrindung;

According toPCI DSS Scope Definitions (Section 4.2.1), any system thatcan impact the security of the CDEisin scope, even if it
doesn't store cardholder data. An LDAP server providing authentication to systems in the CDEdirectly affects access control, so
it'sin scope.

* Option A#Correct. Systems providingauthentication services to the CDEarein scope.

* Option B#Incorrect. LDAP does not need to store card data to be in scope.

* Option C#lIncorrect. Influence over access security makes it in scope regardless of data processing,

* Option D#Incorrect. Scope isn't imited to DMZ-linked systems.
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