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Fortinet NSE 7 - Public Cloud Security 7.6 Architect Sample Questions (Q45-
Q50):

NEW QUESTION # 45
Refer to the exhibit. An administrator is trying to deploy a FortiGate VM in Microsoft Azure using Terraform. However, during the
configuration, the Azure client secret is no longer visible in the Azure portal.

How would the administrator obtain the Azure client secret to configure on Terraform?
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¢ A Create a new Azure account and assign it the Administrator role.

¢ B. Loginto the Azure CLI as a power user to obtain the client secret.
e C. Create a new client secret and take note of it.

e D. Use the Terraform output file values to obtain the client secret.

Answer: C

Explanation:
In Azure, once a client secret is created, its value is only visible at creation time. Ifit is no longer visible, the admmistrator cannot
recover it. The correct step is to create a new client secret and securely record it for use with Terraform.

NEW QUESTION # 46

An organization is deploying FortiDevSec to enhance security for containerized applications, and they need to ensure containers are
monitored for suspicious behavior at runtime. Which FortiDevSec feature is best for detecting runtime threats?

A. FortiDevSec Static Application Security Testing (SAST)

B. FortiDevSec Container Scanner

C. FortiDevSec Dynamic Application Security Testing (DAST)
D. FortiDevSec Software Composition Analysis (SCA)

Answer: B

Explanation:
The FortiDevSec container scanner monitors containerized applications at runtime to detect suspicious behavior, vulnerabilities, and

misconfigurations. This feature is specifically designed for securing container environments beyond build-time checks like SAST,
DAST, or SCA.

NEW QUESTION # 47
Refer to the exhibit. You deployed a FortiGate HA active-passive cluster in Microsoft Azure.
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‘Which two statements regarding this particular deployment are true? (Choose two.)

FortiGate HA configuration

config system sdn-connector
edit “azure-globalsdn-ilam-ha”
set status enable
sel type azure
set use-metadata.iam enable
set ha-status enable
sel subscription-id *
set resource-group ~
sel azure-region global
config nic
edit “fgta-ap-port1”
config ip
edit "ipconfig1”
set public-ip "fgt-ap-cluster™
set resource-group “fortigate-ha-training™
next
end
next
end
config route-rable
edit "az_spokel_useasi_web"
seét subscription-id “bc0e’ 30b-2345-4c66-9a74-efdfc 1oooooxx ™
sel resource-group “fortigate-ha-training™
config route

= AT g ttnos -10.60.5.4-
next

edit "az_spoke1_useasi_app”
ser next-hop ~10.60.5.4
next
end
next
end
sel update-interval 40
next
end

e A. The configuration does not synchronize between the primary and secondary devices.
¢ B. You can use the vim-exception command to synchronize the configuration.

e C. There is no SLA for API calls from Microsoft Azure.

e D. During a failover, all existing sessions are transferred to the new active FortiGate.

Answer: B,C

Explanation:

In Azure HA for FortiGate, failover relies on Azure API calls to update routing and public IP associations. Microsoft does not
provide an SLA for these API calls, which can affect failover timing,

FortiGate HA in Azure supports configuration synchronization, but you can exclude specific VDOMs from syncing using the vdom-
exception command.

NEW QUESTION # 48

Refer to the exhibit. An experienced AWS administrator is creating a new Virtual Private Cloud (VPC) flow log with the settings
shown in the exhibit.

‘What is the purpose of this configuration?
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Flow logs can capture IP traffic flow information for the network interfaces associated with your resources. You can create
multiple flow logs to send traffic to different destinations
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Destination

The destination to which to publish the flow log data
~) Send to CloudWatch Logs
© Send to an Amazon S3 bucket

Send to Amazon Data Firehose in the same account

Send to Amazon Data Firehose in a different account

A. To troubleshoot a log flow issue

B. To monitor logs in real time

C. To maximize the number of logs saved
D. To retain logs for a long term

Answer: D

Explanation:

In the exhibit, the destination is set to Amazon S3, which is typically used for long-term storage and retention of VPC flow logs.
CloudWatch or Data Firehose would be chosen for real-time monitoring or analysis, but S3 ensures the logs are retained cost-
effectively for long durations.

NEW QUESTION # 49
In an SD-WAN TGW Connect topology, which three initial steps are mandatory when routing traffic froma spoke VPC to a
security VPC through a Transit Gateway? (Choose three.)

A. Fromthe security VPC TGW subnet routing table, point 0.0.0.0/0 traffic to the FortiGate internal port.
B. Fromthe security VPC TGW subnet routing table, point 0.0.0.0/0 traffic to the TGW.

C. Fromthe security VPC FortiGate internal subnet routing table, point 0.0.0.0/0 traffic to the TGW.

D. Fromboth spoke VPCs and the security VPC, point 0.0.0.0/0 traffic to the Internet Gateway.

E. Fromthe spoke VPC internal routing table, point 0.0.0.0/0 traffic to the TGW.



Answer: A,B,.E

Explanation:

In an SD-WAN TGW Connect topology, to route spoke VPC traffic through the Security VPC FortiGate via the Transit Gateway,
the following are mandatory:

- The Security VPC TGW subnet route table must send 0.0.0.0/0 traffic to the TGW, so inbound spoke traffic can reach the
FortiGate.

- The Security VPC FortiGate internal subnet route table must send 0.0.0.0/0 traffic to the FortiGate internal port, ensuring
inspection.

- The Spoke VPC internal route table must point 0.0.0.0/0 to the TGW, so all spoke traffic is routed via the Transit Gateway
toward the Security VPC.

NEW QUESTION # 50
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