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HMA #20
Which of the following technologies uses Secure Simple Pairing (SSP) to pair devices?

® A. WirelessHART
e B. Zigbee

e C.ISA100.11a
e D. Bluetooth

Ef#: D

A -

Comprehensive and Detailed Explanation From Exact Extract:

Secure Sinple Pairing (SSP) is a security feature used in Bluetooth technology (B) to provide improved authentication and
encryption during device pairing.

Zigbee (A), WirelessHART (C), and ISA100.11a (D) use different security mechanisims adapted to industrial wireless environments
and do not use SSP.

GICSP training covers Bluetooth SSP as part of wireless security protocols.


https://www.xhs1991.com/GICSP.html
https://www.xhs1991.com/GICSP.html
https://www.jptestking.com/GICSP-exam.html
https://www.it-passports.com/GICSP.html

Reference:

GICSP Official Study Guide, Domain: ICS Security Architecture & Design
Bluetooth Core Specification (SSP)

GICSP Training on Wireless Security Protocols

HE#21
A keyed lock on a facility's back door is an exanple of which type of control?

A. Corrective
B. Delaying
C. Responsive
D. Avoidant

Ef#: B

A :

A keyed lock is a delaying control (D) because it physically slows down or impedes unauthorized access to a facility, giving security
personnel more time to respond.

Avoidant controls (A) prevent risk by eliminating it.

Responsive controls (B) act after an incident occurs.

Corrective controls (C) fix or restore systemns after an incident.

GICSP emphasizes physical delaying controls as part of defense-in-depth strategies.

Reference:

GICSP Official Study Guide, Domain: ICS Security Governance & Compliance GICSP Tramning on Physical Security Controls

B #22
Which of the following statements best describes how a security policy should be written?

e A It should be written in formal, legal language similar to a business contract between two parties
¢ B. It should be as comprehensive as possible, and cover every possible contingency in as much detail as possible
e C. It should be direct, concise, and easily readable by those expected to follow it

EfE: C

fi .-

Comprehensive and Detailed Explanation From Exact Extract:

A good security policy must be clear, concise, and easily understandable by its audience (A). This ensures compliance and effective
implementation.

Writing in overly formal legal language (B) can create barriers to understanding and practical application.

Overly comprehensive policies (C) risk being ignored due to complexity.

GICSP stresses that policies must balance conmpleteness with clarity to be effective governance tools.

Reference:

GICSP Official Study Guide, Domain: ICS Security Governance & Compliance NIST SP 800-100 (Information Security
Handbook) GICSP Training on Policy Development and Communication

B #23
What is a use of Network Address Translation?

A. To make access list configuration easier
B. To maximize Firewall finctionality

C. To enable network routing fimctionality
D. To hide private network addresses

EM: D
L

Network Address Translation (NAT) is a technique used to hide private [P addresses behind a public IP address (C), providing
security benefits by masking internal network structures from external networks. NAT also conserves public IP addresses and



allows muiltiple devices to share a single [P when accessing external networks.

While NAT affects routing and firewall operations, its primary purpose is not to maximize firewall functionality (A), simplify access
lists (B), or enable routing (D), although it may indirectly impact these functions.

GICSP training stresses NAT as part of network security design, especially at the boundary between enterprise and ICS networks.
Reference:

GICSP Official Study Guide, Domain: ICS Security Architecture & Design

NIST SP 800-82 Rev 2, Section 5.5 (Network Architecture)

GICSP Training on Network Security Fundamentals

HA #24
What do the following protocols have in common?

A. Use of IPv6 in the network layer

B. Use in RF mesh networks

C. Ability to use asymimetric join methods
D. Ability to tunnel legacy protocols

IEf#: B

A -

WirelessHART, ISA100.11a, and ZigBee are all wireless communication protocols commonly used in industrial automation and
control systems. A key characteristic they share is:

They use RF (Radio Frequency) mesh networking (B) to enable devices to communicate through mutltiple hops, improving reliability
and coverage. Mesh networks allow devices to relay messages, creating a robust wireless infrastructure.

Use of IPv6 (A) is specific to some protocols but not common to all three.

Asymimetric join methods (C) and tunneling legacy protocols (D) are not shared features of all three.

The GICSP materials emphasize mesh network topology as a key feature of these protocols in enabling reliable and secure wireless
ICS commumications.

Reference:

GICSP Official Study Guide, Domain: ICS Security Architecture & Design

WirelessHART, ISA100.11a, ZigBee Protocol Specifications

GICSP Training on Wireless ICS Protocols and Security
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