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FH 270
¢ Data Serialization: This domain addresses YAML and JSON formats used for structured data
FH1 representation and exchange in network automation workflows.

e Python
=x 2 e PyEZ: This domain examines Python programming with PyEZ library for Junos automation, including
JSNAPy, Jinja2 templates, RPC calls, exception handling, and device configuration management.

e NETCONF
¢ XML API: This domain focuses on XML syntax, XPath expressions, NETCONF protocol, and XML

=H 3 C X ; . L
T API finctionality for programmatic device configuration and communication.

¢ Rest API: This domain covers Junos REST API implementation, REST API Explorer tool, and cURL
M 4 usage for HTTP-based device management and configuration.

¢ Junos Automation Stack and DevOps Concepts: This domain covers findamental automation tools,
frameworks, APIs, and DevOps culture applicable to Junos platform operations and network
management.
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HE #25
Which two programming languages are used for Junos on-box scripting? (Choose two.)
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A. Perl
B. Ruby
C. SLAX
D. XSLT

dd: CD

Y.

Junos on-box scripting supports the following programming languages:

SLAX (C): SLAX (Structured Language for XML) is a scripting language designed specifically for Junos devices. It allows for easy
manipulation of XML data, making it ideal for creating Junos scripts that interact with device configurations.

XSLT (D): XSLT (Extensible Stylesheet Language Transformations) is another language used for transforming XML documents into
other formats. It is commonly used in Junos for transforming XML data into different views or outputs.

Options A (Perl) and B (Ruby) are not used for Junos on-box scripting. While these languages are popular in other contexts, Junos
scripting relies heavily on XML-based languages like SLAX and XSLT.

Reference:

Junos XML API and Scripting Guide: Describes the use of SLAX and XSLT for on-box scripting.

Juniper Networks Automation Documentation: Provides examples and best practices for using SLAX and XSLT in Junos scripting,

HE #26
A REST API client uses which two HTTP methods to execute RPC requests on the server? (Choose two.)

A. POST

B. HEAD
C.GET

D. CONNECT

e AC

MH.

REST APIs use HTTP methods to perform different operations on resources. In the context of RPC (Remote Procedure Call)
requests:

GET: This method is used to retrieve data from the server. Ina REST API, it is commonly used to fetch information about
resources, such as the current configuration or operational state.

POST: This method is used to send data to the server to create or update a resource. In the context of RPC, POST is often used to
execute a procedure on the server that may result in the modification of a resource or triggering of an action.

Options B (HEAD) and D (CONNECT) are not typically used for executing RPC requests:

HEAD is similar to GET but only retrieves the headers, not the body of the response.

CONNECT is used to establish a tunnel to the server, primarily for SSI-encrypted communication, and is not commonly associated
with RESTful RPC operations.

Supporting Reference:

Juniper Networks REST API Documentation: The documentation provides detailed information about the use of HTTP methods in
Juniper's RESTful services.

"RESTful Web Services" by Leonard Richardson and Sam Ruby: This book explains the principles of REST and how different
HTTP methods, particularly GET and POST, are used to interact with RESTful APIs.

AR #27
Which two statements about Junos automation are correct? (Choose two.)

A. The Junos REST API client is on-box.

B. Junos automation does not allow for device provisioning through the console port.
C. Junos automation allows for device provisioning through the console port.

D. The Junos REST API client is off-box.

: AC
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Which two statements are correct about using the Junos REST API? (Choose two.)

A. It is a simple configuration.

B. It supports data In CSV format.
C. NETCONF is not supported.

D. It nust use SSH for a connection.

He: AB

MY

* A. It supports data in CSV format:

The Junos REST API supports multiple data formats for transferring information between systems, including XML, JSON, and CSV
(Comma Separated Values). This flexibility allows for easier data parsing, especially in environments where structured data (like
CSV) is a standard. CSV is often used for bulk data export or import and reporting purposes, making it an essential format for
autormation tasks involving external systems or large datasets.

Example Usage in REST APIL:

When using the Junos REST API, a user can request configuration or operational data and specify the response format (XML,
JSON, or CSV). CSV is particularly useful when integrating Junos devices with systems that require easily readable, tabular formats.
Reference:

*D. It is a simple configuration:

The Junos REST API is designed to be relatively simple to configure. Once the REST API service is enabled on the Junos device, it
can be accessed via HTTP or HTTPS, making it an easy entry point for automation and management tasks. Unlike more complex
protocols (such as NETCONF), the REST API is lightweight and easier to use for simple configuration changes and retrieving
operational data.

Configuration Exanple:

To enable the REST API, you can add the following configuration:

set system services rest http

set system services rest https

After enabling the service, API requests can be made to interact with the device for automation tasks, without needing the
complexity of SSH or NETCONF configuration.

Why the Other Options Are Incorrect:

B. It must use SSH for a connection: This is incorrect. The Junos REST API uses HTTP or HTTPS for commumnication, not SSH.
While SSH is commonly used for NETCONF, 1t is not required for REST API connections. REST APIs operate over standard
web protocols.

C . NETCONEF is not supported: This is incorrect. Junos supports both REST API and NETCONF for autormation and
configuration management. NETCONF is an XML-based protocol used for device configuration, which operates over SSH. The
REST API and NETCONF can coexist on the same device, offering multiple avenues for automation.

Juniper Automation in DevOps Context: The simplicity and flexibility of the Junos REST API make it ideal for DevOps automation
tasks. It allows teams to easily interact with Junos devices using lightweight RESTful methods, integrating with external systems
through formats like CSV. The ease of configuration supports rapid deployment and scaling of automated management tasks.
Reference from Juniper Documentation:

Junos REST API Documentation

A2 #29
You are asked to develop an on-box Junos script that prevents deletion of the SNMP configuration.
Which type of script serves this purpose?

A. event script
B. SNMP script
C. commit script
D. op script

He. C

Y.

A commit script in Junos is used to enforce policies and configuration constraints on the device. These scripts are written in
Extensible Stylesheet Language Transformations (XSLT) or Python and are executed autormatically during the commit process of a
configuration change.

In this context, to prevent the deletion of the SNMP configuration, a commit script is the appropriate choice. It can be designed to
check the configuration changes being committed and reject any commit that attempts to delete or modify the SNMP configuration.



This script essentially acts as a gatekeeper, ensuring that only allowable changes are committed to the device configuration.
Supporting Reference:

Juniper Networks Commit Scripts Documentation: The official Juniper documentation provides examples and use cases of commit
scripts, including how they can be used to prevent unauthorized changes to the device configuration.

"Junos Automation Scripting” by Jonathan Looney: This resource gives practical examples and best practices for creating commit
scripts to enforce configuration policies in Junos OS.
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