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Topic Details

¢ WLAN Network Security: It addresses the concepts of weak security options, security mechanisims for
Topic 1 enterprise WLANSs, and security options and tools used in wireless networks.
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¢ WLAN Regulations and Standards: The topic discusses the roles of WLAN and networking industry
organizations. It also addresses the concepts of various Physical Layer (PHY) solutions, spread spectrum

Topic 2
o technologies, and 802.11 WLAN functional concepts.

e WLAN Network Architecture and Design Concepts: This topic deals with describing and implementing
Power over Ethernet (PoE). Furthermore, the topic covers different wireless LAN architectures, coverage

Topic 3 ) . . . . o
requirements, roaming considerations, and common proprietary features in wireless networks.

¢ RF Validation and WLAN remediation: This topic covers RF interference, WLAN performance, the basic
Topic 4 features of validation tools, and common wireless issues.

CWNP Wireless Network Administrator (CWNA) Sample Questions (Q100-
Q105):

NEW QUESTION # 100
A dual-band 802.11ac AP must be powered by PoE. As a class 4 device, what power level should be received at the AP?

A 154W
B.30W
C.1295W
D.255W

Answer: D

Explanation:

PoE has different standards that define different power levels for PSEs and PDs. The original standard, IEEE

802.3af, defines two classes of PSEs: Class 3 (15.4 W) and Class 4 (30 W). The newer standard, IEEE 802.3at, also known as
PoE+, defines four classes of PSEs: Class 0 (15.4 W), Class 1 (4 W), Class 2 (7 W), and Class 3 (12.95 W). The power level
received at the PD is always lower than the power level provided by the PSE, due to cable resistance and power dissipation. The
IEEE standards specify the minimum power level that must be received at the PD for each class of PSE. For a Class 4 PSE, the
minimum power level received at the PD is

25.5 W910. References: CWNA-109 Study Guide, Chapter 7: Power over Ethernet (PoE), page

295; CWNA-109Study Guide, Chapter 7: Power over Ethernet (PoE), page 289.

NEW QUESTION # 101
Which one of'the following 802.11 PHYs is more likely to be used in an industrial deployment but not likely to be used in standard
office deployments?

A. OFDM
B. VHT
C.HT

D. S1G

Answer: D

Explanation:

S1G is one of the 802.11 PHYs that is more likely to be used in an industrial deployment but not likely to be used in standard office
deployments. This is because S1G stands for Sub-1 GHz, which means it operates in the frequency bands below 1 GHz, such as
900 MHz and 868 MHz. These bands offer better penetration and range than the higher frequency bands used by other 802.11
PHYs, such as 2.4 GHz and 5 GHz This makes S1G suitable for industrial applications that require robust and reliable wireless
communication in harsh environments, such as factories, warehouses, mines, and smart grids. S1G also supports low-power and
low-data-rate devices, such as sensors, actuators, and meters, which are common in industrial Internet of Things (IoT) scenarios.
VHT, OFDM, and HT are other 802.11 PHYs that are more commonly used in standard office deployments, as they offer higher
data rates and capacity than S1G, but have lower range and penetration. References: CWNA-109 Study Guide, Chapter 3: Radio
Frequency Technologies, page 751




NEW QUESTION # 102
You are performing a post-implementation validation survey. What basic tool can be used to easily locate areas of high co-channel
mterference?

A. Access point spectrum analyzer
B. Wi-Fi scanner

C. Throughput tester

D. Laptop-based spectrum analyzer

Answer: B

Explanation:

A Wi-Fi scanner is a basic tool that can be used to easily locate areas of high co-channel interference. A Wi-Fi scanner is a software
application that can run on a laptop, tablet, smartphone, or other device that has a Wi-Fi adapter. A Wi-Fi scanner can scan the
wireless environment and display information about the detected access points and client stations, such as their SSID, BSSID,
channel, signal strength, security, and data rate. A Wi-Fi scanner can also show the channel utilization and overlap of different access
points, which can indicate the level of co-channel interference. Co-channel interference is a type of interference that occurs when
multiple access points use the same or adjacent channels within the same coverage area. Co-channel interference can reduce the
throughput and performance of the WLAN, as the access points and client stations have to contend for the channel access and avoid
collisions. To identify areas of high co-channel interference, a Wi-Fi scanner can be used to measure the signal strength and channel
utilization of different access points and compare them with a threshold or a baseline. Alternatively, a Wi-Fi scanner can also use a
color-coded heat map to visualize the co-channel nterference level in different locations. References: 1, Chapter 7, page

279; 2, Section 4.3

NEW QUESTION # 103
What security option for 802.11 networks supports SAE and requires protected management frames?
* WPA

o A WPA2
e B. WPA3
e C.OWE

Answer: C

Explanation:

The security option for 802.11 networks that supports SAE and requires protected management frames is WPA3. WPA3 stands
for Wi-Fi Protected Access version 3 and is the latest security standard for WLANS.

WPA3 supports two modes: WPA3-Personal and WPA3-Enterprise. WPA3-Personal uses Simultaneous Authentication of Equals
(SAE) as the key exchange protocol, which provides stronger protection against offline dictionary attacks and password guessing
than WPA2-Personal. WPA3 also requires protected management frames, which are encrypted frames that prevent spoofing,
replay, or denial-of-service attacks on management frames such as deauthentication or disassociation frames. WPA, WPA2, and
OWE do not support SAE or require protected management frames. References: [CWNP Certified Wireless Network
Administrator Official Study Guide: ExamCWNA-109], page 307; [CWNA: Certified Wireless Network Administrator Official
Study Guide: ExamCWNA-109], page 297.

NEW QUESTION # 104
Youare deploying a WLAN monitoring solution that utilizes distributed sensor devices. Where should sensors be deployed for best
results? Choose the single best answer.

A. In critical areas where WLAN performance must be high
B. Above the plenum on each floor

C. Every 5 meters and alongside each AP

D. In switching closets

Answer: A

Explanation:
Sensors should be deployed in critical areas where WLAN performance must be high for best results when usinga WLAN
monitoring solution that utilizes distributed sensor devices. A WLAN monitoring solution is a system that collects, analyzes, and



reports on the status and performance ofa WLAN. A WLAN monitoring solution can use different methods to gather data from the
WLAN, such as embedded software agents, external hardware probes, or distributed sensor devices. Distributed sensor devices
are dedicated devices that are deployed throughout the WLAN coverage area to monitor the wireless traffic and environment.
Distributed sensor devices can perform various functions, such as scanning the spectrum, capturing wireless frames, measuring signal
quality, detecting rogue access points, testing connectivity, and generating alerts.

Distributed sensor devices can provide more accurate and comprehensive data than other methods, but they also require more
planning and deployment costs. Therefore, it is important to deploy sensors strategically in critical areas where WLAN performance
must be high, such as high-density zones, high-priority applications, or high-security locations. By deploying sensors in critical areas,
the WLAN monitoring solution can ensure optimal WLAN performance and reliability in those areas and identify and resolve any
issues or problems that may arise. The other options are not the best places to deploy sensors for best results. Deploying sensors in
switching closets is not effective because sensors need to be close to the wireless medium to monitor it properly. Deploying sensors
every 5 meters and alongside each AP is not efficient because sensors may overlap or interfere with each other and cause
unnecessary redundancy or complexity. Deploying sensors above the plenum on each floor is not practical because sensors may not
capture the wireless traffic and environment accurately due to attenuation or reflection from the ceiling materials or objects.
References: CWNA-109 Study Guide, Chapter 14: Troubleshooting Wireless LANSs, page 4831

NEW QUESTION # 105
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