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Amazon AWS Certified Security – Specialty Sample Questions (Q16-Q21):
NEW QUESTION # 16 
A company needs to detect unauthenticated access to its Amazon Elastic Kubernetes Service (Amazon EKS) clusters. The solution
must require no additional configuration of the existing EKS deployment.
Which solution will meet these requirements with the LEAST operational effort?

A. Monitor CloudWatch Container Insights metrics for EKS.
B. Enable Amazon GuardDuty and use EKS Audit Log Monitoring.
C. Enable AWS Security Hub and monitor Kubernetes findings.
D. Install a third-party security add-on.

Answer: B

Explanation:
Amazon GuardDuty provides managed threat detection and supports EKS protection features that analyze Kubernetes audit logs to
detect suspicious activity, including unauthorized or unauthenticated access attempts.
AWS Certified Security - Specialty documentation recommends GuardDuty for low-overhead detection because it is fully managed
and does not require deploying agents or modifying application code. EKS Audit Log Monitoring is designed to consume and
analyze relevant control plane audit events to identify anomalous or unauthorized actions against the cluster. Compared to third-party

https://www.dumpsmaterials.com/SCS-C03-real-torrent.html
https://www.examdiscuss.com/Amazon/exam/SCS-C03/questions/
https://www.braindumpstudy.com/SCS-C03_braindumps.html
https://www.dumpsquestion.com/SCS-C03-exam-dumps-collection.html


add-ons, GuardDuty reduces operational burden and remains fully within AWS managed services. Security Hub aggregates findings
from services like GuardDuty but does not itself perform the detection. CloudWatch Container Insights focuses on performance and
operational metrics, not authentication security detections. Therefore, enabling GuardDuty with EKS Audit Log Monitoring provides
the required detection with the least operational effort and without requiring additional configuration to the existing EKS workload
beyond enabling the feature.
Referenced AWS Specialty Documents:
AWS Certified Security - Specialty Official Study Guide
Amazon GuardDuty EKS Protection and Audit Log Monitoring
AWS Threat Detection Best Practices for Kubernetes on AWS

NEW QUESTION # 17 
A consultant agency needs to perform a security audit for a company's production AWS account. Several consultants need access
to the account. The consultant agency already has its own AWS account. The company requires multi-factor authentication (MFA)
for all access to its production account. The company also forbids the use of long-term credentials.
Which solution will provide the consultant agency with access that meets these requirements?

A. Create an IAM role in the consultant agency's AWS account. Define a trust policy that requires MFA.
In the trust policy, specify the company's production account as the principal. Attach the trust policy to the role.
B. Configure Amazon Cognito on the company's production account to authenticate against the consultant agency's identity
provider (IdP). Add MFA to a Cognito user pool.
C. Create an IAM role in the company's production account. Define a trust policy that requires MFA. In the trust policy,
specify the consultant agency's AWS account as the principal. Attach the trust policy to the role.
D. Create an IAM group. Create an IAM user for each consultant. Add each user to the group. Turn on MFA for each
consultant.

Answer: C

Explanation:
AWS best practices strongly discourage the use of long-term credentials and recommend cross-account IAM roles with temporary
credentials for third-party access. According to the AWS Certified Security - Specialty Study Guide, creating an IAM role in the
resource-owning account and allowing a trusted external AWS account to assume that role is the recommended pattern for external
access.
By creating the IAM role in the company's production account and specifying the consultant agency's AWS account as the trusted
principal, the company retains full control over permissions. The trust policy can enforce MFA by using the
aws:MultiFactorAuthPresent condition key, ensuring that all access requires MFA.
Access is granted through AWS Security Token Service (STS), which issues short-lived credentials.
Option A violates the requirement to avoid long-term credentials. Option B is designed for application user authentication, not AWS
account access. Option C incorrectly places the role in the consultant's account, reducing the company's control over access.
This solution satisfies MFA enforcement, eliminates long-term credentials, and aligns with AWS third-party access best practices.
Referenced AWS Specialty Documents:
AWS Certified Security - Specialty Official Study Guide
AWS IAM Cross-Account Access
AWS STS and MFA Enforcement

NEW QUESTION # 18 
A company needs to scan all AWS Lambda functions for code vulnerabilities.

A. Use Amazon Macie.
B. Use GuardDuty Lambda Protection.
C. Use GuardDuty and Security Hub.
D. Enable Amazon Inspector Lambda scanning.

Answer: D

Explanation:
Amazon Inspector provides native Lambda code vulnerability scanning. GuardDuty focuses on runtime threats, not static code
analysis.



NEW QUESTION # 19 
A company needs to build a code-signing solution using an AWS KMS asymmetric key and must store immutable evidence of key
creation and usage for compliance and audit purposes.
Which solution meets these requirements?

A. Log application events to Amazon CloudWatch Logs and export them.
B. Track KMS usage with CloudWatch metrics and dashboards.
C. Create an Amazon S3 bucket with S3 Object Lock enabled. Create an AWS CloudTrail trail with log file validation
enabled for KMS events. Store logs in the bucket and grant auditors access.
D. Capture KMS API calls using EventBridge and store them in DynamoDB.

Answer: C

Explanation:
AWS CloudTrail provides authoritative records of KMS key creation, origin, and usage. Enabling log file validation ensures tamper
detection. S3 Object Lock in compliance mode enforces immutability, which is a core audit requirement cited in AWS Certified
Security - Specialty materials.
CloudWatch and DynamoDB do not provide immutable storage guarantees suitable for compliance evidence.
Referenced AWS Specialty Documents:
AWS Certified Security - Specialty Official Study Guide
AWS CloudTrail Log File Validation
Amazon S3 Object Lock

NEW QUESTION # 20 
A company runs an application on an Amazon EC2 instance. The application generates invoices and stores them in an Amazon S3
bucket. The instance profile that is attached to the instance has appropriate access to the S3 bucket. The company needs to share
each invoice with multiple clients that do not have AWS credentials. Each client must be able to download only the client's own
invoices. Clients must download their invoices within 1 hour of invoice creation. Clients must use only temporary credentials to
access the company's AWS resources.
Which additional step will meet these requirements?

A. Add a StringEquals condition to the IAM role policy for the EC2 instance profile. Configure the policy condition to restrict
access based on the s3:ResourceTag/ClientId tag of each invoice. Tag each generated invoice with the ID of its
corresponding client.
B. Generate an access key and a secret key for an IAM user that has S3:GetObject permissions on the S3 bucket. Embed
the keys into the script. Use the keys to generate the pre-signed URLs.
C. Update the S3 bucket policy to ensure that clients that use pre-signed URLs have the S3:Get* permission and the S3:List*
permission to access S3 objects in the bucket.
D. Update the script to use AWS Security Token Service (AWS STS) to obtain new credentials each time the script runs by
assuming a new role that has S3:GetObject permissions. Use the credentials to generate the pre-signed URLs.

Answer: A

Explanation:
Amazon S3 pre-signed URLs grant temporary access based on the permissions of the principal that generates them. AWS Certified
Security - Specialty documentation explains that fine-grained authorization can be enforced by combining pre-signed URLs with
IAM policy conditions.
By tagging each invoice object with a client identifier and adding a condition to the EC2 instance role policy using
s3:ResourceTag/ClientId, the role can generate pre-signed URLs only for objects associated with a specific client. This ensures that
each client can access only their own invoices, even though the URLs are temporary and unauthenticated.
Option A over-permissions clients. Option C is unnecessary because instance profiles already use temporary credentials. Option D
violates AWS best practices by using long-term credentials.
AWS recommends resource tagging with IAM policy conditions for scalable, secure access control.
Referenced AWS Specialty Documents:
AWS Certified Security - Specialty Official Study Guide
Amazon S3 Pre-Signed URLs
IAM Policy Conditions and Resource Tags

NEW QUESTION # 21
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