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B #442
Refer to the exhibit.

#Time Format: Local
#Fields: date time action protocol src-ip dst-ip src-port dst-port size tcpflags tcpsyn tcpack tcpwin icmptype icmpcode info path

2015-07-16 11:35:26 ALLOW TCP 10.40.4.182 10.40.1.11 63064 1350 -2 0 @ - SEND
2015-87-16 11:35:26 ALLOW TCP 10.40.4.182 10.40.1.14 63065 49156 @ - @2 0 @ - - - SEND
2015-07-16 11:35:26 ALLOW TCP 10.40.4.182 10.40.1.11 63066 65386 @ - @ 2 @ - - - SEND
2915-07-16 11:35:26 ALLOW TCP 10.40.4.182 10.40.1.11 63067 389 @ - 2 0 @ - - SEND

2015-97-16 11:35:26 ALLOW UDP 10.40.4.182 10.4€8.1.14 62292 389 @ - - - - - - - SEND

2015-87-16 11:35:26 ALLOW TCP 10.40.4.182 10.40.1.11 63068 389 @ - 8 - - - SEND

@ - - - SEND
2015-07-16 11:35:26 ALLOW UDP 10.40.4.182 10.40.1.13 62293 389 @ - - - = « SEND
2015-87-16 11:35:26 ALLOW TCP 10.40.4.182 10.40.1.13 63070 88 @ - © @ @/ % - SEND
2015-87-16 11:35:26 ALLOW TCP 10.40.4.182 10.40.1.11 630719445 0 £ 90070 -T» ¥.SEND
2015-87-16 11:35:26 ALLOW TCP 10.48.4.182 10.40.1.11 63072 W45 0800 @ - - - SEND
2015-87-16 11:35:26 ALLOW TCP 10.40.4.182 10.408.1.11763073 44579. -0 0 0@ - - SEND

.182 1ag@801.13 53874 EE 0 - - SEND

2015-07-16 11:35:26 ALLOW TCP 10.48 eoe - -
482 18.4071.13. 65075 BB @ - @ @ @ - - - SEND
eee

.4
.4
.4
.4
.4
4 2o
2015-07-16 11:35:26 ALLOW TCP 10.49.4.182 10.40.1.11 63069 445 @ - 0 @
.4
.4
.4
.4
.4
.4
2015-87-16 11:35:26 ALLOW TCP 12.42.4
.4

2015-87-16 11:35:26 ALLOW TCP 16499:47382 18240.1.18°63076 B8 @ - - - - SEND

2015-87-16 11:35:27 ALLOW UDP 18A48'.132 10.40.1.11 55853 53 @ - - - - - - - SEND

2015-07-16 11:35:27 ALLOW UDP 10.4874.182 10.40.1.11 50845 53 @ - - - - - - SEND

2015-07-16 11:35:30 ALLOW UDP £@80: i2%eafladc:24d68Fb4FfO28:1:3 57333 5355 @ - - - - - - - RECEIVE
2015-07-16 11:35:3@ ALLOW UDP 18.4234.252 22409 .0.252 589629 S355/@ - - - - - . -« RECEIVE

2015-07-16 11:35:30 ALLOW WOP feB0: [lc2e ™S05d¥03a7 caat ¥ fo2¥:1:958846 5355 @ - - - - - - - SEND
2015-87-16 11:35:30 ALLOW UDP 10.40.9.182 224.0.0.252 58845 53558 - - - - - - - SEND

2015-87-16 11:35:31 ALLOW UDP 10,40.4 182 224.8.9.252 137 137 @0 - - - - - - - SEND

2815-87-16 11:35:31 ALLOW UDP #980% :4g2e: SOST" b3 d0rcaas #FFODTR1:3 63504 5355 @ - - - - - - . SEND
2015-87-16 11:35:31 ALLOW UDPIIPR.40.40082 200 . 81252 68504 53550 - - - - - - - SEND

An engmneer received an event log file to review. Which technology generated the log?

A. IDS/IPS
B. firewall

C. proxy
D. NetFlow

IEf#: B

H #443
‘Which metric should be used when evaluating the effectiveness and scope of a Security Operations Center?

A. The total incident escalations per week.
B. The average time the SOC takes to detect and resolve the incident.
C. The total incident escalations per month.
D. The average time the SOC takes to regjster and assign the incident.

Ef#: B

fEERL:

The average time taken by a Security Operations Center (SOC) to detect and resolve incidents is a critical metric for evaluating its
effectiveness and scope. This metric reflects the SOC's efficiency in identifying security threats and its ability to respond and mitigate
those threats promptly. It encompasses the entire incident lifecycle, from initial detection to final resolution, providing a
comprehensive measure of the SOC's performancel.
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A malicious file has been identified in a sandbox analysis tool.
File Details
File name beindl mlip s end
File size 414720 bytes
File type PEX? executable (GUI) Intel 80008, for -t,b:-m
-

CRC32 BBABE JTA
MDS 0901906081 T76bece 10280 cBAC B sed
SHA1 TH9101 1d3e4a%107a1 193013617 2dBec I TH0 TS0
SHA256 2855410101 7ablaletb¥90 164371 1205 1985 Tdony ollo ) 1RCER4SME 31 77
SHAS12 I3 02 T 1BCI290AIS TH QRS0 2 ¢ T TERPIINEL ) 304 1 14130 1392C 1 497¢ 1234200805 596007 417 LBEase T 429762000940 7420900 ) T2be 77 1402595
Sadevp 6144 : EuZUYTeiln nllpR | 1SSl 2450 UghalyCYUE / | reDep FYXT +08 YUPL : EuZUY Teand ] deSWGCUGMICh/ 1 r TEE
PEID Mone matched
Yara » shelcode (Malched whelcooe byte pafierns
Virus Total

VirusTotal Scan Date: 2014-01-12 2243 56

Detecton Rate 2647 M0 )

Which piece of mformation is needed to search for additional downloads of'this file by other hosts?

A. file size

B. file name

C. file hash value
D. file header type

Ef#: C

H R #445
Drag and drop the technology on the left onto the data type the technology provides on the right.

tcpdump session data

web content filtering full packet capture

traditional stateful firewall transaction data

-
MANR ) 8

NetFlow ". 4 connection event




tepdump \,»TEE:COHIent filtering
T..._______T_.T_T..______:______T..T_T._:' .':'! -— -
web content filtering i tcpdump
____'__'_"_'___'__'_'____l
" traditional stateful firewall [ _____ NetBlaw & T
+_::__:__________::__._."_‘__'.‘__T—_—_—_____—_‘_____—_—_—__:_—_‘_‘_'
E NetFlow i| traditional stateful firewall
tecpdump ‘web content filtering
pk i 24 L
web content filtering tepdump
traditional stateful firewall NetFlow
NetFlow traditional stateful firewall
I # 446

Which type of evidence supports a theory or an assumption that results from initial evidence?

e A probabilistic
e B. corroborative
e C. indirect

e D. best

Ef#: B

At an:
Explanation

B #447
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