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Palo Alto Networks Certified Network Security Engineer Exam Sample
Questions (Q330-Q335):
NEW QUESTION # 330 
Which log type would provide information about traffic blocked by a Zone Protection profile?

A. Data Filtering
B. IP-Tag
C. Traffic
D. Threat

Answer: D

Explanation:
Explanation
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClhzCAC
* D is the correct answer because the threat log type would provide information about traffic blocked by a Zone Protection profile.
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This is because Zone Protection profiles are used to protect the network from attacks, including common flood, reconnaissance
attacks, and other packet-based attacks1. These attacks are classified as threats by the firewall and are logged in the threat log2.
The threat log displays
* information such as the source and destination IP addresses, ports, zones, applications, threat types, actions, and severity of the
threats2.
Verified References:
* 1: Zone protection profiles - Palo Alto Networks Knowledge Base
* 2: Threat Log Fields - Palo Alto Networks

NEW QUESTION # 331 
A company has a PA-3220 NGFW at the edge of its network and wants to use active directory groups in its Security policy rules.
There are 1500 groups in its active directory. An engineer has been provided 800 active directory groups to be used in the Security
policy rules.
What is the engineer's next step?

A. Create two Group Include Lists, each with 400 Active Directory groups.
B. Create a Group Include List with the 800 Active Directory groups.
C. Create a Group Mapping with 800 groups in the Group Include List.
D. Create two Group Mappings, each with 400 groups in the Group Include List.

Answer: A

NEW QUESTION # 332 
You are auditing the work of a co-worker and need to verify that they have matched the Palo Alto Networks Best Practices for
Anti-Spyware Profiles.
For which three severity levels should single-packet captures be enabled to meet the Best Practice standard?
(Choose three.)

A. Informational
B. High
C. Low
D. Medium
E. Critical

Answer: B,D,E

Explanation:
https://docs.paloaltonetworks.com/best-practices/10-2/data-center-best-practices/data-center-best-practice- security-policy/how-
to-create-data-center-best-practice-security-profiles/create-the-data-center-best-practice- anti-spyware-profile The Palo Alto
Networks Best Practices for Anti-Spyware Profiles recommend enabling single-packet captures (PCAP) for medium, high, and
critical severity threats. This allows for capturing the first packet of the malicious traffic for further analysis and investigation. PCAP
should not be enabled for low and informational severity threats, as they generate a relatively high volume of traffic and are not
particularly useful compared to potential threats2. References: Create the Data Center Best Practice Anti-Spyware Profile, Security
Profile:Anti-Spyware, PCNSE Study Guide (page 57)

NEW QUESTION # 333 
An organization conducts research on the benefits of leveraging the Web Proxy feature of PAN-OS 11.0.
What are two benefits of using an explicit proxy method versus a transparent proxy method? (Choose two.)

A. It supports the X-Authenticated-User (XAU) header, which contains the authenticated username in the outgoing request.
B. Explicit proxy supports interception of traffic using non-standard HTTPS ports.
C. No client configuration is required for explicit proxy, which simplifies the deployment complexity.
D. Explicit proxy allows for easier troubleshooting, since the client browser is aware of the existence of the proxy.

Answer: A,D

Explanation:
https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/secure-mobile-users-with-prisma-



access/explicit-proxy/explicit-proxy-how-it-works
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-new-features/networking-features/web-proxy

NEW QUESTION # 334 
Which option would an administrator choose to define the certificate and protocol that Panorama and its managed devices use for
SSL/TLS services?

A. Set up SSL/TLS under Polices > Service/URL Category>Service.
B. Configure a Decryption Profile and select SSL/TLS services.
C. Set up Security policy rule to allow SSL communication.
D. Configure an SSL/TLS Profile.

Answer: D

Explanation:
SSL/TLS service profiles specify a server certificate and a protocol version or range of versions for firewall or Panorama services
that use SSL/TLS (such as administrative access to the web interface). By defining the protocol versions, the profiles enable you to
restrict the cipher suites that are available for securing communication with the client systems requesting the services.
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-web-interface-help/device/device- certificate-management-ssltls-service-
profile.html

NEW QUESTION # 335
......
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