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R #42

To complete their day-to-day operations, remote users require access to a TCP-based application that is hosted on a private web
server. Which FortiSASE deployment use case provides the most efficient and secure method for meeting the remote users'
requirerments?

e A. inline-CASB

¢ B. SD-WAN private access

e C. zero trust network access (ZTNA) private access
¢ D. next generation firewall (NGFW)

EfE: C
RN -

ZTNA ensures that remote users can securely connect to private applications based on identity verification and security policies,
without needing a traditional VPN. This access method provides strong security with least-privilege access, which is ideal for
protecting private web servers and their data from unauthorized access. It also improves efficiency by dynamically verifying user
identity and device posture before granting access.

H #43

An existing Fortinet SD-WAN customer is reviewing the FortiSASE ordering guide to identify which add-on is needed to allow
future FortiSASE remote users to reach private resources.

‘Which add-on should the customer consider to allow private access?

A. FortiSASE Dedicated Public IP Address add-on
B. FortiSASE SPA add-on

C. FortiSASE Branch On-Ramp add-on

D. FortiSASE Global add-on

EM: B
W

The Secure Private Access add-on enables FortiSASE remote users to reach private resources by providing private application
access capabilities through SPA-based connectivity and secure tunneling into internal environments.

HH #44
A customer wants to upgrade their legacy on-premises proxy to a cloud-based proxy for a hybrid network.

Which two FortiSASE features would help the customer achieve this outcome? (Choose two.)

A. zero trust network access (ZTNA)
B. nline-CASB

C. secure web gateway (SWG)

D. sandbox cloud

Ef#: B. C

R -

The secure web gateway (SWG) serves as the cloud-based proxy that inspects and controls web traffic, replacing the on-premises
proxy. The inline-CASB provides additional visibility and control over cloud application usage, enhancing security in hybrid
environments.

B #45
Refer to the exhibits.
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Jumpbox and Windows-AD are endpoints fiom the same remote location. Jumpbox can access the internet through FortiSASE,
while Windows-AD can no longer access the internet. Based on the information in the exhibits, which reason explains the outage on
Windows-AD? (Choose one answer)

A. The device security posture for Windows-AD has changed.

B. Windows-AD is excluded from FortiSASE management.

C. The FortiClient version installed on Windows-AD does not match the expected version on FortiSASE.
D. The remote VPN user on Windows-AD no longer matches any VPN policy.

EfE: A

i

In FortiSASE, Zero Trust Network Access (ZTNA) tags-also known as security posture tags-are used to dynamically grant or deny
access based on the real-time security state of an endpoint. This mechanism ensures that only devices meeting specific compliance
requirements can access protected resources or the internet.

* Endpoint Analysis: The Managed Endpoints exhibit shows that while Jumpbox only has the FortiSASE-Compliant tag, the
Windows-AD endpoint has been assigned both FortiSASE-Compliant and FortiSASE-Non-Compliant tags. This indicates that a
security posture check on the Windows-AD device has failed, triggering a rule that applies the non-compliant tag,

* Policy Evaluation: The Secure Internet Access Policy table shows two custom policies. The first policy, named Non-compliant,
uses the FortiSASE-Non-Compliant tag as its source and has the action set to Deny. The second policy, Web Traffic, allows access
for FortiSASE-Compliant users.

* Root Cause of Outage: Because FortiSASE (powered by FortiOS) processes security policies in a top- down sequence, the
"Non-compliant" policy is evaluated first. Since Windows-AD matches the source criteria for this "Deny" policy, its traffic is blocked
before it can reach the "Accept" policy.

Although the exhibit shows a warning icon for the FortiClient version on Windows-AD, the direct cause of the internet outage is the
explicit Deny policy triggered by the change in the device's security posture (the application of the Non-Compliant tag).

A #46
Which service is included in a secure access service edge (SASE) solution, but not in a security service edge (SSE) solution?

e A CASB
e B.SWG



e C.ZINA
e D. SD-WAN

IEf#: D

RN -

SD-WAN is a networking component included in a SASE solution but not in an SSE solution. SSE focuses solely on security
services (like ZTNA, SWG, and CASB), while SASE combines both networking (e.g., SD-WAN) and security into a unified
cloud-delivered service.
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