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Heute, wo das Internet schnell entwickelt, ist es ein tibliches Phéinomen, Online- Ausbildung zu wéhlen. PriifingFrage ist eine der
vielen Online- Ausbildungswebsites. PriifungFrage hat langjdhrige Erfahrungen und kann den Kandidaten die Lernmaterialien von
guter Qualitit zur Linux Foundation CKS Zertifizierungspriifing bieten, um ihre Bediirfhisse abzudecken.

Die CKS -Priifing ist fiir erfahrene Kubernetes - Administratoren und Sicherheitsfachleute vorgesehen, die fiir die Sicherung von
Kubernetes -Umgebungen verantwortlich sind. Die Priifung deckt eine breite Palette von Themen ab, darunter Kubernetes -Cluster
-Setup, Authentifizierung und Autorisierung, Netzwerksicherheit, Speichersicherheit und Containersicherheit. Die Kandidaten
werden auf thre Fahigkeit getestet, Sicherheitsrisiken zu identifizieren und zu mildern, Sicherheitsrichtlinien zu implementieren,
Sicherheitsfinktionen zu konfigurieren und Kubernetes -Umgebungen zu priifen. Das Bestehen der CKS-Priifing erfordert ein tiefes
Versténdnis der Sicherheitsprinzipien und -praktiken von Kubernetes sowie praktische Erfahrung bei der Sicherung von
Kubernetes-Umgebungen.
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https://drive.google.com/open?id=13qCxGN7J5sa2vOm9xZWdVfTe81xpfT_r
https://de.fast2test.com/CKS-practice-test.html
https://www.pruefungfrage.de/CKS-dumps-deutsch.html

einzige Website, die besten Linux Foundation CKS Zertifizierungsunterlagen zu bieten. Mit der Hilfe von PriifingFrage kénnen Sie
nur einmal Linux Foundation CKS Zertifizierungspriifing zu bestehen. Die Linux Foundation CKS Priifungsfragen und Testantworten
von PriifingFrage sind von reichen Erfahrungen und Kenntnissen gesammrelt. Diese bieten Ihnen eine gute Chance, in IT-Industrie zu
entwickeln.

Linux Foundation Certified Kubernetes Security Specialist (CKS) CKS
Priifungsfragen mit Losungen (Q58-Q63):

58. Frage

SIMULATION

Fix all issues via configuration and restart the affected components to ensure the new setting takes effect.

Fix all of the following violations that were found against the API server:- a. Ensure that the RotateKubeletServerCertificate
argument is set to true.

b. Ensure that the admission control plugin PodSecurityPolicy is set.

c. Ensure that the --kubelet-certificate-authority argument is set as appropriate.

Fix all of the following violations that were found against the Kubelet:- a. Ensure the --anonymous-auth argument is set to false.
b. Ensure that the --authorization-mode argument is set to Webhook.

Fix all of the following violations that were found against the ETCD:-

a. Ensure that the --auto-tls argument is not set to true

b. Ensure that the --peer-auto-tls argument is not set to true

Hint: Take the use of Tool Kube-Bench

Antwort:

Begrindung;

See the Explanation belowExplanation:
Fix all of the following violations that were found against the API server:- a. Ensure that the RotateKubeletServerCertificate
argument is set to true.

apiVersion: vl

kind: Pod

metadata:

creationTimestamp: null

labels:

component: kubelet

tier: control-plane

name: kubelet

namespace: kube-system

spec:

containers:

- command:

- kube-controller-manager

+ - --feature-gates=RotateKubeletServerCertificate=true
image: ger.io/google containers/kubelet-amd64:v1.6.0
livenessProbe:

failure Threshold: 8

httpGet:

host: 127.0.0.1

path: /healthz

port: 6443

scheme: HTTPS

mitialDelaySeconds: 15
timeoutSeconds: 15

name: kubelet

resources:

requests:

cpu: 250m

volumeMounts:

- mountPath: /etc/kubernetes/

name: k8s

readOnly: true

- mountPath: /etc/sslcerts
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name: certs

- mountPath: /etc/pki

name: pki

hostNetwork: true

volures:

- hostPath:

path: /etc/kubernetes

name: k8s

- hostPath:

path: /etc/sslcerts

name: certs

- hostPath:

path: /etc/pki

name: pki

b. Ensure that the admission control plugin PodSecurityPolicy is set.
audit: "/bin/ps -ef | grep $apiserverbin | grep -v grep"

tests:

test_iterns:

- flag: "--enable-admission-plugins"

compare:

op: has

value: "PodSecurityPolicy"

set: true

remediation: |

Follow the documentation and create Pod Security Policy objects as per your environment.
Then, edit the API server pod specification file $apiserverconf

on the master node and set the --enable-admission-plugins parameter to a value that includes PodSecurityPolicy :
--enable-admission-plugins=...,PodSecurityPolicy,...

Then restart the API Server.

scored: true

c. Ensure that the --kubelet-certificate-authority argument is set as appropriate.
audit: "/bin/ps -ef| grep $Sapiserverbin | grep -v grep”

tests:

test _iters:

- flag: "--kubelet-certificate-authority"

set: true

remediation: |

Follow the Kubernetes documentation and setup the TLS connection between the apiserver and kubelets. Then, edit the API server
pod specification file

$apiserverconf on the master node and set the --kubelet-certificate-authority parameter to the path to the cert file for the certificate
authority.

--kubelet-certificate-authority=<ca-string>

scored: true

Fix all of the following violations that were found against the ETCD:-
a. Ensure that the --auto-tls argument is not set to true

Edit the etcd pod specification file $etcdconf on the master

node and either remove the --auto-tls parameter or set it to false.
--auto-tls=false

b. Ensure that the --peer-auto-tls argument is not set to true

Edit the etcd pod specification file $etcdconf on the master

node and either remove the --peer-auto-tls parameter or set it to false.
--peer-auto-tls=false

59. Frage
You are ruming a web application in a Kubemetes cluster- You want to restrict access to the web application's API endpoints to
specific IP addresses. Explain how to implement this using Ingress and NetworkPolicy.

Antwort:



Begrindung;

Solution (Step by Step) :

1. Create an Ingress Resource:

- Create an 'Ingress' resource that defines the rules for routing traffic to the web application.

- This example allows access to the API endpoints '/api/'v1' and /api/v2S fromthe IP addresses '10.0.0.10' and '192.168.1.1'

- It also allows access to the 't endpoint from any I[P address.
apiversion: networking.k8s.1o/v1
kind: Ingress
metadata:
name: web-app-ingress
namespace: web-app-namespace
spec:
rules:
- host: web-app.example.com
http:
paths:
- path: /fapi/vi
pathType: Prefix

backend:
service:
name: web-app-service
port:
number: 80

- path: /fapi/v2
pathType: Prefix
backend:
service:
name: web-apppagrvice

port: LINUX
number: 80
- path: /
pathType: Prefix
backend:
service:
name: web-app-service

mrmmmlhaem.s O

2. Create a NetworkPolicy: - Cr::ate a 'NetworkPolicy' resource that enforces the IP address restrictions. - This example allows
traffic from the IP addresses '10.0.0.10" and '192.168.1. T' to the web application's service. - You can create a more specific policy

for each API endpoint if needed.
ipiVersion: networking.k8s.io/vl

tind: NetworkPolicy
ietadata:
name: web-app-network-policy
namespace: web-app-namespace
ipec:
odSelector:
hdtdilatels :
app: web-app
ingress:
- from:
- ipBlock:
cidr: 10.0.0.10/32
- ipBlock:
cidr: 192.168.1.1/32
3. Apply the Resources: - Apply the 'Ingress' and 'NetworkPolicy' resources using 'kubectl apply' - For example: 'kubectl apply -
web-app-ingress.yaml and 'kubectl apply -f web-app-network-policy.yaml 4. Verify the Configuration: - Access the web
application's API endpoints from the allowed IP addresses. - Verity that the requests are successful. - Attempt to access the API
endpoints from other IP addresses. - Verify that these attempts are blocked.

60. Frage
You are configuring a Kubernetes cluster to host a new web application. You want to implement strong authentication mechanisis,



including two-factor authentication (2FA) for users accessing the clusters API server. Describe how you would enable 2FA for the
Kubernetes API server, including the steps involved and any necessary configuration changes.

Antwort:

Begrindung;

Solution (Step by Step) :

1. Choose a 2FA Provider:

- Select a suitable 2FA provider that integrates with Kubernetes- Popular choices include:

- Google Authenticator: A Widely used and free 2FA provider.

- Duo Security: A commercial 2FA provider with comprehensive features.

- YubiKey: A hardware security key offering strong 2FA.

2. Configure the 2FA Provider:

- Install and Configure the Provider: Follow the providers instructions to install and configure it within your Kubernetes environment.
3. Enable 2FA for Kubernetes:

- Install a 2F A Extension: Install a Kubernetes extension that integrates with your chosen 2FA provider. These extensions typically
require

configuration to connect to your 2FA provider's APL

- Configure Authentication: Modify the Kubernetes API servers authentication configuration to enforce 2FA. This may involve using
the authorization-mode' flag, setting up an authentication plugin, or modifying the 'kubelet' configuration.

3 (Google Authenticator):
bash
kubectl apply -f - < apiVersion: v1
kind: ConfigMap
metadata:

name: kube-apisenver{auth

data:
tokenAuthFilg\"fetc/kubernetes/pki/apiserver.crt”
clientCAFile:"/etc/kubernetes/pki/ca.crt”

EOF

4. Generate and Distribute 2FA Keys: - Generate 2FA Keys: Use the 2FA provider's tools to generate unique 2FA keys for each
user. - Distribute Keys: Distribute the 2FA keys to users securely (e.g., through email or a dedicated 2F A management system). 5.
Test the Configuration: - Verify 2FA Enforcement: Attempt to access the Kubernetes API server using a user account. You should
be prompted to enter the 2FA code generated by your chosen provider - Validate Successful Authentication: Confirm that the 2FA
configuration is correctly implemented and that users can access the API server only after successful 2F A verification.

61. Frage

You are tasked with securing a Kubernetes cluster that runs a critical application using 'gcr.io/google-samples/hello-app:vl image.
You need to ensure that all deployed containers for this application adhere to strict security policies and prevent any unauthorized
modifications.

How would you implement a solution that utilizes KubeLinter to enforce these security policies and prevent unauthorized
modifications to the deployed containers?

Provide a step-by-step solution outlining the specific KubeLinter configurations, rules, and integration methods for achieving this
security objective.

Antwort:

Begriindung;

Solution (Step by Step) :

1. Install KubeLinter:

- Install KubeLinter using 'pip install kube-linter'

2. Configure KubeLinter:

- Create a .kube-linter.yamr configuration file in the root directory of your project. This configuration file defines the security policies
and rules you want to enforce.



rules:
e Fed EHNU X
severity: e &
description: foFﬁE)whi{Ei{;}i%érdf(;kﬁﬂainer images to prevent unauthorized deployments.”

match:
type: "Container”
fields:
- image:
- "ger.io/google-samples/hello-app:vl”
name: "pod-security-policy”
severity: "error”
description: "Enforces Pod Security Policies for all Pods."
match:
type: "Pod"
fields:
- securityContext:
- fsGroup:
- "1eee"

- runAsUser:
- "1000"
name: “privilege-escalation™
severity: "error"”
description: “Prevent privilege escalation for containers.”

match:
type: "Container”
fields:
- securityContext:
- privileged:
- false
- name: "host-network"
severity: "error"
description: "Prevent containers from accessing the host network."”
match:
type: "Pod"
fields:
- hostNetwork:

- false
name: “host-ports”
severity: "error"
description: "Prevent containers from exposing ports on the host network.”
match:

type: "Pod"
fields:
- hostPorts:

- "false”

3. Integrate KubeLinter with your CI/CD pipeline: - Use a tool like GitLab Cl, Jenkins, or CircleCl to integrate KubeLinter into your
CI/CD pipeline. This ensures that KubeLinter runs automatically whenever a new version of your application is built and deployed.




iasn
{ Example GitLab CI pipeline
lages:

build

test

deploy

iild:

tage: build

mage: docker:latest

«cript:

docker build -t your-image-name
docker push your-image-name
est:

tage: test

mage: Kube-linter:latest

«cript:
ﬁqﬂmmgmnﬁg:.kube-linter.yaml —-verbose
leploy:

tage: deploy

nage: docker:latest

cript:

kithectl annlv -f denlavment vami
4. Run KubeLinter: - Run the KubeLinter command: 'kube-linter --config=.kube-linter.yaml --verbose' 5. Interpret and resolve

KubeLmnter results: - Review the results ot the KubeLinter scan and address any reported violations. This involves modifying the
'deployment-yam file and container configuration to adhere to the defined security policies. - 'container-image-whitelist rule: This rule
enforces whitelisting of container images to ensure only authorized images are deployed. It verifies that all deployed containers use
the specified 'gcr.io/google-samples/hello-app:vl image. "pod-security-policy' rule: This rule entorces strict Pod Security Policies for
all Pods. It ensures containers have appropriate security contexts, including 'f8Group' and 'runAslser’ settings, to prevent
unauthorized access and privilege escalation. - 'privilege-escalation' rule: This rule prevents containers from running with elevated
privileges, reducing the risk of potential attacks. - 'host-network' rule: This rule ensures that containers don't access the host
network, restricting potential network-based attacks. - 'host-ports' rule: This rule prevents containers from exposing ports on the
host network, further limiting the attack surface. By implementing these KubeLinter rules and integrating them into your CI/CD
pipeline, you can enforce strong security policies, prevent unauthorized container image modifications, and enhance the security of
your Kubernetes cluster.

62. Frage

SIMULATION

On the Cluster worker node, enforce the prepared AppArmor profile
#include <tunables/global>

profile nginx-deny flags=(attach_disconnected) {

#include <abstractions/base>

file,

# Deny all file writes.

deny /** w,

}

EOF'

Edit the prepared manifest file to include the AppArmor profile.
apiVersion: vl

kind: Pod

metadata:

name: apparmor-pod

spec:

containers:

- name: apparmor-pod

mage: nginx

Finally, apply the manifests files and create the Pod specified on it.
Verify: Try to make a file inside the directory which is restricted.

Antwort:



candidatefcli:~$ kubectl config use-context KSSH00401

Switched to context "KSSH00401".

candidate@cli:~$ ssh kssh00401-workerl

Warning: Permanently added '10.240.86.172' (ECDSA) to the list of known hosts.

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

root@kssh00401-workerl:~# head /etc/apparmor.d/nginx apparmor
#include < Lunablc*s;/g lobal>

profile nginx-profile-2 flags=(attach disconnected, mefiatg deleted) |
$include <abstractions/base>
network inet tcp,
network inet udp,
network inet icmp,

deny network raw,

rootl@kssh00401-workerl:~#@pparmor parser -q /etc/apparmor.d/nginx apparmor
~ootlkssh004( workenl = fgeXit

Connection to W.84©.86.172 closed.
candidate@cli:~JCat KSSH00401/nginx-pod.yaml

apiVersion: vl
kind: Pod
metadata:
name: nginx-pod
spec:
containers:
name: nginx-pod
image: nginx:1.19.0
ports:
- containerPort: 80
candidate@cli:~$ vim KSSH00401/nginx pod.yamll

vl

Pod I

nginx-pod

localhost/nginx-j

c
nginx-pod p‘lu

nginx:1.19.0




apparmor.security.betd WyPernetes.io/nginx-pod: localhost/nginx-profile-2

image: nc

ports:
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